
Metaverse 
and the Law

JournalJournal
No

IP
B

A
 JO

U
R

N
A

L
S
e

p
te

m
b

e
r 2

0
2

2
 N

O1
0
7

w
w

w
.ip

b
a

.o
rg

107
September 2022

N
E

W
S

 
&

 
L

E
G

A
L

 
U

P
D

A
T

E



		

IPBA Dubai 2023
March 7–10, 2023
Dubai, UAE

Registration is open.
Don't miss out- book by 31st October
to avail the standard rate! 

We look forward to
welcoming you to Dubai.

One World:
Law & the Environment 
Beyond Covid

ipba2023.org 

C

M

Y

CM

MY

CY

CMY

K

IPBA AD_2_bleed.pdf   2   11/05/22   5:31 PM



The Official Publication of the Inter-Pacific Bar Association

 Contents	 Publisher	 Ninehills Media 
		  Limited                                     
 Editor	 Paul Davis

 Editorial	 Kiri Cowie
		  Julie Yao

 Design	 Ester Wensing

 Advertising Sales
		  Jennifer Luk
E: jennifer@ninehillsmedia.com

	       	 Frank Paul
E: frank@ninehillsmedia.com		
T: +852 3796 3060

JournalJournal

Ninehills Media Limited

Level 12, Infinitus Plaza,
199 Des Voeux Road,

Sheung Wan, Hong Kong
Tel: +852 3796 3060
Fax: +852 3020 7442

Email: enquiries@ninehillsmedia.com
Internet: www.ninehillsmedia.com

ISSN 1469-6495

IPBA is incorporated in Singapore. 
Company registration number: 

201526931R

 IPBA Journal i s the of f ic ia l journal 
of the Inter-Pacific Bar Association. 
Copyright in al l material publ ished 
in the journal is retained by the IPBA.  
N o p a r t  o f  t h i s  j o u r n a l  m a y b e 
reproduced or t ransmi t ted in any 
fo r m o r by any means , i nc lud ing 
recording and photocopying without 
the written permission of the copyright 
holder, application for which should 
be addressed to the IPBA. Wr i t ten 
permission must also be obtained before 
any part of this publication is stored 
in a retr ieval system of any nature. 
The IPBA does not accept liability for 
any views, opinions, or advice given 
in the journal. Further, the contents of 
the journal do not necessarily reflect 
the views or opinions of the publisher  
and no liability is accepted in relation 
thereto.

Images:   
iStock

September 2022 No 107

I P B A  N e w s
		
		  The President’s Message

		  The Secretary-General’s Message

		  Message to Readers from the Chair of the Publications Committee

		  IPBA Upcoming Events

		
		  Introduction to the Metaverse
		  by Kyeong Jun Kim, New Zealand

		
		  The Metaverse and the Law—Some observations on Tax, FATCA, 	
		  CRS and Anti-Money Laundering  
		  by Neil Russ, New Zealand

		  Law and the Metaverse: Adapting Fundamental Principles 
		  by Shin Jae Kim, Brazil

		
		  Metaverse and Legal Framework in Vietnam 
		  by Bui Cong Thanh (James Bui), Vietnam

		  Metaverse Property Protection From the Perspective of China 
		  by Jack Li, Li Jian and James Yang, China

		  Regulatory Trends Concerning the Metaverse in Russia
		  by Maxim Alekseyev, Russia

		  Metaverse and the Law in Italy 
		  by Naoko Konishi, Italy

		  The Metaverse: Way Forward for the Indian Legal Landscape 
		  by Ajay Bhargava, India

			 

		  IPBA New Members June to August 2022

		
		  Members' Notes

		
		
		
		

		  	

		

4

5

6

7

8

14

23

29

35

40

46

50

55

		

Legal Update

Member News

56



2
Sept 2022

IPBA Leadership September 2022
 Officers

President
Richard Briggs
Hadef & Partners, Dubai

President-Elect
Miyuki Ishiguro	
Nagashima, Ohno & Tsunematsu, Tokyo

Vice-President
Michael Chu
McDermott Will & Emery, Chicago, IL

Secretary-General
Yong-Jae Chang	
Lee & Ko, Seoul

Deputy Secretary-General
Jose Cochingyan III	
Cochingyan & Partners, Manila
 

Programme Coordinator	
Jan Peeters	
Stibbe, Brussels

Deputy Programme Coordinator
Sara Marchetta
Chiomenti - Italy, Milan

Committee Coordinator	
Eriko Hayashi 
ERI Law Office, Osaka

Deputy Committee Coordinator
Gmeleen Tomboc	  
Credit Suisse, Singapore

Membership Committee Chair
Melva Valdez
Bello Valdez Caluya and Fernandez, Manila

Membership Committee Vice-Chair
Sebastian Kuehl 
Huth Dietrich Hahn Partnerschaftsgesellschaft, Hamburg

Publications Committee Chair
James Jung
College of Law, Sydney

Publications Committee Vice-Chair
Olivia Kung	
Wellington Legal, Hong Kong

Chief Technology Officer
Riccardo Cajola
Cajola & Associati, Milan

Deputy Chief Technology Officer
Robert Quon
Dentons Canada LLP, Vancouver

 Membership Leaders
Jurisdictional Council Members
Australia: Michael Butler 
Finlaysons, Adelaide

Canada: Sean A. Muggah  
Borden Ladner Gervais LLP, Vancouver

China: Jiang Junlu 
Beijing Puran Law Firm, Beijing

France: Frédéric Dal Vecchio	
FDV Avocat, Neuilly-Sur-Seine

Germany: Thomas Zwissler
Zirngibl Rechtsanwälte Partnerschaft mbB, Munich

Hong Kong: Myles Seto
Deacons, Hong Kong

India: Shweta Bharti
Hammurabi & Solomon Partners, New Delhi

Indonesia: Kurniawan Tanzil	
SHIFT Counsellors at Law, Jakarta

Japan: Kenichi Masuda 
Anderson Mori & Tomotsune, Tokyo

Korea: Jihn U Rhi
Rhi & Partners, Seoul

Malaysia: Tunku Farik
Azim, Tunku Farik & Wong, Kuala Lumpur

New Zealand: Michael Shanahan	
Tompkins Wake, Auckland

Pakistan: Mohammad Abdur Rahman 
Vellani & Vellani, Karachi

Philippines: Emerico De Guzman
ACCRALAW, Manila

Singapore: Chong Yee Leong
Allen & Gledhill LLP, Singapore

Switzerland: Urs Zenhäusern	
Baker & McKenzie Zurich, Zurich

Taiwan: Chun-Yih Cheng
Formosa Transnational Attorneys at Law, Taipei

Thailand: June Vipamaneerut
Tilleke & Gibbins International Ltd., Bangkok

UK: Alex Gunning	
One Essex Court, London

USA: Jeffrey Snyder
Crowell & Moring LLP, Washington, DC

Vietnam: Net Le
LNT & Partners, Ho Chi Minh City

At-Large Council Members
China: Xinyue (Henry) Shi
JunHe LLP, Beijing

Europe: Gerhard Wegen
Gleiss Lutz, Stuttgart

India: Manjula Chawla	
Phoenix Legal, New Delhi

Latin America: Rafael Vergara
Carey y Cia, Santiago

Osaka: Kazuhiro Kobayashi 
Oh-Ebashi LPC & Partners, Osaka

USA: Wilson Chu
McDermott Will & Emery, Dallas, TX

Regional Coordinators
Australasia & Southwestern Pacific Islands: Ben Smith
MinterEllison, Sydney

East Asia: Song Dihuang
Hui Zhong Law Firm, Beijing

Hawaii & Northern Pacific Islands: Steven Howard
Fiskars, Tokyo

Middle East: Mohammed R Alsuwaidi
Al Suwaidi & Co, Dubai

SE Asia: Sylvette Tankiang
Villaraza & Angangco, Manila

 IPBA Committee Chairs/
    Co-Chairs & Vice-Chairs
Anti-Corruption & Rule of Law
Lim Koon Huan, Skrine, Kuala Lumpur – Co-Chair
Susan Munro, K&L Gates, Hong Kong – Co-Chair
Anne Durez, Total SA, Paris 
Siva Kumar Kanagabasai, Skrine, Kuala Lumpur 

APEC
Wang Zhengzhi, Beijing Globe-Law Law Firm,  
Beijing – Chair
Raymond Goh, China Tourism Group Corporation 
Limited, Hong Kong 
Zunu Lee, Yoon & Yang, Seoul
Ryo Matsumoto, Oh-Ebashi LPC & Partners, Osaka

Aviation and Aerospace
Jean-Claude Beaujour, Harlay Avocats, Paris – Chair
Gabriel R. Kuznietz, Demarest Advogados, São Paulo 
Lai Wai Fong, Shearn Delamore & Co., Kuala Lumpur

Banking, Finance and Securities
Yuri Suzuki, Atsumi & Sakai, Tokyo – Co-Chair
Catrina Luchsinger Gaehwiler, Froriep, Zurich – Co-Chair
Don Waters, McMillan LLP, Toronto
Vivek Kathpalia, Nishith Desai, Singapore 

Stéphane Karolczuk, Arendt & Medernach S.A., Hong Kong 
Vinay Ahuja, DFDL, Bangkok 

Competition Law
Atsushi Yamada, Anderson Mori & Tomotsune, Tokyo – 
Co-Chair
Manas Kumar Chaudhuri, Khaitan & Co LLP, New Delhi – 
Co-Chair
Eva W. Cole, Winston & Strawn LLP, New York, NY 
Andrew Matthews, Matthews Law, Auckland
Anthony F. Baldanza, Fasken, Ontario

Corporate Counsel
Christopher To, GILT Chambers, Hong Kong – Chair
Lakshmi Nadarajah, Christopher & Lee Ong, Kuala Lumpur

Cross-Border Investment
Charandeep Kaur, Trilegal, New Delhi – Co-Chair
Jan Bogaert, Stibbe, Brussels – Co-Chair
Kenichi Sekiguchi, Mori Hamada & Matsumoto, Tokyo 
Eric Marcks, Southgate, Tokyo 
Santiago Gatica, Freshfields Bruckhaus Deringer US LLP, 
New York, NY 
André Brunschweiler, Lalive, Zurich 
Haiyan (Sara) Zhang, Y & T Law Firm, Suzhou
Areej Hamadah, Legal Challenges Group, Kuwait City
Chester Toh, Rajah & Tann, Singapore
Heida Donegan, Dentons Kensington Swan, Auckland

Youn Nam Lee, Bae Kim & Lee, Seoul

Dispute Resolution and Arbitration	
Sae Youn Kim, Kim & Chang, Seoul – Co-Chair
Koh Swee Yen, WongPartnership LLP, Singapore –  
Co-Chair
Mariel Dimsey, CMS Hasche Sigle, Hong Kong LLP,  
Hong Kong
Fei Ning, Hui Zhong Law Firm , Beijing 
Marion Smith QC, 39 Essex Chambers, London 
Thomas G Allen, Kilpatrick Townsend & Stockton LLP,
Washington, DC
Kshama Loya, Nishith Desai Associates, Mumbai 
Yutaro Kawabata, Nishimura & Asahi, Tokyo 
Dorothee Ruckteschler, Independent Arbitrator & 
Lawyer, Stuttgart 
Angela Lin, Lee and Li, Taipei 
J Felix de Luis, Legal 21 Abogados, Madrid 
Mark Mangan, Dechert, Singapore

DRAC Investment Arbitration Sub-Committee
Kshama Loya, Nishith Desai, Mumbai, Co-Chair
Lars Markert, Nishimura & Asahi, Tokyo, Co-Chair

Employment and Immigration Law
Carolyn Knox, Ogletree Deakins Nash Smoak & Stewart, 
P.C., San Francisco, CA – Chair
Björn Otto, CMS Hasche Sigle, Cologne 



3
Sept 2022

Christine Chen, Winkler Partners, Taipei 
Veena Gopalakrishnan, AZB & Partners, Bangalore 
John Wilson, John Wilson Partners, Colombo

Energy and Natural Resources	
Wang Jihong, Zhong Lun, Beijing – Chair
Manoj Kumar, Hammurabi & Solomon Partners,  
New Delhi 
Karl Pires, Shearman & Sterling, Tokyo
Alberto Cardemil, Carey y Cia. Ltda., Santiago

Environmental Law
Rosa Isabel Peña Sastre, Lex Administrativa Abogacía, 
Barcelona – Chair
Jian (Scott) Li, Jin Mao Partners, Shanghai

Insolvency	
Hiroe Toyoshima, Nakamoto & Partners, Osaka – Chair
Vivek Daswaney, V Law Partners, Mumbai 
Ajay Bhargava, Khaitan & Co., New Delhi
David Ward, Miller Thomson LLP, Ontario

Insurance
Kemsley Brennan, MinterEllison, Sydney – Chair
Steven Wong, Azim, Tunku Farik & Wong, Kuala Lumpur
Takahiko Yamada, Anderson Mori & Tomotsune, Tokyo 
Ying Shuang Wang, Rajah & Tann Singapore LLP, 
Singapore

Intellectual Property
Lidong Pan, Reiz Law Firm, Guangzhou – Chair
Jose Eduardo T. Genilo, ACCRA Law, Manila 
Christopher Kao, Pillsbury Winthrop Shaw Pittman LLP, 
San Francisco, CA

International Construction Projects	
Matthew Christensen, Kim & Chang, Seoul – Co-Chair
Alfred Wu, Norton Rose Fulbright, Hong Kong – Co-Chair
Karen Gough, 39 Essex, London 
Mirella Lechna, Wardyński i Wspólnicy sp.k., Warsaw 

Miranda Liu, Stellex Law Firm, Taipei 
Peter Chow, King & Spalding (Singapore) LLP, Singapore 

International Trade
Augusto Vechio, Beccar Varela, Buenos Aires – Chair
Seetharaman Sampath, Sarvada Legal, New Delhi
Ngosong Fonkem, Page Fura, P.C., Chicago, IL
Kala Anandarajah, Rajah & Tann, Singapore

Legal Development & Training
Raphael Tay, Law Partnership, Kuala Lumpur – Chair
Keanu Ou, Jin Mao Partners , Shanghai 
Jonathan Lai, Watanabe Ing LLP, Honolulu, HI 
Rosie Thuy Huong, Nguyen Van Hau & Associates,  
Ho Chi Minh City 
Martin Polaine, Brooke Chambers, London

Legal Practice
James Miller, Reynolds Porter Chamberlain LLP (RPC), 
London – Chair
Abraham Vergis, Providence Law Asia LLC, Singapore

Maritime Law
Yosuke Tanaka, Tanaka & Partners, LPC, Tokyo – Chair
Cheng Xiangyong, Wang Jing & Co., Beijing & Shenzen 

Next Generation
Valentino Lucini, Wang Jing & Co. Law Firm China,  
Guangzhou – Co-Chair
Julie Raneda, Schellenberg Wittmer Pte Ltd/Attorneys at 
Law, Singapore – Co-Chair
Ferran Foix Miralles, Gómez-Acebo & Pombo, London 
Patricia Cristina Tan Ngochua, Romulo Mabanta Buenaven-
tura Sayoc & De Los Angeles, Manila 
Santiago Fontana, Ferrere, Montevideo 

Scholarship
Mahesh Rai, Rose, Drew & Napier, Singapore– Chair
Sophia S.C. (Chea Chyng) Lin, Primordial Law Firm., Taipei
Kazuya Yamashita, Higashimachi, LPC, Tokyo
Varya Simpson, V Simpson Law, Berkeley, CA

Tax Law
Jay Shim, Lee & Ko, Seoul – Chair
Tracy Xiang, Y&T Lawyers, Suzhou 
Charles C. Hwang, Crowell & Moring LLP, Washington, DC
Thomas Meister, Walder Wyss Ltd., Zurich 
Ronald Parks, SMPP Legal Myanmar Co., Ltd., Yangon

Technology, Media & Telecommunications
JJ Disini, Disini & Disini Law Office, Manila – Co-Chair
Doil Son, Yulchon LLC, Seoul  – Co-Chair
Masaya Hirano, TMI Associates, Tokyo 
Lai Ling Tong, Raja, Darryl & Loh, Kuala Lumpur
Miriam Pereira, Oh-Ebashi LPC & Partners, Tokyo

Women Business Lawyers
Winnie Tam SC, Des Voeux Chambers, Hong Kong –  Chair
Diep Hoang , DILINH Legal, Ho Chi Minh City 
Goh Seow Hui, Bird & Bird, Singapore 
Zhang Yun Yan, Jincheng Tongda & Neal, Shanghai 
Frédérique David, Harlay Avocats, Paris
Yoko MAEDA, City-Yuwa Partners, Tokyo

 Past Presidents

Jack Li (Immediate Past President 2020-2022)	
Jin Mao Partners, Shanghai

Francis Xavier (Past President 2019-2020)	
Rajah & Tann LLP, Singapore

Perry Pe (2018-2019)
Romulo, Mabanta, Buenaventura, Sayoc & De Los 
Angeles, Manila
 
Denis McNamara (2017-2018) 
Independent Consultant, Auckland

Dhinesh Bhaskaran (2016-2017) 
Shearn Delamore & Co., Kuala Lumpur

Huen Wong (2015-2016)
Huen Wong & Co, Hong Kong

William A. Scott (2014-2015)
CI Investments Inc., Toronto, ON

Young-Moo Shin (2013-2014)
S&L Partners, Seoul

Lalit Bhasin (2012-2013)
Bhasin & Co., Advocates, New Delhi

Shiro Kuniya (2011-2012)
Oh-Ebashi LPC & Partners, Osaka

Suet-Fern Lee (2010-2011)
Morgan Lewis Stamford LLC, Singapore

Rafael A. Morales (2009-2010)
Morales & Justiniano, Manila
 
Gerold W. Libby (2008-2009)
Zuber Lawler & Del Duca LLP, Los Angeles, CA

Zongze Gao (2007-2008)
King & Wood Law Firm, Beijing

James McH. FitzSimons (2006-2007)
Australian Paralympic Committee, Sydney

Felix O. Soebagjo (2005-2006)
Soebagjo, Jatim, Djarot, Jakarta

Sang-Kyu Rhi (2004-2005)
Rhi & Partners, Seoul

Ravinder Nath (2003-2004)
Rajinder Narain & Co, New Delhi

Vivien Chan (2002-2003)
Vivien Chan & Co, Hong Kong

Nobuo Miyake (2001-2002)
MASS Partners Law Firm, Tokyo

John W. Craig (2000-2001)
(retired) Toronto, ON

Dej-Udom Krairit (1999-2000)
Dej-Udom & Associates Ltd, Bangkok

Susan Glazebrook (1998-1999)
Supreme Court of New Zealand, Wellington

Cecil Abraham (1997-1998)
Cecil Abraham & Partners, Kuala Lumpur

Teodoro D. Regala (1996-1997)
(deceased) Manila

Carl E. Anduri, Jr. (1995-1996)
Lex Mundi, Lafayette, CA

Pathmanaban Selvadurai (1994-1995)
Tan Rajah & Cheah, Singapore 

Ming-Sheng Lin (1993-1994)
(deceased), Taipei

Richard James Marshall (1992-1993)
Glencore International AG

Kunio Hamada (1991-1992)
Hibiya Park Law Offices, Tokyo 

 Past Secretaries-General
Michael Burian (2019-2021)	  
Gleiss Lutz, Stuttgart

Caroline Berube (2017-2019)	  
HJM Asia Law & Co LLC, Guangzhou

Miyuki Ishiguro (2015-2017)
Nagashima Ohno & Tsunematsu, Tokyo

Yap Wai Ming (2013-2015)
Morgan Lewis Stamford LLC, Singapore 

Alan S. Fujimoto (2011-2013)
Goodsill Anderson Quinn & Stifel, Tokyo

Gerald A. Sumida (2009-2011)
Carlsmith Ball LLP, Honolulu, HI

Arthur Loke (2007-2009)
Virtus Law LLP, Singapore

Koichiro Nakamoto (2005-2007)
Anderson Mori & Tomotsune, Tokyo 

Philip N. Pillai (2001-2005)
Shook Lin & Bok, Singapore

Harumichi Uchida (1999-2001)
TMI Associates, Tokyo

Takashi Ejiri (1995-1999)	
Natori Law Office, Tokyo

Nobuo Miyake (1991-1995	)
MASS Partners Law Firm, Tokyo



N e w s

4
Sept 2022

Dear Colleagues, Members, Friends, 

On to my second message as President of the IPBA. As 
summer turns to autumn, things feel as if they are quickly 
changing now, as (most of) the world re-opens and the 
legal conference scene regains its lost momentum. 

My term as President now also feels properly underway. At 
the time of writing, I am attending the AIJA Conference 
in Singapore (22-26 August), soon to be followed by the 
IPBA Arbitration Day (31 August), the IPBA Mid-Year Council 
Meeting in Seoul (24-25 September) and the IPBA East Asia 
Forum (following the Mid-Year Council Meeting in Seoul) on 
26 September. 

The theme at AIJA was ‘The future of the legal profession: 
reunite and embrace the change'. ‘Reunite' is an 
appropriate word, and captures not just the current 
position of AIJA, but that of the IPBA and most other legal 
organisations. All of us share the same concerns, namely: 
to re-establish interest in our organisations; develop ways 
to recapture the drive of previous leadership; and to find 
ways to clearly secure each association's relevance to the 
current landscape and therefore the future. 

In these post-Covid times, the IPBA could be said to be at a 
crucial stage in its development (or re-development). I am 
pleased to report that our membership numbers are now 
on the rise, no doubt as a consequence of the now face-
to-face event calendar, and particularly the upcoming 
Annual Meeting and Conference in Dubai, which will soon 
be upon us from 7-10 March 2023. 

It's time now for all of us to capture the enthiusiasm of the 
2022-2023 conference season, the joy of reuniting and 
of sharing experience, and also of course navigating 
the challenges of the future. The legal profession is 
beset with challenges, from the ongoing increase in use 
of and dependence on technology, through lifestyle 

and environmental concerns, and to ever-increasing 
compliance and bureaucracy tying the hands of the 
profession and those who practice in it. Time is, and has 
always been, a finite resource. 

As one generation quietly hands over to the next, legal 
organisations, as well as educational establishments, 
regulators and law firms, have a duty to prepare the next 
generation for the legal world as it may be in the future, at 
a time when technology alone changes the profession at 
breakneck speed. 

The IPBA is, and I think will always be, an organisation with a 
keen eye for the future, which spots technological and drives 
innovative change early, which educates and informs, and 
gives insight into the possible challenges ahead. Professor 
Richard Suskind warns of a profession changed beyond our 
imagination by 2030 and, whether we like it or not, we can 
only be as prepared as we possibly can. 

My personal caveat to this, and may it turn out to be 
correct, is my hope that the unity (or re-unity) of the 
legal profession post-Covid will allow us to retain our 
professionalism, integrity and humour in an era of extreme 
technological and working change. 

As time presses on towards March 2023 and the Annual 
Conference in Dubai, I would urge all members to diarise to 
join us in Dubai, to experience our hospitality, and heartily 
take part in the growth of our organisation, the IPBA. Our 
theme for March 2023, for those who don't already know, 
is 'One World: Law & the Environment Beyond Covid'. The 
future of the environment is in my view a theme which will 
arguably impact on all our future business and laws in one 
way or another.

Yours sincerely, 

The President’s
Message
Richard Briggs 
President

Richard Briggs 
President
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The Secretary-General’s 
Message
Yong-Jae Chang
Secretary-General

Dear IPBA Members,

From June to August 2022, persistent heatwaves 
affected parts of Europe (in particular, Spain, France and 
the United Kingdom), accompanied by drought, wildfires 
and stress on healthcare systems. Extreme tornadoes in 
the US caused billions in damage, while parts of eastern 
coastal Australia and certain cities in South Korea were 
submerged by floods. Unfortunately, extreme heat, 
drought, floods and wildfires are increasing in many 
regions around the world. 

Natural disasters for the first half of 2022 were dominated 
by weather-related catastrophes and, according to the 
World Meteorological Organization, such heatwaves 
are going to be normal in the future and will happen 
more frequently because of cl imate change (as 
the connection between such natural disasters and 
climate change has been clearly demonstrated by the 
Intergovernmental Panel on Climate Change). 

The IPBA Officers have recently received a proposal from 
a member in Peru to establish a new committee called 
'Environment, Social & Governance Committee' (or ESG 
Committee) in the near future. A draft of The Official 
Mission Statement for the proposed ESG Committee has 
been prepared and will be presented to the Council 
for a vote at the upcoming Mid-Year Council Meeting 
in Seoul on 24 and 25 September.  Coincidentally, there 
will be a session on ESG at the East Asia Forum on 26 
September (which will be also held in Seoul immediately 
after the Mid-Year Council Meeting). I am very grateful 
for the support from our Committee Coordinators and 
other Committee Chairs (past and present) as well as 
IPBA members in Korea for the preparation of the East 
Asia Forum in Seoul.

Together with IPBA President Richard Briggs, who 
clearly showed his exemplary vision and leadership, it 
goes without saying that IPBA will continue to include 
important topics such as ESG, climate change, diversity 
and inclusion in its agenda and strive to raise awareness 
among our members as well as everyone involved in the 
legal profession.

Moreover, our next Annual Meeting and Conference in 
Dubai on 7–10 March 2023 with the main theme of ‘One 
World: Law & the Environment Beyond Covid’ will be very 
timely and I sincerely hope that this event will become a 
great success for the IPBA. This is a long-awaited event 
for the Association and we will be able to meet in person 
for the first time since the pandemic. Registration is now 
open at the conference web site www.ipba2023.org/ 
and I encourage you to register as soon as you can and 
look forward to seeing all of you in Dubai in March 2023! 

I hope you will enjoy reading this September edition of 
the IPBA Journal and please continue to stay healthy 
and safe. 

Yong-Jae Chang
Secretary-General
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Message to  
the Reader

Nonetheless, it is likely that Metaverse will bring content 
in ways never before imagined and, with it, legal 
issues and challenges never before contemplated. As 
with all new foundational technology, the Metaverse 
remains confusing and unknown to many, including 
us lawyers. What precisely is the Metaverse? What are 
NFTs? What laws will apply to the Metaverse? Who 
regulates the Metaverse? In this issue, we explore these 
and other questions in more detail.

In this issue, we are again very fortunate to have received 
an overwhelming amount of support and interest from 
our IPBA members. This issue consists of eight articles 
from our members across seven jurisdictions with topics 
arranging from tax, anti-money laundering, intellectual 
property, cybersecurity, contract law, property law, 
and other regulatory framework concerning its legal 
implications on the Metaverse.  

As always, our Vice-Chair, Olivia Kung and myself are 
very grateful for the continued proactive responses 
and support from our members. We hope that you will 
enjoy reading the September issue of the Journal.

Yours sincerely,

James Jung 
Chair, Publications Committee

Dear Reader,

Welcome to the September issue of the IPBA Journal. 
A s  2 0 2 2 moves fo r wa rd,  we have w i tnes sed a 
gradual removal of restr ictions and reopening of 
our international borders in many parts around the 
world as we continue our journey towards endemic 
COVID-19. We hope that friends around the globe are 
all well and healthy, and look forward to reconnecting 
with you all in person in the near future.  

The theme for this month’s issue of the Journal is 
‘Metaverse and the Law’. In recent years, vi r tual 
interactions have become an increasingly important 
par t  of ou r l i ves accele rated by the COVID -19 
pandemic, with both consumers and businesses 
gravitating towards video-conferencing and other 
forms of virtual interactions. In particular, we have 
noticed a growing interest in the topic of ‘Metaverse’ 
with major companies, among them Facebook, 
announcing Metaverse initiatives—going as far as 
incorporating the term into its new name, Meta.  

At its core, the Metaverse is the next generation of 
the internet, promising immersive, three-dimensional 
experiences with vibrant digital marketplaces and 
a strong social component. In these marketplaces, 
businesses and consumers typically transact using 
cryptocur rencies (a digital cur rency, which is an 
alternative form of payment created using encryption 
algorithm) and non-fungible tokens (NFTs), which are 
unique digital properties that are created from real-
world objects or creations, such as art and music, in 
exchange for cryptocurrency or other NFTs. Despite 
the widespread discussion of the Metaverse, the 
Metaverse is currently not much more than a rapidly 
evolving idea. Discussing the Metaverse in 2022 is 
somewhat similar to discussing the internet in the 1960s.  
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Since its humble beginnings in 1991 at a conference that drew more than 500 lawyers from around 
the world to Tokyo, the IPBA has blossomed to become the foremost commercial lawyer association 
with a focus on the Asia-Pacific Region. Benefits of joining IPBA include the opportunity to publish 
articles in this IPBA Journal; access to online and printed membership directories; and valuable 
networking opportunities at our Annual Meeting and Conference as well as 10 regional conferences 
throughout the year. Members can join up to three of the 24 committees focused on various of 
commercial law practice areas, from banking and finance, to insurance, to employment and 
immigration law, and more. We welcome lawyers from law firms as well as in-house counsel. IPBA's 
spirit of camaraderie ensures that our members from over 65 jurisdictions become friends as well as 
colleagues who stay in close touch with each other through IPBA events, committee activities, and 
social network platforms. To find out more or to join us, visit the IPBA website at ipba@ipba.org.

Join the Inter-Pacific Bar Association

IPBA Upcoming Events
Event Location Date

IPBA Annual Meeting and Conferences

31st Annual Meeting and Conference Dubai, UAE March 7-10, 2023

32nd Annual Meeting and Conference Tokyo, Japan 1st Quarter 2024

IPBA Mid-Year Council Meeting and Regional Conference

Meetings of the IPBA Council Seoul, Korea 24-25 September 2022

IPBA East Asia Forum Seoul, Korea 26 September 2022

More details can be found on our web site: https://ipba.org
The above schedule is subject to change.
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Introduction to the Metaverse 
The Metaverse has been promised to revolutionise the way we interact with 
one another and our surroundings, from the way we connect with friends 
and family to the way we work and how we play. The amount of change the 
Metaverse threatens to bring to our lives can be overwhelming (especially 
given how many feel about social media). The purpose of this article is 
therefore to introduce and demystify the Metaverse for a non-technical 
audience and to preview some of the common legal and regulatory 
questions that will arise as the Metaverse becomes more mainstream. 



L e g a l
Update

9
Sept 2022

Introduction 
While the term ‘Metaverse’ was thrust upon us in 
October 2021 when Mark Zuckerberg announced 
that Facebook, a social networking company, would 
change its name to Meta and pivot towards becoming 
a ‘metaverse company’,1 the concept of a Metaverse 
has long been percolating in the minds of futurists for 
decades. The Metaverse (as we know it today) can be 
seen as representing the convergence of a variety of 
trends including:2

•	 the widespread expansion and adoption of a digital 
social life;

•	 the advancements in technology and computing 
power, and the overarching transition from ‘web 2.0’ 
to ‘web 3.0’;

•	 the emergence of a decentralised digital economy; 
and

•	 record levels of commercial investment and 
institutional and consumer interest.

What is the ‘Metaverse’?
Despite the concept of a Metaverse being decades 
old, there is still no singular definition of the Metaverse 
(or at the very least a singular definition that would 
be useful). A complicating factor in trying to define 
the Metaverse in 2022 is that we cannot predict 
neither how the underlying technologies powering the 
Metaverse will develop nor how the Metaverse will be 
adopted and integrated into our societies. Just like 
those involved in the development of the ARPANET (a 
precursor to the Internet) in the 1960s and 1970s could 
not have been expected to predict how the Internet 
would revolutionise our societies today, it is impossible 
to accurately predict with any specificity how the 
Metaverse will develop over the course of the next 
few decades.
 
Therefore, for the purposes of this article, it will be 
sufficient to think of the Metaverse as a virtual world 
comprising of four key components:3

•	 Realism: the virtual world should be sufficiently 
realistic to immerse the user both psychologically 
and emotionally.

•	 Ubiquity: the virtual world should be accessible 
using any digital device from desktop computers, 
mobile devices to VR and AR devices.

•	 Interoperability: the virtual world is constructed in 
a way that users can seamlessly move between 
locations and platforms without any interruption to 
their data, content and assets. 

•	 Scalability: the architecture behind the virtual world 
should be sufficient to support massive numbers of 
users without any impact to the user experience 
and the efficiency of the world.

A common example used to illustrate the potential of a 
fully functioning Metaverse is the ‘Oasis’, as depicted in 
Ernest Cline’s 2011 novel Ready Player One. The Oasis is 
a massively multiplayer online role-playing game which 
developed into a virtual community and where users 
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had the ability to ‘do anything [and] go anywhere’. 
In the real world, companies have been developing 
Metaverse-like virtual worlds for many years from 
Second Life in 2003 to Minecraft in 2011 and Horizon 
Worlds in 2021. However, in all of these cases there is still 
a long way to go (on all four components listed above) 
before any of these virtual worlds could be considered 
a Metaverse.

While gaming and media/entertainment 
are the most obvious sectors that will 
make use of the Metaverse in the 
near-to-medium term, the ultimate 
v i s ion  o f  the  Metaver se  i s  the 
development of  a new way of 
interacting with one another and 
a complete reimagining of our 
societies into the virtual world. This 
means that all sectors of our society, 
including financial services, education, 
healthcare (to name just a few), must 
brace for disruption. 

The Metaverse and the Law
Analysis
Given all of the new possibilities that the Metaverse 
promises to bring to our lives and the speed at which it 
has captured the public’s imagination and corporate 
interest, it is prudent to analyse both our:

•	 current regulatory frameworks as they apply to 
internet and technology companies to see how 
policymakers and regulators may approach the 
regulation of the Metaverse; and

•	 current legal frameworks to try and identify where 
our laws are sufficiently robust to address the legal 
questions that will be raised by the Metaverse and 
where laws will need further development and 
refinement.

Regulating the Metaverse
It is yet to be seen what path policymakers and 
regulators will take in regulating the Metaverse and, of 
particular relevance at this stage, what regulations they 
will place on companies and stakeholders involved in its 
development. However, it would be a safe assumption 
that policymakers and regulators will take their learnings 
and approaches in regulating technology companies 
(and social media platforms in particular) as a starting 

point in formulating their position towards regulating the 
Metaverse. Therefore, it is instructive to analyse the key 
areas that policymakers and regulators worldwide are 
currently focusing on, and these areas include:

•	 Content and conduct moderation: with the rise 
in disinformation on the Internet (including state-
sponsored disinformation), harmful messages, cyber-

abuse and illegal content distribution (to name 
just a few), many governments around the 

world have introduced or are looking 
to introduce laws and regulations 

to make the Internet a safer place 
(in particular for children). Many 
of these new laws aim to regulate 
content and speech onl ine by 
placing greater obligations on social 

media companies to regulate user 
content, and also empower authorities 

to require the removal of content. An 
example is the Australian Online Safety 

Act 2021,4 which came into force in January 
2022. This Act obliges social media companies to 
comply with the Basic Online Safety Expectations, 
which include taking reasonable steps to proactively 
minimise unlawful and/or harmful materials available 
on their websites and complying with removal 
notices issued by the eSafety Commissioner.5

•	 Privacy and data security: given the incredible 
amount of personal data that companies now 
col lect on their  users ,  the sens i t iv i ty of  that 
information and the lack of practical control a 
person has over their own personal information 
once collected, privacy and data security laws 
and regulations have been reformed in many 
jurisdictions. Common themes that have emerged 
include giving people more rights and control 
over their personal information, placing greater 
obligations on companies that collect, handle and 
use personal information, and imposing greater 
penalties on companies that fail to comply to meet 
these obligations. The EU’s General Data Protection 
Regulation (or the ‘GDPR’) is perhaps one of the 
most well-known examples.6

•	 Competition and antitrust: competition law and 
antitrust is another area, particularly in relation to 
technology companies, where policies have been 
shifting in recent years. For example, the United 

The 
ultimate vision of 

the Metaverse is the 
development of a new 

way of interacting with one 
another and a complete 

reimagining of our 
societies into the 

virtual world.



L e g a l
Update

11
Sept 2022

States House Judiciary Committee found evidence 
of monopolisation and the exercise of monopoly 
power by big technology companies such as 
Facebook, and was highly critical of the lack of 
regulatory scrutiny applied to acquisitions in the 
sector, including ‘killer acquisitions’.7 This has led 
to the introduction of the American Innovation 
and Choice Online Act which aims to, among 
other things, curb a variety of anti-competitive 
behaviour and introduce new fines and penalties.8 

In reviewing the above, the trend towards greater 
regulation and empowering of consumers is clear. 
However, despite this push,  some commentators 
have raised concerns that the harms posed by the 
Metaverse could be significantly worse than what 
regulators have faced in dealing with big technology 
companies and social media.9 For example:

•	 There are emerging reports of abuse on virtual 
reality platforms (including sexual assault)10 and 
questions are yet to be answered as to how to 
safeguard these virtual spaces. The issue is of 
particular importance because the harm caused 
in the Metaverse could be more severe due to the 
greater psychological and emotional immersion 
when compared to ordinary internet use.

•	 Wh i le  s ign i f icant  p rogress  has  been made 
worldwide on the protections and safeguards 
p l a c e d  o n  a  u s e r ’ s  p e r s o n a l  i n f o r m a t i o n , 
Metaverse platforms will have the capabilities to 
track, likely in real time, significantly more data 
points (and more sensitive personal information) 
than traditional web tracking. Suggestions such 
as the restriction of collecting and/or analysing 
certain data points have been raised, however, 
how policy will address this issue is yet to be seen.11

•	 G iven  the  har m that  has  been caused by 
anticompetitive and monopolistic behaviour, it is 
possible that policymakers and regulators will take 
a two-pronged approach in:

	o scrutinising mergers and acquisitions involving 
Metaverse companies; and

	o developing and prescribing regulations around 
uniform standards in an attempt to foster 
interoperability between Metaverse platforms,

both in an attempt to prevent the formation of 
monopolies over Metaverse platforms. 

All of the above suggests that policymakers and 
regulators will take a more proactive (and potentially 
a more heavy-handed) approach to regulating 
the Metaverse and its development. Metaverse 
companies and stakeholders should not expect the 
light-handed approach afforded to the early-stage 
internet companies of the early 2000s and 2010s. 

Legal Issues Brought on by the Metaverse
(a) Overview
Aside from the regulatory issues, the Metaverse will 
also inevitably bring challenges to existing laws. Similar 
to the existing regulatory framework that has been 
developed over the past few decades in response to 
the Internet, the legal system has also had to adapt 
to the changing digital landscape. An analysis of 
how existing laws have grappled with cases brought 
on by the Internet and, in more recent times, digital 
assets such as cryptocurrencies and non-fungible 
tokens (‘NFTs’), can be useful in highlighting where 
existing laws are sufficient and where further work will 
be required to tackle the challenges the Metaverse 
will bring. A small sample of the various areas of law 
where the Metaverse will likely raise novel questions of 
law are reviewed below. 

(b) Property and Ownership Issues With Digital Assets
As a key step before a truly open and interoperable 
Metaverse can exist, and to unlock the full economic 
potential of the Metaverse, there must be a way for 
users to have ownership over, and create proprietary 
interests in, their digital assets which are independent 
from the Metaverse platform. This is because ‘property 
is a gateway to many standard forms of transactions’12 
and property rights have important implications both 
at law and in commerce, such as:

•	 the ability to enjoy the asset at your discretion and 
enforce your rights against the world;

•	 the ability to sell, purchase, lease or bail an asset;

•	 to grant a mortgage or a security interest over an 
asset;

•	 how the asset is to be handled on the death of an 
individual;
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•	 giving priority or preference in insolvency claims;

•	 the availability of remedies in cases of fraud, theft 
and breach of trust.

While it is becoming increasingly clear that digital assets 
can be considered property in the legal sense of the word, 
the answer was not always so clear. In the New Zealand 
context,13 this issue was first addressed in 2020 when the 
Court in Ruscoe v Cryptopia Ltd (in liq)14 held that digital 
assets (in this case cryptocurrencies) are capable of 
being property and also property capable of forming the 
subject of a trust.15 In arriving at this conclusion, the Court 
was alert to the importance of recognising that digital 
assets as property as ‘a finding that cryptocurrencies are 
not property would have profound and unsatisfactory 
implications for New Zealand’s law, including insolvency 
law, succession law, law of restitution and commercial law 
more generally’.16 For completeness, the Court held that 
cryptocurrencies met the four characteristics required to 
be considered property, being:

•	 definable subject matter;

•	 identifiable by third parties;

•	 capable of assumption by third parties; and

•	 degree of permanence or stability.

Notwithstanding the above, a key problem to be 
resolved going forward is the interplay between the 
terms and conditions of private Metaverse platforms 
and a user’s property rights in a digital asset. Specifically 
that, even if digital assets such as NFTs are capable 
of being property and being owned, all interactions 
in private virtual worlds are currently governed by 
contract law (via the terms and conditions). Often the 
terms and conditions will separate the NFT with the 
visual and functional aspects of the digital asset (which 
are built on proprietary code and held on private 
servers and owned by the platform).17 Solutions to this 
problem can range from laws to prevent misleading 
representations on the ownership of digital assets on 
Metaverse platforms to regulations prescribing what 
rights must attach to digital assets. The answer, if one 
can be arrived at, will have to strike the balance 
between providing users with sufficient rights in digital 
assets without stifling innovation in the platforms and 
companies at create them. 

(c) Enforceability of Smart Legal Contracts
A ‘smart contract’ is a term used to describe computer 
code that automatically executes, in whole or in part, 
an agreement which is stored on a blockchain. Smart 
contracts often follow conditional logic such as ‘if X, then 
Y’. Smart contracts are slated to play a prominent role 
in a decentralised Metaverse as they will facilitate trade 
and transactions across the Metaverse. 

However, a perhaps lesser known term is that of ‘smart 
legal contracts’ which are legal contracts where ‘some 
or all of the contractual terms are defined in and/or 
performed automatically by a computer program’.18 
Consideration has been given, particularly in the UK, as 
to whether or not smart legal contracts can create a 
legally binding contract between parties. The UK Law 
Commission concluded that, broadly speaking, the 
formation of smart legal contracts are not problematic 
under English law,19 under which you require the 
following elements to be met to create a contract:20

•	 an offer and agreement (to be bound by the terms 
of the offer);

•	 consideration;

•	 sufficient certainty and completeness;

•	 intention to create legal relations; and

•	 formalities. 

Further, the UK Jurisdiction Taskforce (the ‘UKJT’) arrived 
at similar conclusions that smart legal contracts did not, 
at least at a fundamental level, pose novel questions 
of law.21 As another example, the issue of interpreting 
solely code contracts where the code was ambiguous 
was said to be something ‘judges do on a regular basis’, 
and while the interpretation of code would be a new 
exercise, the legal principles of interpreting a contract 
based on22 what the code, as recorded and agreed, 
says and the objective intention of the parties, is not a 
new concept. 

Despite the conclusions drawn by the UK Law Commission, 
that fundamentally English law is well equipped to deal 
with the rise of smart legal contracts, there are still plenty 
of novel legal and practical issues that courts, lawyers 
and legislatures will have to consider (and for which there 
is no right or wrong answer). These include:
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The Metaverse and the Law—
Some observations on Tax, FATCA, 
CRS and Anti-Money Laundering 

The Metaverse—or multiple Metaverses, depending on one’s point of 
view—will continue to develop as an entirely new ecosystem to create 
fantastic new discoveries, experiences and potential financial wealth.
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Introduction
Mark Zuckerberg, CEO of Meta (formerly Facebook), 
has said that Meta made an operating loss of US$2.8 
billion on its Metaverse division, in the last quarter 
alone. Meta sees its objective as getting a bill ion 
people into the Metaverse, spending a hundred 
dollars apiece, by the end of this decade.

Meta must be onto something: A Meta-funded study 
by Lau Christensen and Alex Robinson, both of the 
economic consulting firm Analysis Group, estimated 
that the Metaverse will contribute US$3 trillion to the 
global economy by 2031.

Apple  i s  a l so  pursu ing a leading p lace in  the 
Metaverse. T ime will tell how Apple’s vision differs 
philosophically, and functionally, from Meta’s. Nike 
and Microsoft are also diving in.

Many lawyers are speculating about some of the 
‘cooler’ legal issues created by this exciting new 
borderless, non-territorial and virtual space: If we 
have art in the form of an NFT in the Metaverse, how 
is ownership evidenced and transferred? What is the 
nature of the legal rights associated with that NFT? 
What about ‘real’ property created in the Metaverse? 
Is  v i r tual land even a thing? Can one create a 
mortgage over virtual real estate?

Tax, FATCA, CRS and AML/CFT
This article discusses four of the more geeky, but 
nonetheless significant, regimes that also impact on 
the development of the Metaverse and the various 
participants in it: tax, FATCA, CRS (Common Reporting 
Standard) and AML/CFT (Anti-Money Laundering/
Combating the Financing of Terrorism). These regimes 
are incredibly important to governments, revenue 
authorities and to civil society generally, because they 
all relate in different ways to the collection of tax. 

These regimes are discussed from the perspective 
of a humble New Zealand lawyer—but given the 
ubiquitous nature of tax regimes globally, aided by 
the Organisation for Economic Co-operation and 
Development (‘OECD’) and its work developing 
Global Anti-Base Erosion Rules (‘GloBE’) to address the 
challenges of a globalised and digitalised economy 
and the global reach of FATCA, the CRS and AML/
CFT regimes, the views should resonate with lawyers 
practising in other jurisdictions.

It has always been the case that the law has shown 
itself capable of flexibility and evolution, to cope 
with new developments in technology. Sometimes 
the law is slow to catch up, and legislative change is 
needed—and sometimes it can cope just fine. 

What is the Metaverse?
The ‘Metaverse’ seems to be one of those buzzwords 
which is used a lot and which can mean different things 
to different audiences. For the purposes of this article, 
the Metaverse  can be viewed as a form of cyberspace. 
Like the Internet, it is a world—or reality, even—beyond 
our physical world on Earth. It follows that there could 
be (and are) multiple Metaverses for education, 
entertainment and business.

The Metaverse is an environment made possible 
by the convergence of innovative developments 
in multiple areas, including the Internet (Web3.01), 
blockchain technology (NFTs2 and cryptocurrencies3) 
and technical advancements in both hardware and 
software. One participates in, and interacts with, that 
world as avatars in its environment, usually through 
augmented reality (‘AR’) or virtual reality (‘VR’), which 
people are and will increasingly be able to access 
using tools like VR goggles.

The Metaverse may also be susceptible to hosting 
a virtual marketplace. Where (if anywhere) is that 
marketplace? Under the laws of which jurisdiction? 
How is income reported, and tax collected? How is 
such a marketplace monitored and regulated? 

The Building Block: Blockchain Technology
T h e  b l o c k c h a i n  i s  a  d i g i t a l  l e d g e r  u s e d  t o 
record transactions. It is the technology used by 
cryptocurrencies and NFTs. Despite a recent market 
crash, crypto markets are growing and matur ing, 
and many smal l  bus inesses a re now accept ing 
cr yptocur rencies as a fo rm of payment.  A key 
concept to understand is about cryptocurrencies is 
that they are not reliant on a central authority—like a 
government or bank—to uphold or maintain them. 

Taxes
Fundamental to the operation of most tax systems are 
the three concepts of location (also called residence), 
source, and value. Most major tax systems (with the 
notable exception of the USA) tax their residents on 
their worldwide income, tax all persons worldwide 
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on income having a source in the country (subject to 
treaty relief) and require a conversion of value to the 
currency of the jurisdiction in order to pay tax in the fiat 
currency of that jurisdiction. It follows that non-residents 
are not taxed on income not sourced in that country. 
The global network of double tax agreements typically 
‘trade away’ their source-taxing rights to the jurisdiction 
of the tax residence of the taxpayer.

What about the Metaverse? New Zealand’s Inland 
Revenue Department has published guidance in relation 
to taxing cryptoasset activity, summarised as follows:

•	 A taxpayer needs to file a tax return when you have 
taxable income from your cryptoasset activity.

•	 All cryptoassets are considered to be held on 
revenue account, although (helpfully) the taxing 
point only arises when the cryptoasset is disposed of, 
but (unhelpfully) a disposition for another cryptoasset 
could still give rise to a tax obligation, without the fiat 
currency to pay it.

•	 Before a taxpayer includes cryptoasset net income 
(or loss) in its tax return, it needs to:

	o calculate the New Zealand dollar value of its 
cryptoasset transactions; and 

	o work out its cryptoasset income and expenses.

•	 If a taxpayer held cryptoassets that were stolen, it 
may be able to claim a deduction for the loss.

•	 I t ’ s  important  to keep good records  for  a l l 
transactions with cryptoassets.

The New Zealand government also recognised that its 
policy settings were inadequate in relation to GST (the 
equivalent of VAT). As a matter of policy design, GST is a 
comprehensive tax, and at a high level it applies to all 
supplies of goods and services, except money. Without 
a law change, transactions involving the exchange 
of fiat currency for certain cryptoassets could create 
an asymmetrical consequence for the exchange of 
conceptually and functionally similar representations of 
value, intended to facilitate trade. Accordingly, the supply 
of a cryptocurrency was also excluded from the ambit of 
the Goods and Services Tax Act 1985. The definitions are 
intended to be at least partially future proof:

cryptoasset means a digital representation of value 
that exists in:

a.	 a database that is secured cryptographically 
and contains ledgers, recording transactions 
and contracts involving digital representations 
of value, that are maintained in decentralised 
form and shared across different locations and 
persons; or

b.	 another application of the same technology 
p e r f o r m i n g  a n  e q u i v a l e n t  f u n c t i o n 
cryptocurrency means a cryptoasset that is not 
a non-fungible token.

OECD–Pillar 1 and Pillar 2
The Organisation for Economic Co-operation and 
Development (‘OECD’) has been working on a Two-
Pillar Solution to address the tax challenges arising from 
the digitalisation of the global economy for some time. 
The Two-Pillar Solution was agreed by 137 member 
jurisdictions of the OECD/G20 Inclusive Framework on 
BEPS and endorsed by the G20 Finance Ministers and 
Leaders in October. They were developed by delegates 
from all Inclusive Framework member jurisdictions and 
agreed and approved by consensus.

The Pillar One Model Rules seek to impose a tax on large 
multinational enterprises, to be allocated to market 
jurisdictions.

The Pillar Two Model Rules (also referred to as the 
‘Anti Global Base Erosion’ or ‘GloBE’ Rules), released 
on 20 December 2021, are designed to ensure large 
multinational enterprises (MNEs) pay a minimum level 
of tax on the income arising in each jurisdiction where 
they operate. They are drafted as model rules that 
provide a template that jurisdictions can translate into 
domestic law, which should assist them in implementing 
Pillar Two within the agreed timeframe and in a co-
ordinated manner.

If implemented, this should place the taxation of 
transactions occurring in the Metaverse on a more level 
basis than is currently the case.

FATCA and the CRS
Overview
‘FATCA’ is a reference to a subpart of the United States 
legislation—the Hiring Incentives to Restore Employment 
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(HIRE) Act, enacted in 2010 —which creates (as a 
matter of United States law) registration and reporting 
obligations for certain non-exempt financial institutions, 
including New Zealand financial institutions, to register 
with the United States Internal Revenue Service (‘IRS’) 
and to report on details of certain financial accounts.4 
FATCA includes a requi rement for a 30 per cent 
withholding on the amount of certain payments by  
US persons re lat ing to any Un ited States-based 
investment of cer tain persons, including a non-
complying financial institution.

When enacted in the United States, FATCA raised a 
number of issues for New Zealand financial institutions, 
including concerns in relation to sovereignty, 
privacy and confidentiality. In order to 
implement FATCA in New Zealand in 
a manner which overcame those 
concerns, New Zealand and the 
Un i ted S tates  entered in to  an 
Intergovernmental  Agreement 
(‘IGA’) on 12 June 2014, under which 
New Zealand financial institutions 
are required to provide specified 
identity and financial information to 
Inland Revenue (with a first date for 
reporting balances as of 30 June 2014), to 
be provided to the United States under the 
1982 double-taxation agreement between New 
Zealand and the United States.5 The IGA has subsequently 
been modified by a memorandum of understanding, an 
additional terms update and two competent authority 
arrangements.6 The IGA is one of two common standard 
approaches taken globally to allow for the exchange of 
information between jurisdictions.

Part 11B of the Tax Administration Act 1994 contains 
provisions which oblige certain financial institutions to 
register with the IRS and which specifically authorise 
relevant financial institutions to obtain and to provide 
to Inland Revenue for onward disclosure to the IRS, the 
information that New Zealand is obliged to provide 
under the IGA.

Every ‘entity’ has a status for FATCA purposes. An ‘entity’ 
is broadly defined in the IGA as ‘a legal person or 
legal arrangement such as a trust’. Every entity in New 
Zealand is therefore either a ‘Foreign Financial Institution’ 
(‘FFI’) or a ‘Non-Financial Foreign Entity’ (‘NFFE’) for 
FATCA purposes.7 

References to the CRS regime (and the related 
automatic exchange of information, or  ‘AEOI’ , 
regime) are references to the global framework 
for  the col lect ion,  report ing,  and exchange of 
financial information about people investing outside 
the jurisdiction of their tax residence. The CRS is a 
multilateral initiative of the OECD.8 In New Zealand, 
the CRS was modified and implemented by Part 11B 
and schedule 2 of the Tax Administration Act 1994.9 
Reporting entit ies are required to report certain 
information on an annual basis to Inland Revenue, 
for onward dissemination to other AEOI participating 
jurisdictions.10 CRS commenced in New Zealand from 1 
July 2017.11 

CRS was modelled on FATCA, (and both 
regimes reference Financial Action 

Task Force Recommendations12) but 
there are s ignif icant differences 
between the two regimes in  a 
number of aspects, including the 
manner in which they were brought 
into effect in New Zealand, the 
ambit of each regime, the entities 

defined as having registration and 
reporting obligations, and the lack of a 

withholding regime in relation to CRS.13 

In New Zealand, Inland Revenue acts as the 
intermediary between non-exempt New Zealand 
financial institutions and the IRS (in relation to FATCA) 
and between New Zealand report ing f inancial 
institutions (in relation to CRS and the AEOI), under 
Part 11B of the Tax Administration. As noted above, 
Part 11B also explicitly authorises and obliges financial 
institutions to obtain and to provide to Inland Revenue 
the information that New Zealand is obliged to provide 
under FATCA and the CRS.

Is a Person Dealing Only in Cryptoassets in the 
Metaverse a ‘Financial Institution’ for the Purposes 
of FATCA?
(a) General
Whether or not an entity is a Reporting New Zealand 
Financial Institution (as that term is defined in the IGA) 
depends on whether it is a ‘Financial Institution’ under 
the IGA. Under the IGA, the term ‘Financial Institution’ 
means a Custodial Institution, a Depository Institution, an 
Investment Entity or a Specified Insurance Company (as 
each of those terms are defined in the IGA). Of those 
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iii.	 o the rw i se  i nves t i ng ,  admin i s te r i ng ,  o r 
managing funds or money on behalf of other 
persons.

Th i s  def in i t ion  shou ld  be in te rp reted in  a 
manner consistent with s imi lar language in 
the definition of financial institution in the FATF 
Recommendations (see Appendix 1).

This definition would include:

•	 Pooled funds managed in certain unit trusts 
(collective portfolio management), private 
equity funds and hedge funds. This would 
include managed investment schemes as 
defined in the Financial Markets Conduct Act 
2013.

•	 Entities that carry on a business that include 
the provision of discretionary investment 
management services (DIMS services) for 
customers. [However, as explained below, 
s u c h  e n t i t i e s  m a y  ( d e p e n d i n g  o n  t h e 
circumstances) be Non-Reporting NZFIs]; and

•	 Entities that carry on a business of facilitating 
transactions for other persons and, in the 
process of doing so, engage in portfol io 
management or otherwise invest, administer, 
or manage funds or money on behalf of 
other persons.

…

Appendix 1: The Financial Action Task Force 
Recommendations (2012) definition of ‘financial 
institution’:

… any natural or legal person who conducts as a 
business one or more of the following activities or 
operations for or on behalf of a customer:

1.	 Acceptance of deposits and other repayable 
funds from the public.

2.	 Lending.

3.	 Financial leasing.

4.	 Money or value transfer services.

categories, a person dealing in cryptoassets14 could be 
a ‘Financial Institution’ if it is a Custodial Institution or an 
Investment Entity.15 

(b) ‘Investment Entity’
The IGA provides that the term ‘Investment Entity’ 
means: 

… any Entity that conducts as a business (or 
is managed by an entity that conducts as a 
business) one or more of the following activities or 
operations for or on behalf of a customer:

1.	 trading in money market instruments (cheques, 
bills, certificates of deposit, derivatives, etc.); 
foreign exchange; exchange, interest rate and 
index instruments; transferable securities; or 
commodity futures trading;

2.	 i n d i v i d u a l  a n d  c o l l e c t i v e  p o r t f o l i o 
management; or

3.	 otherwise investing, administering, or managing 
funds or money on behalf of other persons.

…

This subparagraph 1(j) shall be interpreted in a 
manner consistent with similar language set forth 
in the definition of ‘financial institution’ in the 
Financial Action Task Force Recommendations.

The Commissioner has stated as follows in relation to the 
definition of ‘investment entity’ in the IGA:16

An investment entity is defined in Article 1(1)(j) 
of the IGA as meaning any entity that conducts 
as a business (or is managed by an entity that 
conducts such a business) one or more of the 
following activities or operations for or on behalf of 
a customer:

i.	 trading in money market instruments (cheques, 
bills, certificates of deposit, derivatives, etc.); 
foreign exchange; exchange, interest rate and 
index instruments; transferable securities; or 
commodity futures trading;

ii.	 individual and collective portfolio management; 
or
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5.	 Issuing and managing means of payment (e.g. 
credit and debit cards, cheques, traveller’s 
cheques, money orders and bankers’ drafts, 
electronic money).

6.	 Financial guarantees and commitments.

7.	 Trading in:

a.	 money market instruments (cheques, bills, 
certificates of deposit, derivatives, etc.);

b.	 foreign exchange;

c.	 exchange, interest  rate and index 
instruments;

d.	 transferable securities;

e.	 commodity futures trading.

8.	 Part icipation in securit ies issues and the 
provision of financial services related to such 
issues.

9.	 I n d i v i d u a l  a n d  c o l l e c t i v e  p o r t f o l i o 
management.

10.	 Safekeeping and administration of cash or 
liquid securities on behalf of other persons.

11.	 Otherwise investing, administering or managing 
funds or money on behalf of other persons.

12.	 Underwriting and placement of life insurance 
and other investment related insurance.

13.	 Money and currency changing.

Given the nature of cryptocurrency (assets that are 
not fiat currency which although they may have 
value and be exchanged as money’s worth, are not 
necessarily a form of currency at all and which may 
be broadly described as cryptographically secured 
digital representations of value that can be transferred, 
stored or traded electronically) as discussed above, 
it seems likely that dealings in crytpoassets in general 
(and cryptocurrencies in particular) do not fall within 
the definition of ‘Investment Entity’ for the purposes of 
the IGA because a person dealing only in cryptoassets 

cannot be described as carrying out any of the 
activities or operations listed in Article 1(1)(j) of the IGA 
as those of an Investment Entity, which relate to fiat 
currency and more ‘traditional’ asset classes.

(c)‘Custodial Institution’
The IGA provides that the term ‘Custodial Institution’ 
means: 

… any Entity that holds, as a substantial portion 
of its business, financial assets for the account 
of others. An entity holds financial assets for the 
account of others as a substantial portion of its 
business if the entity’s gross income attributable 
to the holding of financial assets and related 
financial services equals or exceeds 20 percent 
of the entity’s gross income during the shorter of: 
(i) the three-year period that ends on December 
31 (or the final day of a non-calendar year 
accounting period) prior to the year in which the 
determination is being made; or (ii) the period 
during which the entity has been in existence. 
[Emphasis added]

The IGA contains no definition of the term ‘financial 
assets’. Article 1(2) of the IGA provides:

Any term not otherwise defined in this Agreement 
shall, unless the context otherwise requires or the 
Competent Authorities17 agree to a common 
meaning (as permitted by domestic law), have 
the meaning that it has at that time under the 
law of the Party applying this Agreement, any 
meaning under the applicable tax laws of that 
Party prevailing over a meaning given to the term 
under other laws of that party.

B a s e d  o n  t h e  p u b l i c l y  a v a i l a b l e  d o c u m e n t s 
which appear on the IRD website (including the 
two agreements between Competent Authority 
Arrangements entered into18) there is no agreed 
‘common meaning’ of the term ‘financial assets’ as 
between the Competent Authorities of the United 
States and New Zealand for FATCA purposes. Although 
beyond the scope of this article, after descending into 
the rabbit hole of the detailed provisions of the IGA, 
domestic legislation and accounting standards and the 
U.S. Treasury Regulations, we have concluded that in at 
least one case cryptoassets are not ‘financial assets’ for 
this purpose. It seems unlikely that, without amendment, 
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FATCA applies to require reporting transactions not 
involving fiat currency occurring in the Metaverse.

Is a Person Dealing Only in Cryptoassets in the 
Metaverse a ‘Financial Institution’ for the Purposes 
of the CRS?
As mentioned above, the concept of the CRS and AEOI 
as a ‘Global FATCA’ grew out of the development of 
the IGA model used in relation to FATCA. The model for 
FATCA compliance on which the IGA was based grew 
out of domestic legal concerns and efforts led by France, 
Germany, Italy, Spain and the United Kingdom to enable 
the legitimate and efficient application of FATCA to their 
own financial institutions.19 The OECD adopted FATCA as a 
model and took a similar approach to due diligence and 
reporting to create the AEOI as a single global standard, 
using the CRS to specify the reporting and due diligence 
requirements to which the financial institutions in each 
jurisdiction were subject.

In general, the AEOI/CRS therefore adopts a similar 
approach to FATCA, albeit on a multilateral basis. 
However, there is no withholding element to the 
AEOI/CRS. In New Zealand, the regime is enforced 
domestically by the regime established in established 
by Part 11B of the Tax Administration Act 1994 and 
administered by Inland Revenue and the associated 
penalty and prosecution regimes in that Act.

As with FATCA and the IGA, each entity (which does 
not have to be a legal entity, but which can be a 
‘legal arrangement’ such as a trust) has a status for 
the purposes of the CRS which they need to establish, 
in order to determine their registration and reporting 
requirements or (as the case may be) to declare to 
financial institutions upon request. 

Entities will be financial institutions if they are one or more 
of the following:

•	 Custodial Institutions;

•	 Depository Institutions;

•	 Investment Entities; or 

•	 Specified Insurance Companies.

For the present purposes, the definitions of each are 
similar to the definitions used in the IGA, and each entity 

will be a New Zealand Financial Institution (‘NZFI’) if it is a 
New Zealand resident or has a New Zealand branch. 

The key issue in relat ion to a person deal ing in 
cryptoassets in the Metaverse is whether the definitions 
of Custodial Institution or Investment Entity apply. In 
relation to both definitions, the issue is (as with FATCA) 
whether such person is dealing with ‘Financial Assets’. 
Unlike the IGA, for the purposes of the CRS, the term 
‘Financial Asset’ is defined as follows: 20 

The term ‘Financial Asset’ includes a security 
(for example, a share of stock in a corporation; 
partnership or beneficial ownership interest in a 
widely held or publicly traded partnership or trust; 
note, bond, debenture, or other evidence of 
indebtedness), partnership interest, commodity, 
swap (for example, interest rate swaps, currency 
swaps, basis swaps, interest rate caps, interest rate 
floors, commodity swaps, equity swaps, equity 
index swaps, and similar agreements), Insurance 
Contract or Annuity Contract, or any interest 
(including a futures or forward contract or option) 
in a security, partnership interest, commodity, 
swap, Insurance Contract, or Annuity Contract. 
The term ‘Financial Asset’ does not include a non-
debt, direct interest in real property.

Th i s  de f in i t ion  i s  recogn i sed  as  not  i nc lud ing 
cryptoassets. The OECD released its public consultation 
document ‘Crypto-Asset Reporting Framework and 
Amendments to the Common Reporting Standard’ 
(‘CARF Proposal’) in March 2022. In the CARF Proposal, 
the OECD makes the following observations: 21 22

4.	 The Crypto-Asset market, including both the 
Crypto-Assets offered, as well as the intermediaries 
involved, poses a significant risk that recent gains in 
global tax transparency will be gradually eroded. In 
particular, the Crypto-Asset market is characterised 
by  a  sh i f t  away  f rom t rad i t iona l  f i nanc ia l 
intermediaries, the typical information providers 
in third-party tax reporting regimes, such as the 
Common Reporting Standard (CRS), to a new set of 
intermediaries which only recently became subject 
to financial regulation and are frequently not 
subject to tax reporting requirements with respect 
to their clients. Furthermore, the ability of individuals 
to hold Crypto-Assets in wallets unaffiliated with 
any service provider and transfer such Crypto-
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Assets across jurisdictions, poses a risk that Crypto-
Assets will be used for illicit activities or to evade 
tax obl igat ions.  Overal l ,  the character i s t ics 
of the Crypto-Asset sector have reduced tax 
administrations’ visibility on tax-relevant activities 
carried out within the sector, increasing the difficulty 
of verifying whether associated tax liabilities are 
appropriately reported and assessed. 

5.	 The CRS,  publ i shed by the OECD 
in 2014, is a key tool in ensuring 
transparency on cross-border 
f inancial  investments and in 
fighting offshore tax evasion. 
T h e  C R S  h a s  i m p r o v e d 
international tax transparency 
by requir ing jur isdict ions to 
obtain information on offshore 
a s s e t s  h e l d  w i t h  f i n a n c i a l 
inst i tut ions and automatical ly 
exchange that information with the 
jurisdictions of residence of taxpayers 
on an annual basis. However, Crypto-Assets 
will in most instances not fall within the scope of the 
CRS, which applies to traditional financial assets 
and fiat currencies. Even where Crypto-Assets do 
fall within the definition of financial assets, they 
can be owned either directly by individuals in cold 
wallets or via Crypto-Asset exchanges that do not 
have reporting obligations under the CRS, and are 
therefore unlikely to be reported to tax authorities in 
a reliable manner.

6.	 Therefore, the current scope of assets, as well as 
the scope of obliged entities, covered by the CRS 
do not provide tax administrations with adequate 
visibility on when taxpayers engage in tax-relevant 
transactions in, or hold, Crypto-Assets. 

The proposed amendments to the CRS would make 
a number of changes to the definitions, intended to 
bring cryptoassets within its scope. If implemented, 
that would potentially require CRS reporting and the 
exchange of information in relation to transactions 
occurring in the Metaverse involving cryptoassets. 

Anti-Money Laundering/Countering the 
Financing of Terrorism
While the blockchain is visible and one can have 
copies of transactions, the identities of the persons 

behind those transactions are not visible. There is no 
way to tell if the source of the currency is legitimate, 
meaning the Metaverse appears to be able to 
facilitate tax evasion and criminal activity.

However, the New Zealand AML/CFT legislation (based 
on the OECD/FATF framework) takes a more functional, 
risk-based approach compared to, say, FATCA and 

the CRS. It does not differentiate between fiat 
currency and other forms of assets, including 

cryptoassets.  Accordingly,  persons 
operating in the Metaverse to whom 

the AML/CFT ru les  apply should 
expect to be reporting entities and 
to be required to carry out customer 
due diligence, be subject to audit 
and reporting obligations. 

In New Zealand, a recent case23 
involving the liquidation of Cryptopia, 

a cryptocurrency exchange operator, 
has made this clear and the liquidators 

have told the High Court that they are liaising 
with the New Zealand Police and Department of 
Internal Affairs. In that case, more than 44,000 early 
customers holding US$23 million were not verified and 
had no trading limits. Internet location addressees 
showed most of Cryptopia’s 2.2 million customers were 
based in the United States, Russia, Britain, India and 
the Netherlands, as well as Germany, Japan, Canada, 
Brazil and South Korea. Just 9,475 were based in New 
Zealand. Thousands of accounts holding more than 
US$3 million were traced back to uninhabited tropical 
islands near Australia or could not be traced back to 
any location.

It should also be noted that New Zealand’s AML/
CFT legis lat ion also contains specif ic provis ions 
requiring enhanced due diligence if a reporting entity 
establishes a business relationship with a customer that 
involves new or developing technologies, or new and 
developing products, that might favour anonymity. 
This requirement may prove to be a useful part of the 
regulatory response to the challenges pose by the 
Metaverse, as it grows and evolves.

Concluding Comments
It seems that the law still has some way to go to cope in 
a comprehensive manner with the challenges thrown up 
by the Metaverse. Tried and tested income tax principles 

The key issue in 
relation to a person 

dealing in cryptoassets 
in the Metaverse is 

whether the definitions 
of Custodial Institution  

or Investment  
Entity apply.
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seem capable of being adapted, or repurposed, to 
cope with the creation and disposition of value in the 
Metaverse. Other regimes, such as indirect tax regimes 
(GST and VAT) seem to need legislative amendment 
to cope with new functional currencies which are not 
money. Prescriptive regimes (such as FATCA and CRS) 
seem not to respond adequately to the Metaverse.  
Principles-based regimes, such as AML/CFT, seem to be 
capable of operating satisfactorily if the participants 
in the Metaverse, and the transactions to which those 
participants are party, are visible to reporting entities.

Perhaps the single most important conclusion is that 
the rule of law is capable of responding to this new 
environment.  The Metaverse is capable of being 
everywhere and nowhere, and ultimately the individuals 
and entities involved will exist in the ‘real world’.  For so 
long as the ‘real world’ offers inadequate treatment of 
the Metaverse, distortions and inconsistencies will be 
exploited. A concerted and coordinated approach to 
create a principled and consistent ‘level playing field’ 
across all jurisdictions is warranted, and lawyers and the 
law can help with that.

Neil Russ
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Auckland
N e i l  s p e c i a l i s e s  i n  c o r p o r a t e  a n d 
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Notes
1 Web3.0 is a decentralised, trustless and permissionless token-based 
economy on the blockchain.
2 An NFT is a unique digital asset: it could be an image, a piece of music, 
a video, a 3D object or another type of creative work.
3 Digital currencies are used as a medium of exchange through a 
computer network.
4 See www.irs.gov/businesses/corporations/summary-of-key-fatca-
provisions.
5 See www.legislation.govt.nz/regulation/public/1983/0196/latest/
DLM89839.html.
6 See www.ird.govt.nz/international-tax/exchange-of-information/fatca/
important-documents.
7 MacAvoy & Russ, FATCA-Implications for Law Firms and Clients, NZLS CLE 
Ltd, May 2015.
8 See www.oecd.org/tax/exchange-of-tax-information/standard-for-
automatic-exchange-of-financial-account-information-in-tax-matters-
second-edition-9789264267992-en.htm.
9 The Taxation (Business Tax, Exchange of Information, and Remedial 
Matters) Act 2017  was given the Royal assent on 21 February 2017. It is 
accessible on the New Zealand legislation website at www.legislation.
govt.nz/act/public/2017/0003/latest/DLM6912415.html.
10 Tax Administration Act 1994, s 185N(5).
11 Ibid, Sch 2, Pt 1 and the Taxation (Annual Rates for 2019–20, GST 
Offshore Supplier Registration, and Remedial Matters) Bill (114-2), clauses 
73 and 74(1).
12 See www.fatf-gafi.org/publications/fatfrecommendations/documents/
fatf-recommendations.html.
13 See www.oecd.org/ctp/exchange-of-tax-information/implementation-
handbook-standard-for-automatic-exchange-of-financial-account-
information-in-tax-matters.htm, Brandts-Giesen and Russ, AEOI – 
Common Reporting Standards, NZLS CLE Ltd, July 2017.
14 See www.ird.govt.nz/cryptoassets/about.
15 Note that there could be a different outcome if the person accepts 
deposits in the ordinary course of a banking business or is an insurance 

company, in terms of the definitions of ‘Depository Institution’ and 
‘Specified Insurance Company’.
16 IR 1081 Foreign Account Tax Compliance Act (FATCA) Registration 
guidance notes, October 2017 at [30]–[32] and Appendix 1.
17 Being, in the case of the United States, the Secretary of the Treasury 
or a delegate of the Secretary and, in the case of New Zealand, the 
Commissioner of Inland Revenue or an authorised representative of the 
Commissioner, pursuant to the IGA, Article 1(1)(1)(f).
18See www. i rd.govt.nz/-/media/project/ i r/home/documents/
international/fatca-documents/competent-authority-arrangement-
usa-nz.pdf?modified=20200910060454&modified=20200910060454 and 
www.ird.govt.nz/-/media/project/ir/home/documents/international/
fatca-documents/competent-authority-arrangement-trusts-usa-nz.
pdf?modified=20200910060243&modified=20200910060243.
19 Brandts-Giesen and Russ, AEOI – Common Reporting Standards, NZLS 
CLE Ltd, July 2017.
20 See www.i rd.govt.nz/-/media/project/ i r/home/documents/
international/common-standard-reporting/common-standard-on-
reporting-and-due-diligence-for-financial-account-information.pdf.
21 Ibid, pp 4 and 5.
22 See s VIII(D)(7) and s VIII (D)(90 and in particular s VIII(D)(9)(f) of The 
New Zealand CRS Applied Standard, www.ird.govt.nz/-/media/project/ir/
home/documents/international/common-standard-reporting/common-
standard-on-reporting-and-due-diligence-for-financial-account-
information.pdf?modified=20200910054715&modified=20200910054715.
23 Ruscoe v Cryptopia Ltd (In Liquidation) [2020] NZHC 728 (8 April 2020).
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Law and the Metaverse: 
Adapting Fundamental 

Principles 
The Metaverse will bring profound changes in socio-economic relations. 
Those in legal practice must be aware of these changes in order to 
adapt, always seeking to preserve fundamental principles, as well as the 
protection of human rights. In a hyper-connected society, the need to 
adapt to the new paradigms is what makes the role of the lawyer even 
more important.
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Introduction
The term ‘Metaverse’ first appeared in the science 
fiction work ‘Snow Crash’ (1992).1 In the book, Neal 
Stephenson describes human-looking avatars that found 
themselves in a digital world that offered an ultra-realistic 
virtual reality experience. Currently, the Metaverse is 
understood to be a virtual world that simulates human, 
commercial and business interactions in reality. Today, 
the Metaverse has the potential not only to complement 
real-world experiences, but also to substantially supplant 
them.2 In this sense, the law, seeking to keep up with the 
new changes that arise in society, also updates itself in 
the face of changes brought about by the Metaverse, 
which in turn has Web 3.0 as the central point of its 
development, a catalyst for technologies such as 
Blockchain, non-fungible tokens (‘NFTs’), games and the 
construction of phygital environments.

During an increasingly transnational world scenario where 
communicative flows are presented as an increasingly 
dynamic phenomena, new technologies associated 
with the Metaverse emerge to better manage a huge 
process of information exchange in a hyper-connected 
society. In this sense, Web 2.0, previously associated 
only with a social internet that allowed collaboration 
between users, evolves to facilitate user interaction in 
a virtual universe linked to decentralised applications 
and artificial intelligence.3 This new internet paradigm 
witnessed today is so called Web 3.0, which allows the 
exploration of a new range of applications and systems 
operated through the logic of decentralisation, among 
them, Decentralized Finance (‘DeFi’), Decentralized 
Application (‘dApp’) and Decentralized Autonomous 
Organization (‘DAO’), which, in turn, allows Web 3.0 to 
organise social structures, such as companies, NGOs and 
even governments.

The decentralisation process brought by Web 3.0 
greatly innovated commercial relationships in the 
Metaverse due to the Blockchain system, which is 
engendered by a diffuse network of computers—called 
‘nodes’—in order to facilitate the process of recording 
transactions and asset tracking in an enterprise network 
as well.4 It is worth mentioning the central role of the 
Blockchain system in the trading of cryptoassets through 
the public ledger (or accounting book) that records a 
virtual currency transaction, facilitating the exposure of 
data regarding its profitability and, thus, contributing 
to greater transparency of this business. In fact, greater 
reliability in data referring to digital trades by users 

opens the door to greater investment in new ways of 
trading in the Metaverse.

Still, regarding the trade of assets in the Metaverse, it 
is worth noting the exponential growth of NFTs, which 
can act as certificates of exclusivity for digital goods 
(works of art, audios, photos, etc.). More than that, NFT 
technology grants a true immersion experience in the 
Metaverse by enabling the purchase of land, virtual 
real estate, clothes and other goods.

The discussion about expanding the l imits of the 
Metaverse br ings up the concept of ​​a phygital 
environment (physical plus digital). This integration 
certainly affects a wide range of markets. Indeed, the 
retail market, for instance, is increasingly competitive, 
forcing those working in this sector to bet on innovative 
initiatives.5 In this scenario, stores in the phygital model 
are trying to innovate by providing the same garment 
physically and virtually (for the customer avatar in the 
Metaverse). Another trend is that some stores provide 
augmented reality (‘AR’) technology for the customers 
to try on the garment without going to the store in 
person. Combining the convenience of doing business 
at a distance with the maintenance of a good customer 
experience is what phygital environments are looking for 
to implement in the Metaverse buying experience.

In light of the impact brought about by the Metaverse 
on virtual relationships, this article proposes a more 
detailed analysis of how the law can or should be 
adapted to deal with the new paradigms resulting from 
the Metaverse.

Metalaw: Reinventing Law in the Metaverse 
Environment
Is Change Required?
Even though the Metaverse will likely change social 
interactions, it is worth noting that the law does not 
necessarily need to change completely or unfold 
itself to predict every possible situation in this new 
environment. In many cases, it should be quite the 
opposite: the law might only adapt itself, which means 
interpretations of laws and jurisprudence will start to 
include this new universe. In other cases, some new 
laws will arise only to regulate specific situations. At the 
same pace, society will adapt to the Metaverse and 
will establish clear limits for this new place. That will 
also help legal enforcers in determining what is worth 
changing and what is not.
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The New Frontiers of Jurisdiction and Sovereignty of 
Governments
Shortly, the Metaverse will not just be a shopping or 
entertainment environment, but an extension of real life. 
In other words, it will be a virtual world in which probably 
most people will need to participate in order to be 
developed into the socio-economic order. 

That means the physical borders of each country 
and culture may be reduced. Each individual can 
in teract  w i th  people  located anywhere 
in the wor ld through a decentral i sed 
means of communication. Nationality 
a n d  s o v e r e i g n t y  m a y  b e c o m e 
secondary aspects of interactions. 
It will also become more difficult 
to delimit jurisdictions. After all, 
which government should act in 
that part icular Metaverse? Wi l l 
governments even have room to 
enforce the law in the Metaverse?

This new scenario certainly implies less 
government control and less centralisation of 
power. Local laws will still exist; however, there is a 
chance that the private corporations in the Metaverse 
will also create binding standards for their users. That 
raises another debate: can governments control how big 
corporations in the Metaverse create legal standards?

The situation is quite emblematic because in this new 
digital environment we will need, more than ever, to 
ensure the observance of human rights, data privacy, 
Anti-Money Laundering (‘AML’), Know Your Client 
(‘KYC’), Combating the Financing of Terrorism (‘CFT’), 
among other fundamental rights. Ensuring legal security 
within the digital environment will be one of the great 
challenges of the coming years. 

Alongside the discussion of law enforcement, there is 
a debate regarding how governments should treat 
personal data. On one hand, personal data is essential 
for the government to guarantee security; for example, 
data has become a crucial element to fight terrorism—
after the ‘terrorist attacks of September 11, 2001, 
the impetus for the government to gather personal 
information has greatly increased’.6 

During the Covid-19 crisis, data was also proven essential 
in health policy. The Covid-19 Mobility Data Network 

(‘CMDN’), a global network of experts, was created 
at the start of the pandemics by academics from the 
Harvard T.H. Chan School of Public Health. The platform 
aims to act as intermediaries in the data pipeline 
between big technology companies, who can collect 
this data, and public health decision makers, who can 
apply this information to develop effective policies.7 

Moreover, it is noted that this public-private collaboration 
in data provision is important to understand the 

dynamics of dependency between government 
and big techs. After all, who is truly in 

control? How can governments assure 
their sovereignty, not only over other 

countries but also over providing 
companies?

Al l  the quest ions  l i s ted in  th i s 
topic have no easy answers, but 
they certainly point out that the 

only way for the government to 
assure their sovereignty in such a 

decentralised place like the Metaverse is 
by genuinely adapting to this environment. 

That means diving into the typical structures of 
this place, such as DAOs or Decentralized Autonomous 
Organizations. 

Nowadays, most countries offer e-services for their 
citizens, such as tax payments, e-documents, voting, 
etc. Although the user experience usually is better 
than in-person services, most of these e-services 
are centralised and rely heavily on human control. 
According to Coin Telegraph, ‘the highly centralized 
IT infrastructure is extremely vulnerable to external 
assaults due to its lack of decentralization’. Another 
disadvantage of centralisation and human control 
is that it opens space for corruption or unnecessary 
bureaucracy. Therefore, implementing a blockchain-
b a s e d  e - G o v  D A O  c o u l d  o v e r c o m e  s o m e  o f 
these problems while saving public money on IT 
infrastructure.8

DAOs and Smart Contracts: Effective Changes in 
the Corporate and Contractual Fields of Law
Decentralized autonomous organizations (‘DAOs’) 
are a new type of governing body legal structure. 
T h e y  a i m  t o  re p l a c e  l a r g e  c o m p a n i e s  i n  t h e 
creation and maintenance of Metaverse ‘worlds’. 
It is like a technology service provider, but the main 

The discussion about 
expanding the limits of 

the Metaverse brings up 
the concept of a phygital 

environment (physical 
plus digital).
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difference is that they operate solely on decentralised 
technologies (Blockchains), which means that they 
are not constituted as a company in one or more 
jurisdiction.

Every member of a DAO often works towards a common 
objective and tries to behave in the entity’s best interests 
in the absence of a central governing body. DAOs are 
used to make choices in a bottom-up management style 
and have gained popularity among bitcoin enthusiasts 
and Blockchain technology.9

S ince DAOs are es tabl i shed in  the B lockchain 
system, each member owns tokens. In the absence 
of a centralised decision maker, each tokenholder 
engages in the management and decision process of 
the DAO. The distribution of power through different 
agents changes the classic governance structure, 
which usually foresees different levels of hierarchy.

Another  outs tanding character i s t ic  of  DAOs i s 
transparency—through Blockchain technology, all 
tokenholders have unrestr icted access to every 
activity practiced in the DAO’s environment.

Security is also a key point inside a DAO since there 
is no central authority for complaints; users must 
completely rely upon the structure, otherwise, they 
will leave it. In this sense, ensuring the security of this 
place should be one of the main concerns of a DAO.

After this initial contextualisation, we can identify 
s e v e r a l  c h a r a c t e r i s t i c s  o f  a  D A O ,  i n c l u d i n g 
decentralisation of power, transparency, publicity of 
the decision-making process and the creation of a 
community which encourages inclusive participation 
of different individuals.

Mostly because of its transparency, adapting DAOs 
to governments is under analysis. This structure could 
reduce corruption and bureaucracy since: (1) DAOs 
rules are stated in smart contracts—which means 
everyone needs permission to modify anything; and 
(2) DAOs are decentralised—which implies more 
surveillance by its members.

Smart contracts, in their turn, enable the parties 
to agree on a certain negotiation with the speed 
brought by the Metaverse relationships and, at the 
same time, create new grounds for contractual law.

Aiming at the versatility of contractual relationships, 
smart contracts allow their users to exchange money, 
property, information or any other item by combining 
the technologies arising from Blockchain.

In fact,  because they are self-executing, smart 
contracts seek, in the first place, to use technology to 
guarantee the fulfilment of the agreement. In order 
to accomplish that, they use the Blockchain system 
to assure the execution of an agreement through 
the establishment of intelligent programming codes, 
setting out specific obligations and penalties in case 
of non-compliance with the terms of the agreement.

In the Metaverse, it seems to be no space for a 
different form of contract than a smart contract. 
Agreements between parties need to be formalised 
inside the Metaverse—that means they must be 
dynamical, Blockchain-based and self-executing. 
Given the high number of operations, it probably is not 
possible to allocate intermediaries to validate every 
operation performed in the Metaverse environment.

This fact raises the following question: considering 
smart contracts as self-executing contracts that do 
not require the intervention of third parties, does that 
imply a reduction in the demand for lawyers? Would 
unemployment in the legal market be a result of the 
popularisation of smart contracts? 

The answer certainly is negative. As stated before, the 
arrival of the Metaverse brought a series of changes in 
the daily lives of companies, individuals and society. 
In the case of smart contracts, the need for skilled 
labour to manage digital relationships regarding data, 
security and programming will replace the absence 
of intermediaries in the execution of smart contracts.

In a world where only smart contracts exist, lawyers 
will be needed because auto execution not only 
decreases, but eliminates the room for any error. As 
the contract runs without any external intermediation, 
the terms of the agreement must be extremely 
specific to avoid any mistaken execution. Concerning 
that, lawyers may need to be much more specialised 
and meticulous.

It is worth noting that among the areas of the market 
likely to benefit from the arrival of smart contracts 
are, for example, insurance contracts. Because they 
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Each NFT, with its unique 
digital certificate, needs 

intellectual property 
protection.

require a solid basis of information that attests to 
the likelihood of risks, it is necessary for lawyers with 
specific knowledge to manage the content of smart 
contracts, always checking for compliance with local 
law and respect for individual rights.

L a w y e r s  w i l l  a l s o  b e  i n d i s p e n s a b l e  i n  o n l i n e 
consumerism relationships. Even due to the large 
volume of negotiations in this area, it is essential to 
ensure customer safety in purchases made over the 
Internet, as well as in drafting contracts whose clauses 
respect consumer rights. Whether if—and which—
current consumer protection laws are applicable to 
transactions performed in the Metaverse is still 
an ongoing discussion.

Insights Regarding Courts, Data 
Protection and Intellectual 
Property in the Metaverse
Additionally, smart contracts and 
DAOs imply lesser involvement of 
centralis ing authorit ies, such as 
courts. This raises questions about 
who will enforce legal authority in 
the Metaverse environment. After 
all, will the current courts be able to 
impose their power within a digital and 
decentralised environment? Moreover, how to 
determine which court—in which country—should 
protect a certain right in the Metaverse?

That is not a simple question and demands studies of 
what has already been done in this field. In Brazil, for the 
first time ever in the Metaverse, the Ministry of Justice and 
Public Safety carried out a search and seizure warrant 
‘in’ the Metaverse. The action was carried out as part of 
efforts against digital piracy and data leakage, aiming 
to personal data and dissemination of copyrighted 
content. The operation, which investigated crimes 
that generated a loss of almost US$70 million per year, 
resulted in the arrest of eleven people.10 Even though the 
operation happened in the Metaverse, the punishment 
was very real, showing that justice can indeed enter 
the Metaverse with its current structures. This reinforces 
the premise that law must, and can, be adapted to the 
Metaverse and should not be totally modified to occupy 
this space.

In relation to which country’s court should act, in 
this Brazilian case, although the process is not yet 

public, there are indications that Brazilian Justice acted 
because the pursued crimes generated consequences 
in the country. However, the jurisdictional question of 
the courts is extremely relevant, especially considering 
that criminal operations are also becoming more and 
more decentralised and globalised.

This case in Brazil also draws attention to the importance 
of data protection and intellectual property in the 
Metaverse. Decentralisation and the rapid flow of 
information are placing these rights in check as well. 
After all, with Web 3.0, the absence of borders boosted 
the number of user interactions per second to an 

unimaginable extent. 

As for data protection, it can be argued 
that the greatest difficulty is to ensure 

the data subject has control over 
his or her data, in other words, 
informational self-determination in 
the Metaverse. As an immersive and 
three-dimensional environment, the 
Metaverse platforms, besides having 

data provided by the users, also 
can observe and archive data about 

their behaviour. This data can reveal, 
for example, consumption trends and user 

desires, being extremely valuable for companies. 
Futhermore, users can observe and collect data from 
each other. 

Indeed, the new data paradigm is unique: in 2020, 
each individual created about 1.7 MB of data every 
second.11 That certainly means courts may have to 
establish new standards for understanding data policy 
and what is or is not a violation. With the huge volume 
of data being processed, the scenario is extremely 
delicate.

We have similar debate regarding intellectual property 
rights in the Metaverse, specifically in aspects about 
NFTs. Each NFT, with its unique digital certificate, needs 
intellectual property protection. With this growing 
number of NFTs copyrights, it becomes increasingly 
difficult for the law to enforce this right. For that matter, 
l ikewise, the Metaverse wil l  require new ways to 
guarantee the protection of intellectual property.

There is  also another debate when i t  comes to 
reproducing real goods into virtual objects, whether 



L e g a l
Update

28
Sept 2022

i t  is an NFT or not. Recently, many luxury brands 
launched initiatives and products in the Metaverse—
but how about independent developers that are 
inspired by the look of real products when they deploy 
their completely virtual counterpart? This question 
goes through an intellectual property perspective—
there are sti l l discussions if any IP protection can 
be enforced considering virtual reproductions of 
copyrighted real products.

Those points of view show that there are more than just 
general legal challenges regarding the Metaverse. Some 
specific legal matters like criminal, data protection, 
consumer law and intellectual property, for instance, 
also will need to be revisited and, if necessary, adapted, 
for this new (and virtual) reality.

Conclusion
With the rise of the Metaverse, the law wil l  face 
several challenges. The scenario will be one of radical 
change, but never of the destruction of fundamental 
principles of justice. From this perspective, forcing old 
structures into this new environment will not work, but 
destroying them is not the solution either. The path of 
adaptation to the Metaverse includes always looking 
at the humanity of each individual and striving to 
promote the general welfare.

Finally, the adoption of any technology certainly 
does not limit the lawyer’s work. On the contrary, 
understanding that the Metaverse has not come to 
introduce a one-time change in the labour market, 
but to inaugurate a new universe with a huge range 
of opportunities and career ventures is of paramount 
importance in building the future. 

Being able to adapt to the new scenar ios and 
paradigms brought by the Metaverse is what makes 
the lawyer’s role increasingly necessary in a hyper-
connected world. Showing, once again, that the 
Metaverse is indeed an unexplored environment, but 
one full of opportunities.
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Metaverse and Legal 
Framework in Vietnam 
As technology develops, along with 
non-fungible tokens (‘NFTs’), the digital 
universe 'Metaverse' has been one of the 
most explored new technology trends 
for more than a year. The Metaverse 
will mimic the real world and we will be 
able to do anything that we can already 
do in real life and much more. While 
we don’t yet know if the Metaverse 
will be as successful as hoped, the 
development of the Metaverse, NFTs 
or the crypto economy poses a lot of 
new legal problems for every legislator 
in the world, including Vietnam. As it is 
a huge concept—a virtual universe—
the Metaverse also contains many 
complex legal issues that are superior 
to other technology concepts. This 
is understandable because essential 
elements that form the Metaverse, like 
NFTs or cryptocurrency, have contained 
many legal problems and challenges 
for both legislators and legal consulting 
firms. The legal challenges for Vietnam 
will be discussed in this article.
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to its traditional business customers. In November 2021, 
Microsoft announced a platform called Mesh as an 
integration inside the Teams online work application. 
Mesh launched in the first half of this year in limited 
free preview with the ability to create avatars, create 
virtual meeting rooms for employees and share text 
files using Microsoft Office. Dynamics 365 Connected 
Spaces is another Metaverse product that has also 
been introduced, allowing users to move and interact 
within retail and factory spaces. Names of game 
companies that have been successful in this field that 
can be mentioned include GTA V Online developed by 
Rockstar North, Fortnite developed by Epic Games or 
the blockchain game Decentraland. Also ‘big’ in games 
is China’s Tencent, which in September 2021 registered 
the copyright for two trademarks, Timi Metaverse and 
Kings Metaverse. Although it has not announced specific 
plans, this shows that Tencent wants to integrate the 
Metaverse into its vast ecosystem of games, virtual 
offices and mobile payments. 

Not being left out of this trend, many technology 
companies in Vietnam have conducted research 
and development of Metaverse applications, mainly 
in the field of NFT game development. Axie Infinity, a 
game developed by a group of Vietnamese people, 
currently has a total market capitalisation of over  
US$8 bil l ion. In addition, it is impossible to miss the 
outstanding development plan of Viettel Group—
the largest telecommunications group in Vietnam. It 
has taken its initial steps, through its affiliate, towards 
developing a Metaverse platform by analysing the 
available 5G platform, business models and technology 
trends. VinFast, the global electric vehicle brand 
owned by Vingroup and Vietnam’s largest private 
conglomerate, launched a collection of NFTs (VinFirst 
NFTs) as part of the EV reservation. On 15 June 2022, 
an outstanding event took place in Da Nang City of 
Vietnam, namely, the launch event of Metaverse Village, 
the first village in Vietnam built to research and develop 
virtual reality technology, with the desire to connect 
Vietnam’s technology with the world and access to 
the latest technology platforms, catch up with global 
technology trends and create new values in the field of 
virtual reality technology in Vietnam. 

It can be acknowledged that exploiting and developing 
a new Metaverse application is in its infancy, focusing 
heavily on the entertainment sector. The research and 
development of Metaverse applications in other fields 

Introduction
Although now exploding in popularity, the concept of 
the Metaverse is not new. The word was original coined 
in 1992 by author Neal Stephenson, by joining the words 
‘meta’ and ‘universe’ in his science fiction novel ‘Snow 
Crash’, which is about dystopian science avatars who 
interact with each other and software-based agents. In 
addition, according to the Oxford Languages dictionary, 
a Metaverse is a virtual-reality space in which users can 
interact with a computer-generated environment and 
other users. However, there is no universally accepted 
definition for the term ‘Metaverse’ and, for many, it is 
simply an amorphous term used to refer to an as-yet-
undeveloped future of the Internet. Mark Zuckerberg in 
his October 2021 letter to Meta Platforms shareholders 
provided a helpful description of the Metaverse as an 
‘embodied internet where you’re in the experience, 
not just looking at it’. The Metaverse aims to be a 
physical representation of the Internet, where users 
can experience digital worlds immersively. Almost all 
conceptualisations of the Metaverse include the use 
of virtual reality (‘VR’), augmented reality (‘AR’) and 
avatars, connected by a massive network.

The Metaverse can be divided into two distinct platform 
groups. The first group revolves around building a 
virtual world based on blockchain, through NFTs and 
cryptocurrency to use features inside the game. Games 
like Decentraland and The Sandbox let users buy virtual 
parcels of land and build their own spaces. The second 
group uses the Metaverse to refer to the virtual world 
more generally, where users can meet for work or 
entertainment. The term also became popular when 
Facebook CEO Mark Zuckerberg mentioned turning the 
company’s social networking platform into a separate 
virtual universe. He thinks that the Metaverse will be the 
successor of the mobile internet.

What is the World’s and Vietnam’s Interest in 
the Metaverse?
Due to the potential of the Metaverse, Western 
technology giants in various fields, such as Microsoft 
(specialising in computer support software and services), 
Facebook (the new social networking company 
renamed Meta), Nvidia (specialising in graphics and 
chipsets), Epic Games and Roblox (specialising in game 
studios), Match Group (specialising in online dating 
service) and many other companies are pouring their 
research into realising the Metaverse. Microsoft is also 
starting to enter the Metaverse, but is still tied mainly 
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As with the Internet, 
Metaverse platforms 

cross country boundaries 
in their operations.

compliance policies and procedures (effectively 
private laws) to regulate all aspects of behaviour that 
are regulated by laws in nation states. Besides this, the 
internal regulations of these platforms will interact and 
overlap with nation-state laws in a much broader array 
of areas than currently is the case for internet platforms. 

When there is a dispute between a user and a service/
product provider on the Metaverse, the biggest problem 
may be that of cross-border transactions and how to 
choose the applicable law to handle the disputes. For 
example, in the case that rights of users in Vietnam are 
violated by United States companies or by users based 
in the United States, how do our authorities protect 
people? When will there be a coordination mechanism 

between countries? The above questions show 
that it is very urgent to establish an official 

mechanism as to the Metaverse, so 
that users can really feel secure when 

participating in this virtual space.

Data Security and Privacy
To  p r o v i d e  u s e r s  w i t h  a  r i c h 
interactive experience, aiming to 

accurately simulate real people 
in the virtual world, the technology 

used in the Metaverse can collect 
information about eye movements, 

user’s brain waves, facial muscles, behaviour, 
gestures, attitudes, fingerprints, voice, etc. Artificial 

intelligence applications will rely on this information to 
store, track and analyse data to gain a deeper and 
more accurate understanding of users. However, if this 
information is not strictly managed and controlled, 
then Metaverse users will not simply be exposed to the 
disclosure of their identities, but also the use of their 
extremely sensitive and personal information in real life, 
that is likely to lead to dire consequences. Therefore, 
digital security and privacy will be among the most 
significant legal issues facing platform owners. These 
concerns are not new to tech companies, which 
face increasing scrutiny from regulators and users. This 
developing technology will stress-test existing laws and 
put even greater pressure on lawmakers to match the 
sophistication of the technology.

In Vietnam, legal regulations on personal data protection 
have been generally developed. Accordingly, Article 
21 of the Constitution of Vietnam stipulates that 
everyone’s information about private life, personal and 

have not been deepened. The interest in developing 
the Metaverse in particular and blockchain applications 
in general in Vietnam also raises questions about solving 
problems arising in online electronic transactions, 
ensuring safety and conformity through international 
standards and effectively promoting the digital 
transformation process in Vietnam. 

Legal Challenges for the Metaverse in Vietnam
Overview
Current ly,  the Metaverse i s  being di f fused and 
developed in Vietnam and it init ial ly gave users 
interesting experiences. The first and most recognisable 
is the spread of the Metaverse in shopping centres 
where devices are located to allow users to experience 
sensations as well as perform activities in the 
virtual world. It is undeniable that these 
activities attract quite a lot of attention 
from users and some enterprises have 
used the Metaverse to collect the 
information of users for the purpose 
of understanding and capturing 
people’s tastes and preferences to 
develop the product. Besides games, 
applications are created in the world 
of the Metaverse and users participate 
in games and have interactive activities 
right in the virtual world, but with real 
information. This poses many challenges 
for regulators in creating a legal framework for the 
Metaverse because when the Metaverse was developed 
in Vietnam, a series of legal issues were raised that the 
legislators, legal consulting firms or the government 
themselves are also confused about handling. Indeed, 
there are no legal documents to regulate the Metaverse 
field, which implies many potential risks. Some of these 
can be highlighted as follows:

Whose Laws Apply?
As with the Internet, Metaverse platforms cross country 
boundaries in their operations. Developers of Metaverse 
applications and platforms have their own policies, 
procedures regulation and conduct from inappropriate 
speech to how data can be accessed, which will 
be based on the laws of the countries in which they 
operate. Laws in the Metaverse will initially draw upon 
the laws of the countries in which the relevant platforms 
operate, in a similar way to social media platforms or 
search engines today. In fully immersive digital worlds, 
Metaverse platforms will need to implement internal 
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family secrets is inviolable and is guaranteed by law. 
However, this provision only recognises it in general and 
does not limit where the information is stored in the 
actual world or the virtual world on the Internet. So, it 
can still be understood that this provision will also be 
applied to protect personal data in the virtual world. In 
addition, the Law on Cyber ​​​​Information Security 2015 
can be mentioned, but these regulations only generally 
recognise the responsibi l i ty of users themselves 
to protect their own information onl ine and the 
responsibility of agencies, organisations and individuals 
for processing personal information to ensure network 
information security for the information they process.

However, Vietnam’s regulations and law on personal 
information security have thus far only skimmed on the 
surface. More precisely, they have not fully secured 
the rights of individuals with personal information as 
there is no regulation on violations of user data in the 
Metaverse and any relevant sanction. In addition, 
Vietnam’s case law system has not recorded any 
judgments related to disputes in the Metaverse. 
Because the definition of the Metaverse and related 
regulations has not been recognized in any laws of 
Vietnam, it leads to confusion for individuals and 
organizations when approaching this concept. Many 
questions are raised, such as: what data of users 
are third parties allowed to collect; what rights and 
obligations do users have with respect to their own 
data in the Metaverse?

Intellectual Property
Questions of intellectual property are also highly 
relevant. For example, determining the identity of the 
creators of a given work in the Metaverse may be more 
difficult when the work results from a decentralised 
collaborative process performed by users anonymised 
behind avatars. According to the fundamental legal 
principle of intellectual property law, the author is the 
person who created the original and first version of 
the work and this person owns the copyright, unless he 
agrees to transfer the rights to someone else. The author 
has the exclusive right to copy, distribute, modify, 
publish or assign the relevant property rights of the work. 
However, it is not clear whether use and exploitation 
of previously licensed or acquired intellectual property 
rights covers the extent of use in the Metaverse. The 
Metaverse may pose a risk to copyright holders as 
it is not practical to control piracy of works in the 
Metaverse. In addition, content creators face risks: 

for instance, if they are relying on existing licences in 
the underlying works to create digital content for the 
Metaverse, they must ensure that such existing licences 
include the use of copyrighted work in the Metaverse. 

Courts in the United States can invalidate patents 
related to ‘abstract’ software and which are not eligible 
for patents under 35 United States Code 101 and a 
case law of the Supreme Court (Alice Corp v CLS Bank 
International, 573 U.S. 208 (2014)). In 2020, the eligibility 
of 27 software patents went up for review before the 
US Court of Appeals for Patents. Of the 27 patents, the 
court found that only four were partially or fully eligible 
under section 101. This poses a risk of cancellation for 
patented AR/VR inventions.

Despite being a developed country, the US law related 
to this issue has not been complete to match the 
development trend of the Metaverse. Other developing 
countries with relatively ‘simple’ legal systems like 
Vietnam may take a lot of time to research and adjust 
to harmonise and catch up with this trend.

Fintech
Legal issues related to fintech will arise increasingly in 
the Metaverse, especially as more companies offer 
digital assets and services for sale. Sales of virtual 
goods are already being made using cryptocurrencies 
and other digital assets and they may ultimately be 



L e g a l
Update

33
Sept 2022

supported by the same blockchain technologies that 
allow for the Metaverse’s essential interoperability 
functions. Legal questions will surely arise regarding the 
proper verification of ownership, potential infringement, 
or conversion of authentic and verified purchases. If 
cryptocurrency is treated like a financial instrument 
or security, which seems increasingly likely in certain 
jurisdictions, then consumers will experience hurdles 
using cryptocurrency as a currency for the purchase of 
digital goods. 

Cryptocur rency i s  not  cur rent ly  recognised by 
Vietnamese law, so there is no basis to guarantee the 
interests of the parties when performing transactions 
in the virtual world. Currently, the State 
Bank of Vietnam stil l studies the issue 
of cryptocurrencies, developing a 
roadmap as well as piloting the use 
of cryptocurrencies on blockchain 
technology in the per iod f rom 
2021 to 2023.  Thus,  according 
to the results of the State Bank, 
the Government of Vietnam will 
consider whether and to what extent 
cryptocurrencies wil l be involved 
in transactions on the Metaverse’s 
platform.

Protecting the Interests of Consumers
The Metaverse creates an ecosystem that exists in 
parallel to the real market. Indeed, in the Metaverse, 
there exists fundamental parties such as Metaverse 
ecosys tem prov iders ,  companies  that  prov ide 
services/sell products and consumers. However, the 
problem is that the law governing the relationship of 
the parties such as the Commercial Law and the Civil 
Code have not recorded transactions arising on the 
Metaverse. Similarly, following the Law on Protection 
of Consumer Rights,  owners have not recorded 
any mechanism to protect the interests of users as 
consumers when participating in the Metaverse. 
When the parties have begun to gradually participate 
in transactions on the Metaverse, but the regulatory 
framework has not been formed, including national 
laws and international treaties, this leads to a lack 
of legal grounds for settlement of issues. When the 
parties have a dispute, the interests of consumers 
are not guaranteed. Moreover, even if relevant legal 
documents are developed, which country’s laws 
or treaties will be applied to solve it is also an issue 

that makes the Government of Vietnam and other 
countries ponder, because most are cross-border 
transactions.
 
Thus, if the rights of a user located in Vietnam is 
infringed by a French company when participating 
in the Metaverse platform provided by a party based 
in the United States, the question arises as to which 
country’s laws are applied to protect the consumers’ 
rights and which legal documents prevail under the 
coordination mechanism between countries for such 
disputes that arise.

Legal Framework for the Metaverse
The Metaverse is bringing many changes 

in modern people’s l ives, facil i tating 
the connection between people in 

different geographical distances, 
w h i c h  b r i ngs  p e op l e  t ogethe r 
to interact in  the v i r tual  wor ld 
in different ways. For example, 
people can shop or do business. 
Leg i s la to r s  o f  many  count r ie s 

around the world are trying to build 
and complete the legal system so 

that they can create a favourable, 
s a f e  a n d  p r o t e c t i v e  e n v i r o n m e n t 

for  indiv iduals  and organisat ions when 
engaging in the Metaverse. 

In the United States, in 2013 the US Department of 
the Treasury defined Bitcoin (cryptocurrency) as a 
convertible currency with an equivalent value for real 
money or as a functional alternative to real money. Any 
entity that conducts the management or transaction 
of Bitcoin is identified as a money services business, 
is subject to the Bank Secrecy Act and is required to 
register with the US Department of the Treasury and must 
file reports on transactions over US$10,000 purchased 
with cryptocurrency. In the European Union (‘EU’), 
Bitcoin and other cryptocurrencies are recognised 
as cryptoassets. In 2020, the European Commission 
completed a proposal on cryptoassets regulation with 
the aim of keeping financial regulatory frameworks 
undivided and ensuring a fair financial playing field 
across the EU. In Canada and Australia, cryptocurrency 
transactions are considered money services businesses 
and are governed by the laws of these countries. 
Notably, Dubai’s Virtual Assets Regulatory Authority 
(‘VARA’) has become the world’s first regulator, aiming 

Legal issues related 
to fintech will arise 
increasingly in the 

Metaverse, especially 
as more companies 

offer digital assets and 
services for sale.
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to provide a framework for financial entities to operate in 
the Metaverse, including, among other things, banking 
and state services. The fact that Dubai’s state regulator 
is the first to come up with such an initiative is notable, 
as the Emirate is currently one of the world’s largest IT 
entrepreneur hubs.

Many countries in Asia are experiencing strong incentives 
for the initial exploitation of the Metaverse. For example, 
investments in Thailand relating to the Metaverse are 
seen both in the public and private sectors. These 
investments involve many traditional companies, such as 
the telecom giant Advanced Infor Services or Thailand’s 
leading shoemaker Nanyang and governmental policies 
such as the recently announced plan in Phuket by the 
Minister of Tourism and Sports and Minister of Digital 
Economy and Society. 

Thus, not keeping out of this trend, Vietnam is also 
pushing for developments in policy changes and 
businesses. Notably, in recent years the Vietnamese 
Government has been hard at work pushing for 
comprehensive digital transformation for the country. 
Strong initiatives have laid out key milestones, such as 
Decision No 411/QD-TTg, dated 31 March 2022, on the 
Approval for the national strategy for the development 
of the digital economy and digital society by 2025 and 
orientation towards 2030. 

Especial ly in May 2022, the Vietnam Blockchain 
Association, the country’s first entity in the crypto space, 
launched in Hanoi to allow blockchain experts to 
collaborate in promoting the development of Vietnam’s 
digital economy. Not long after its inception, the 
Association announced cooperation with Binance—the 
world’s leading corporation in blockchain development 
technology—on blockchain research or its application in 
Vietnam.

Severa l  lega l  ins t ruments  were amended and 
supplemented to match the development of virtual 
technology. On 4 May 2022, the MIC released the Draft 
Law on E-Transactions (‘Draft Law’) for public comment, 
which caught a lot of attention from tech businesses. The 
Draft Law proposes new regulations and requirements 
for digital signatures, digital identities and other topics. 
As transactions in the Metaverse, like online purchases, 
are made by cryptocurrency or by connecting a 
digital wallet to a bank account, it is necessary to 
have advanced digital payment confirmation such 

as digital signatures, digital identities, e-contracts, etc. 
Several pieces of legislation regarding technology as 
well as various aspects of the Metaverse’s digital and 
virtual worlds, such as data privacy, cyber security, 
consumer protection and intellectual property, are also 
on the way. These upcoming regulations include the 
Draft Law amending the Law on Telecommunication; 
the Draft Law on Digital Technology Industry and the 
Draft Revised Law on Radio Frequency. All of which are 
expected to be considered and approved in 2023; the 
Draft Decree detailing the Law on Cybersecurity; the 
Draft Decree on Personal Data Protection; the Draft 
Decree amending Decree No 72/2013/ND-CP on the 
Management, Provision and Use of Internet Services and 
Online Information; the Draft Amendment of Law on 
Consumers’ Rights Protection. 

Conclusion
The Metaverse presents an incredible array of possibilities 
and poses a variety of novel legal issues that will need 
to be addressed. Metaverse platforms remain in their 
infancy and the legal issues that will eventually need to 
be addressed have thus far only been skimmed on the 
surface. It is expected that as these platforms mature 
and user adoption increases, these issues will become 
more relevant. With multiple legislation underway, 
lawmakers, businesses and lawyers will be remarkably 
busy catching up with such a tight legislative agenda. 
Such prompt and comprehensive developments would 
bring a promising future for the Metaverse in Vietnam.
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Metaverse Property Protection 
From the Perspective of China 

In recent years, with the rise of the Metaverse concept, related legal 
issues have emerged along with it, and the protection of the rights of 
virtual assets is undoubtedly one of the core issues. Given that users 
often need to pay real-world monetary consideration for acquiring property 
in the virtual world, it’s worthwhile to study and share how to use existing 
laws and regulations to realize the protection of virtual assets as soon as 
possible. This article provides a view about the protection of Metaverse 
property from a legal practice perspective in China.
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Introduction
The famous American science fiction master Neil 
Stephenson wrote in his novel ‘Snow Crash’: ‘Put on 
headphones and eyepieces, find the connection 
terminal, and you can enter a virtual space simulated by 
a computer and parallel to the real world in the form of a 
virtual avatar.’ This is the first mention of the Metaverse. On 
10 March 2021, Roblox, the ‘first stock of the Metaverse’, 
landed on the New York Stock Exchange and its market 
value on the first day of listing exceeded US$40 billion, 
which is considered a milestone in the Metaverse. The 
Metaverse is a virtual world that is linked and created 
by technological means and is mapped and interacted 
with the real world. The new visual scene generated by 
the Metaverse will make more people immersed in the 
virtual world. The coming of the Metaverse is not only 
an innovative revolution in technological concepts, but 
also brings with it many pending legal issues. The first and 
foremost is how to fully protect the rights of the virtual 
property of every participant in the Metaverse that fully 
interacts with real society but is completely different.

Definition of the ‘Metaverse’
Chinese domestic scholars define the Metaverse in 
different ways: Professor Chen Gang and Dr Dong Haoyu 
of Peking University define the Metaverse in this way: 

The Metaverse is a virtual world that is linked and 
created by scientific and technological means, 
maps and interacts with the real world, and a 
digital living space that has a new type of society.

Professor Shen Yang from the School of Journalism, 
Tsinghua University defines the Metaverse as follows: 

The Metaverse is a new internet application 
and social form that integrates a variety of new 
technologies and integrates virtual and reality. 
I t  provides immersive experience based on 
extended reality technology and digital twin 
technology to generate reality. The mirror image 
of the world, builds an economic system through 
blockchain technology, closely integrates the 
virtual world and the real world in the economic 
system, social system, and identity system, and 
allows each user to produce and edit content. 

… Metaverse is still an ever-evolving, evolving 
concept, with different players enriching its 
meaning in their own way.

More scholars have cross-defined the Metaverse from the 
four aspects of space-time, authenticity, independence 
and connectivity. From the perspective of space-
time, the Metaverse is a digital world that is virtual in 
the spatial dimension and real in the time dimension; 
from the perspective of authenticity, there are both 
digital replicas of the real world and creations of the 
virtual world in the Metaverse; from the perspective 
of independence, the Metaverse is a parallel space 
that is closely connected with the external real world 
and is highly independent; from the perspective of 
connectivity, the Metaverse is a sustainable and wide 
virtual reality system that includes the network, hardware 
terminals and users.

So, in this new word, the Metaverse is composed of 
two words ‘meta’ and ‘verse’, where meta means 
'transcendence' and verse means 'universe', which 
together is the concept of a ‘transcendent universe’: a 
parallel artificial space that operates in the real world 
and is the next stage of the Internet, a virtual reality 
network world supported by AR, VR, 3D and other 
technologies, and which has sufficient interaction with 
the real world. Metaverse properties are all kinds of 
virtual properties with real value attributes that exist in this 
virtual world.

Metaverse Property Protection in China
Legal Characterisation of Metaverse Property With 
Different Opinions
Metaverse assets can be divided into two parts: one is 
the UGC (User Original Content) mainly produced by 
users; the other is equipment, services, technologies, etc., 
provided by operators or those developed by operators. 
There is no doubt that the rights to the content produced 
by operators as the entity belong to the operators.

However, the ownership of UGC rights produced by 
users is still controversial. If digital assets (such as account 
numbers and virtual items) belong to the account 
owner, the problem of users’ transfer and carrying 
of virtual assets will be derived, which will also bring 
great challenges to the user platform. At present, the 
development of the Metaverse is almost monopolised 
by technology giants. In order to protect the interests 
of the company, the platforms are isolated from each 
other. Therefore, there are still problems in the current 
situation when accounts are transferred from one 
operator to another. From the perspective of creation 
by the user, because users continue to produce content 
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There are cases in 
Chinese judicial practice 

that virtual property is 
classified as the right to use 
rather than simply identified 

as a property right.

and create, attract new users to continue to enter and 
create profits, the digital assets of the Metaverse should 
belong to the creators.

As early as April 2021, a domestic internet giant ‘A’ 
sued a third-party game trading platform for infringing 
on its right to disseminate information about its works. 
Mobile Game ‘B’ sued this internet giant because of 
unfair competition. In these two cases, A claimed that 
the account number and the ownership of virtual items 
in the user’s hands belong to A and the user only had 
the right to use it. This caused dissatisfaction among 
many users. Users could not accept that accounts were 
obtained by recharging and spending a lot of time, but 
they could not control the accounts at will. 
In the relevant game service agreement, 
it is seen that the operator clearly 
stipulated in the agreement that the 
ownership of the game account 
belonged to the developer and 
the user only had the right to use 
it. It can be seen from this that, at 
present, domestic game operators 
do not recognise that users have 
ownership of the virtual property of 
the game and only recognise the user’s 
right to use the virtual property through 
the contract and the right to use is often 
limited by a certain time.

The Civil Code of the People’s Republic of China 
does not clearly attr ibute virtual property to the 
general provisions on property rights in Article 115, but 
stipulates in Article 127 that ‘where the protection of 
data and network virtual property is stipulated by law, 
such stipulations shall prevail'. It can be seen that the 
Chinese characterisation of Metaverse property is still 
under discussion and research and there is still no clear 
agreement on the legal attributes of virtual property, 
so it has not been clarified in the Civil Code. In fact, it is 
indeed inappropriate to simply identify virtual property 
as a property right. The domination of property rights 
is the actual control of things by people to maintain 
the order of possession of things in the real world, while 
virtual property has a strong dependence. Users can 
only operate electronically through computers and 
the Internet and follow established procedures. The 
electromagnetic record of space no longer has the 
value of independent existence without the virtual world. 
People have weak control over it. Moreover, due to the 

characteristics of copying, deleting, etc., or by writing 
code, virtual property is likely to increase, decrease or 
disappear out of thin air, resulting in an uncertain state of 
disorderly change, which directly violates the certainty 
of the object.

Second, regarding virtual property as intellectual 
property, this view advocates that virtual property is an 
intellectual creative achievement obtained through 
human-computer interaction and should be protected 
as intellectual property, but intellectual property is 
statutory, which means that its connotation and type 
should be protected as intellectual property. It is clearly 
stipulated by the law that the parties are not allowed to 

create new types of intellectual property by 
themselves, which will greatly increase the 

cost of legislation.

However, it should be noted that 
Metaverse users would reach a 
network service contract with the 
Metaverse network operator before 
enjoying the relevant rights of virtual 

property through the network. The 
operator provides the Metaverse 

world service to the user according to 
the agreement. Therefore, virtual property 

conforms to the basic characteristics of 
debt. Moreover, there are cases in Chinese judicial 

practice that virtual property is classified as the right 
to use rather than simply identified as a property right. 
The author believes that virtual property rights are more 
suitable to be adjusted according to the relationship of 
creditor’s rights. On the one hand, Metaverse users pay 
actual consideration in accordance with the service 
agreement, so that operators are obliged to perform 
services, provide accounts, equipment, etc., and form a 
creditor-debtor relationship. If the operator obstructs the 
user from obtaining and using such assets or provides 
such assets in violation of the promises made at the 
time of sale, the operator infringes the legitimate rights 
and interests of the user and this constitutes a breach 
of contract and the user has the right to require the 
operator to perform as agreed and to compensation for 
actual losses. On the other hand, if a third party infringes 
the user’s right to use virtual assets by illegal means, 
since the user’s account assets, as a credit certificate 
entitling the user to enjoy the operator’s services and 
having real property value, therefore such certificates 
will be damaged, or there will be loss or departure 
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from the user’s control. Such i l legal infringement 
of other people’s property can be punished and 
regulated by the relevant provisions of the Criminal 
Law. This is discussed further below.

Virtual Property Should be Protected by Means 
of Criminal Law in Different Categories
(a) General
As mentioned above, given the ambiguity and 
complexity of the characterisation of virtual property, a 
generalisation approach is not realistic. At present, on 
the basis of the theory of creditor’s rights, it is feasible 
to classify and regulate various virtual assets by means 
of the criminal law. For virtual property containing 
real-world information, criminal law weapons can 
be used directly on the basis of protecting real-world 
information; for property that exists completely in the 
virtual world, although it does not directly reflect real-
world information, it has property attributes and is also 
subject to criminal law adjustment.

(b) The infringement of virtual property containing 
real-world information can be regulated by criminal 
charges such as the crime of i l legally obtaining 
computer information system data
Generally speaking, such property directly includes 
personal information, business information, etc., in 
the real world of users. Article 285 of the Criminal 
Law of the People’s Republic of China specifies the 
crime of i l legally obtaining computer information 
system data and il legally controll ing a computer 
information system, which stipulates that intrusion 
into a computer information system or the use of 
other technical means to obtain data stored in the 
computer information system, whoever processes 
or transmits data or illegally controls the computer 
information system, if the circumstances are serious, 
shall be sentenced to a fixed term of imprisonment of 
not more than three years or criminal detention and 
shall also or only be fined. If the circumstances are 
especially serious, the sentence shall be a fixed term 
of imprisonment of not less than three years but not 
more than seven years and a fine. 

In  2011 ,  the Supreme People’ s  Cour t  and the 
Supreme People’s Procuratorate promulgated the 
Interpretation on Several Issues Concerning the 
Application of Law in Handling Criminal Cases of 
Endangering the Security of Computer Information 
Systems, Art icle one of which states that i l legal 

acquisition of computer information system data or 
illegal control of computer information systems, in any 
of the following circumstances, it shall be determined 
to fall under ‘serious circumstances’ as stipulated in 
Paragraph 2 of Article 285 of the Criminal Law: 

1.	 ten groups of identity authentication information 
for obtaining payment and settlement, securities 
trading, futures trading and other online financial 
services; and 

2.	 o b t a i n i n g  m o r e  t h a n  5 0 0  s e t s  o f  i d e n t i t y 
authentication information other than item (1) 
above. 

3.	 The infringement information is clearly defined 
as identity information, which highlights the key 
punishment for infringing virtual assets and thus 
damaging information security in the real world.

In addit ion, i f  infr inging on business secrets and 
citizens’ personal information by illegally obtaining 
and damaging the virtual assets of Metaverse users, 
this also involves violations of Article 219 of the Crimes 
of Infringement of Commercial Secrets and Article 
253 of the Crimes of Infringing on Citizens’ Personal 
Information and will also be directly regulated by the 
Criminal Law.

(c) Infr ingement of pure vir tual assets with real 
property attributes can be regulated by crimes of 
infringing property
As mentioned above, even if the claims are taken, the 
assets of Metaverse users in the virtual world are by no 
means worthless. On the contrary, since virtual assets 
such as account information are used as creditor’s 
rights certificates, they are obtained based on the 
monetary consideration paid by the user in the real 
world and have the function of the user enjoying the 
services provided by the Metaverse operators, which 
obviously has a monetary value in the real sense. 
Therefore, no matter in what way the user’s right 
to control such property is infringed, it is suspected 
of violating the crime of infringing property rights in 
the Criminal Law. For example, those who deceive 
users and take virtual assets for themselves under 
the pretext of borrowing accounts and operating on 
their behalf are suspected of committing the crime 
of fraud, Another example is directly invading users’ 
accounts and stealing their virtual assets by hacking 



L e g a l
Update

39
Sept 2022

means are suspected of constituting the crime of 
theft. We believe that the debate on the current legal 
ownership of virtual property should not hinder the 
first confirmation that virtual property has real value 
attributes and should be based on this as the basis to 
protect the legitimate rights and interests of users as 
soon as possible.

Future Prospects of Metaverse Property 
Protection
At present, Chinese law academics are still in the 
stage of intense debate on whether virtual property in 
the Metaverse world belongs to real rights, creditor’s 
rights or intellectual property. We believe that simply 
classifying property rights in the Metaverse as one 
of the existing traditional legal rights may encounter 
difficulties. The reason for this difficulty is that the 
agreement between users and the Metaverse operator 
on the acquisition, possession, use and transaction of 
virtual assets is ever-changing. Some rules allow users 
to enjoy the ownership of virtual assets as if they own 
real assets; some rules not only allow users to use but 
not own virtual assets, but also state that such use is 
limited to a certain period of time; even more, in some 
virtual games In the world, players will permanently lose 
their bound game equipment and other property after 
‘death’, and need to wait for ‘character resurrection’ 
and ‘start from scratch’. For disputes arising from 
various rules, at this stage, we can only rely on the 
court to conduct a case-by-case study and judgment 
based on the facts of the case and specifically define 
the nature of the virtual asset in the case and the user 
rights based on it.

Of course, this does not mean that the protection of 
property rights in the Metaverse can only follow the 
evolution of business rules and ‘go with the flow’. 
On the contrary, we should consider accelerating 
the promotion of special legislation on virtual assets 
and data security and guide the operation logic 
of Metaverse assets with clear provisions, so as to 
promote their orderly development on the basis of 
conforming to the existing legal system and basic 
rights framework. In particular, we should focus on 
exploring how to uniformly supervise and review 
the rules of the many virtual worlds that make up 
the Metaverse, so as to prevent the chaos during 
growth in the Metaverse world and give full play 
to i t s  funct ion of  feeding back real  social  and 
economic activities.
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Regulatory Trends 
Concerning the 

Metaverse in Russia 
Metaverses have limited 
visibility in the Russian 
r e g u l a t o r y  a g e n d a ; 
n e v e r t h e l e s s ,  s o m e 
attempts to assess the 
potential impact of XR-
technologies are already 
e m e r g i n g  i n  p u b l i c 
d iscussion,  most ly  on 
the part of large banks 
and financial supervisory 
authorities. This article 
provides a brief overview 
of  ex is t ing  regu la tory 
trends in Russia that may 
affect Metaverses if they 
continue to develop in the 
near future.
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Introduction
The events of 2020–2022 have shown that we are a 
society that is undergoing extreme changes in our 
economic, political and social environment and that 
we have created a globalised world that is facing 
various threats due to the spread of COVID-19. 
During this period, society was forced to intensify its 
virtual interaction and continue communicating in 
this manner: video calls, online meetings in different 
formats and electronic document management are 
all a routine part of today’s business and personal 
communication, which makes offline interaction for 
certain industries and states the exception rather than 
the rule. This accelerated development is driving the 
changes in our perceptions and is likely to bring online 
interaction to a ‘Metaverse’ point: this phenomenon 
can be seen as an opportunity to preserve a unified 
and integrated civil society that facil itates open 
communication and moves away from dependence 
on external circumstances.

To start a conversation about Metaverses and law, we 
need to answer the main question, which to date does 
not have a clear-cut answer even from a technical 
point of view: what is a Metaverse? Do we need to 
analyse this matter right now as it is being launched by 
many different subjects or do we need to go further 
and focus on what it is supposed to look like in the 
future? In any case, we cannot speak about possible 
regulations without understanding the exact nature and 
parties to the relations within the Metaverse that will fall 
within the scope of potential regulations. At present, 
there is a broad range of definitions and we see that 
‘Metaverse’ can be defined as:

•	 A virtual world where humans represented by virtual 
avatars (one or many) interact with each other 
in a three-dimensional space that mimics reality 
(Cambridge Dictionary).1 

•	 A collective virtual shared space, created by the 
convergence of virtually enhanced physical reality 
and physically persistent virtual space, including the 
sum of all virtual worlds, augmented reality and the 
Internet (Gartner).2

•	 A time when basically immersive digital worlds 
become the primary way that we live our lives and 
spend our time (Mark Zuckerberg in his presentation 
of Meta).

Metaverses are based on the idea of XR (extended 
reality) technologies combining VR (virtual reality), MR 
(mixed reality) and AR (augmented reality). In particular, 
in his presentation of the Meta concept, Mark Zuckerberg 
underscored that the key idea of Metaverse is to ‘design 
technology around people’. The concept here is not only 
to build a parallel virtual reality, but to remove borders 
between the real and virtual world, where the virtual one 
should be even more replete and multifaceted than the 
real one. Given that the intention behind Metaverse is 
to be a legitimate substitute or an alternative to the real 
world, we cannot just apply the logic of a ‘magic circle’, 
which is usually used in discussions about the regulations 
of multi-user computer games, where the existence of the 
virtual world can be fully administered by a game creator 
and administrator. Metaverses will still have to deal with 
the real world and its regulation.

The relevance of this issue and the need for immediate 
attention from regulators significantly depends on the 
technological and social advancement of a specific 
state as well as the popularity of virtual concepts among 
its citizens. In Russia, the debate about Metaverses has 
not yet gained sufficient visibility, but we can already 
see that some attention is being paid to the issue:

•	 In December 2021, metaworlds were one of the 
questions raised during the Finopolis-21 panel 
discussion, where the head of the Central Bank 
(‘CBR’), the Russian regulator in the sphere of 
financial markets and the CEOs of major Russian 
banks expressed their views on the potential for 
the development of metaworlds. The general 
conclusion was that a metaworld is a trend that is 
being watched, but as of yet no one has technically 
managed to make the transition and such a transition 
as well as its potential regulation are not likely to be 
considered a challenge of the current times.

•	 In February 2022, the Scientific Technical Centre 
GRCS, a branch of the Federal Service for Supervision 
of Communications, Information Technology and 
Mass Media (‘Roskomnadzor’), published a report 
‘Metaworld: Opportunities and Risks of the New 
Reality’. The authors of the report stressed that it is 
still not clear how legislative initiatives in the meta 
universe and legal jurisdiction will be implemented 
due to the lack of physical boundaries. As a 
consequence, there is no accountability for actions. 
However, the digital nature of actions in the meta 
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universe is being transformed into personal, biometric, 
financial and even emotional data, which in turn is 
subject to rather strict local regulations.

•	 In February 2022, the director of the CBR’s department 
for combatting unfair practices expressed concern 
about the spread of  f raudulent schemes in 
Metaverses. He said that the CBR will pay attention to 
metaspaces if they are the source of such risks.

This article seeks to explore the potential for regulatory 
development by considering existing legal trends in the 
regulation of computer games, cryptocurrencies and 
data exchange, as well as their possible extension 
to the issue of Metaverses. For this purpose, 
the question of the legal regulation of 
Metaverses can be split into three 
spheres of  re lat ions  depending 
on the subjects involved, which 
implies certain rules: interaction 
between users, between the user 
and administrator, as well as public 
policy issues that are applicable to 
Metaverses.

User-to-User Relations
Virtual objects. The Metaverse is another form 
of an intermediary for human interaction but does 
this mediator have such a unique nature that the relations 
it mediates require new rules? At first glance, relations in 
the Metaverse most likely will look strikingly similar to the 
ones that we are accustomed to: you can buy tickets to 
a concert by your favourite artist, rent an office space 
and buy furniture for your own digital home and clothes 
for your virtual avatar. However, we cannot rely on the 
regulations being the same as well. 

From the perspective of Russian law, relations in the 
Metaverse and the objects of these relations will have 
to be classified within the system of objects of civil 
rights. In practice, this situation is similar to the problem 
of classifying virtual objects, a concept which already 
exists in the context of discussions on in-game objects in 
computer games. There is currently no legal definition of a 
‘virtual object’ in Russian law since the Russian Civil Code 
generally classifies objects of civil rights in the following 
categories: 

•	 tangible property (including cash and documentary 
securities) 

•	 other property, including property rights (including 
non-cash money, non-documentary securities and 
digital rights) 

•	 results of work and the rendering of services

•	 protected results of intellectual activity and similar 
means of individualisation (intellectual property) 

•	 intangible values

In most cases, the turnover of virtual objects is subject to 
user agreements, which classify such objects as an object 

of intellectual rights that a participant uses on a 
non-exclusive licensed basis: the user acts 

as a licensee and the company owning 
the rights to the game code serves 

as a licensor. Agreements involving 
the transfer of such objects are 
concluded as agreements for the 
assignment of rights from a licence 
agreement. However, the terms of 
these agreements are usually very 

general and do not resolve practical 
issues arising from the creation of new 

objects, the transfer of such objects within 
virtual reality or possible disputes regarding 

the identification of the object and its owner, 
among other things. 

In addition, there is an important existing risk here 
that arises from Article 1062 of the Russian Civil Code, 
which states that claims by citizens and legal entities 
concerning the organisation of or participation in games 
and betting are not subject to judicial protection. In turn, 
this results in law enforcement bodies and courts refusing 
to decide on issues that arise from the protection of 
users’ rights. 

NFTs (non-fungible tokens) are one of the technology 
trends recognised by the Russian regulators that has the 
potential to be used within Metaverses to solve certain 
disputes related to the ownership of virtual objects. In 
May 2022, a bill was introduced in the State Duma in an 
attempt to define the position of NFTs in the civil rights 
system. The Bill classified an NFT as protected intellectual 
property and defined it as ‘the non-fungible token of 
a unique digital asset (image, video or other digital 
content or asset) in the form of non-fungible data stored 
in a distributed ledger system (blockchain system)’. 

To date, 
there is no 

prototype metaworld 
close to the actual idea of 

the Metaverse being  
a decentralised virtual 
world that is operated 

by numerous 
players.
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Nevertheless, the Bill did not proceed any further due to 
a critical conclusion reached by the legal committee: 
the implementation of the proposed change would 
require the regulation of issues related to the term of the 
exclusive right to the token, the basis and procedure for 
the emergence of this right, as well as its prolongation, 
transfer, termination and so on. The Committee also 
pointed out that the legislation of the Russian Federation 
lacks a definition of such concepts as ‘digital content’, 
‘digital asset’, ‘non-fungible data’ and ‘blockchain’.

User-to-Administrator Relations
User Agreement
To date, there is no prototype metaworld close to the 
actual idea of the Metaverse being a decentralised 
virtual world that is operated by numerous players. All of 
the virtual worlds currently being considered as first steps 
embody only parts of this idea. The degree of regulatory 
complexity and administrator’s responsibility to the user 
will depend on the level of technological integration into 
human life. Entering into one of the metaworlds itself and 
using the environment will be closest to online multiplayer 
games, to which access today is in most cases provided 
based on a user agreement with a licensing nature 
between the user and the game administrator. 

It should be noted that user agreements have on several 
occasions been the subject of court disputes and analysis 
by Russian courts. Russian courts generally recognise 
the legal validity of user agreements and their legal 
consequences, as evidenced by court practice. One 
important conclusion reflected in the Supreme Court’s 
2021 Review of Practice concerning the jurisdiction of 
disputes arising from such agreements was that a social 
network user is entitled to file a claim against a foreign 
organisation—the operator of a social network—at the 
place where the user agreement is executed in the 
Russian Federation. The Court relied on Article 402(3) of the 
Russian Code of Civil Procedure, which states that courts 
in the Russian Federation can examine cases involving 
foreign persons in which the defendant distributes 
advertising on the Internet with the aim of attracting the 
attention of consumers located in the Russian Federation 
and/or the claim arises from an agreement under which 
the full or partial performance of obligations must take 
place or has taken place in the Russian Federation.

Such user agreements must be broad enough to cover 
the whole scope of inter-user and user-to-administrator 
interaction. For the first stage of development, they most 

likely may be considered as an internal regulatory base 
for a particular Metaverse and only with the extended 
integration of the virtual and real world is there regulatory 
potential for an administrator as regards the management 
of such Metaverses.

Personal Data Protection
The emergence of meta business and meta medicine 
has also been identified as areas for the potential use 
of the technology. These areas raise questions about 
data protection, both commercial and personal and 
may potentially lead to intricate issues related to 
obtaining, processing, sharing and using the personal 
data of subjects with a widely different applicable set 
of regulations and numerous associated challenges. For 
example, administrators of the meta universe will have 
to deal with the specifics of biometric data regulation 
in Russia, which has been heavily governmentalised for 
quite some time now. 

The Personal Data Act defines biometric data as personal 
data resulting from special technical processing related to 
the physical, physiological or behavioural characteristics 
of an individual that contribute to the unique identification 
of a particular individual, such as facial images or 
fingerprint data. Such data can be used in meta villages 
to uniquely identify an avatar and link it to a specific 
user. In the event of the widespread development and 
integration of Metaverses, the Metaverses’ administrators 
might be forced to use this type of data and will be 
subject to a heavily restrictive set of rules. 

Metaverses and Public Order
Relevance
In his presentation, Mark Zuckerberg stated that one of 
the platform’s objectives is to ‘bring things from the real 
world into the meta world’. By moving much of human 
interaction to a new platform, we cannot pick and 
choose aspects of it that will also be moving together, so 
the matter of public order and its protection will remain 
relevant in the metaworlds. This is supported not only by 
the widely discussed case of sexual abuse on Meta’s 
platforms, but also by the user experience potential. In our 
opinion, the following issues may be worth considering.

Criminal and administrative liability of participants in 
the virtual space
•	 Economic crimes. The emergence of new objects 

actually represents the emergence of new forms 
of material values that may be stolen by other 
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participants through technical means. The Criminal 
Code establishes criminal liability for computer-
related fraud, that is, the theft of another person’s 
property or acquisition of a right to another person’s 
property by entering, deleting, blocking or modifying 
computer information or otherwise interfering with 
the functioning of computer information storage, 
processing or transmission or information and 
telecommunications networks. 

•	 Crimes against life and health. The issue here is the 
extent to which some form of harmful interaction 
in virtual reality between computer avatars may 
be penalised as if it occurred in the real world. The 
existence of virtual characters, at least in the first 
stage of their development, in the absence of full 
integration into the real world, cannot be regarded 
as homicide. Nevertheless, certain acts may 
pose a serious threat to a person’s actual life. The 
Metaverse may, at some point, become a tool for 
inducing a person to commit or attempt to commit 
suicide by threatening, abusing or systematically 
violating the dignity of the victim.

•	 Information restr icted for release.  In Russ ian 
practice, there is also a special type of regulation 
that aims to prevent certain information from 
being disseminated. In 2012, the Federal Law 
on Information, Information Technology and 
Information Protection was supplemented by Article 
15.1, which introduced a unified register of websites 
containing information whose dissemination is 
prohibited in Russia. Such information includes 
materials with pornographic images of minors, 
information about methods and techniques for the 
preparation, manufacture and use of psychotropic 
substances and their precursors, information 
about ways to commit suicide, information that 
aims to persuade or otherwise involve minors in 
the commission of unlawful acts and information 
about methods and techniques for the improvised 
manufacture of explosives and explosive devices. 
Due to certain specific enforcement practices, 
websites such as Facebook, Instagram and Twitter 
are currently included in this list.

It seems that the regulation of information dissemination 
in Metaverses would be subject to such general rules 
and could be affected by such tools since interaction in 
metaworlds still implies the use of the Internet.

Payment currency and tools
In addition to the virtualisation of objects, money 
circulation is becoming an important issue in the 
existence of the Metaverse. So far, we can only guess 
what the metaworld will be like, as we try to follow our 
idea of a linear progression from multiplayer computer 
games. Whether the means of exchange wil l  be 
governed by the internal rules of the individual virtual 
worlds and each of them will have its own currency that 
can be exchanged for another in some ‘connecting’ 
exchanges, or whether Central Bank Digital Currency 
(‘CBDCs’) will be integrated into the system, remains a 
question that will only be answered over time.

The main payment options that come to mind are as 
follows:

1.	 Payment via usual fiat money, which will require the 
involvement of traditional payment institutions.

2.	 Payment via CBDC (which will depend on the 
regulation of specific CBDCs and most likely will be 
very similar to the transfer of fiat money).

3.	 Payment  v ia  c ryptocur renc ies  and s im i la r 
instruments. 

Cryptocurrencies are referred to in Russian legislation 
as digital currencies and their definition is set out in 
the Law on Digital Financial Assets3: cryptocurrencies 
are regarded as a set of electronic data (digital code 
or symbol) contained in an information system that 
is offered and/or may be accepted as a means of 
payment that is not a monetary unit of the Russian 
Federat ion,  a foreign monetary unit  and/or an 
international monetary or settlement unit, and/or as 
an investment for which no person is obliged to each 
holder of such electronic data, except for the operator 
and/or nodes of the information system that is only 
obliged to ensure that the procedure for issuing such 
electronic data and per forming actions with it to 
make (change) records in such an information system 
complies with its rules.

According to our experience, rules for the issuance of 
virtual currencies, including in-game currencies, may 
vary significantly, and in each case the local regulator 
will have to determine whether or not they should be 
classified as digital currencies in Russia and regulated 
accordingly. 
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In July 2022, the media reported that the Russian Federal 
Financial Monitoring Service (‘Rosfinmonitoring’) intends 
to regulate the turnover of game currencies. The 
authority proposed dividing in-game currencies into two 
types:

•	 Conver t ib le:  use r s  have the oppor tun i t y to 
exchange real fiat money for in-game currency 
and then back (Second L i fe, Ent ropia 
Universe and Roblox).

•	 Non-conver t ib le:  p layers can 
exchange real f iat money for 
i n - g a m e cu r re n cy  w i t h o ut 
the poss ib i l i t y  of  a rever se 
exchange (Fortnite, PUBG and 
Apex Legends).

The question of regulating in-game 
currencies along with cryptocurrency 
was discussed during a panel at the 
St Petersburg International Legal Forum. 
Rosfinmonitoring State Secretary German Neglyad 
said that the international anti-money laundering group 
FATF recommends controlling not only cryptocurrencies, 
but virtual assets in general. While no specific measures 
have been introduced, we expect that the level of 
control and due diligence in this respect will increase.

KYC Procedures and AML Issues
At this stage, where communication in Metaverses 
is  more s imi lar in nature to social  networks and 
administ rators of such Metaverses do not have 
special legal capacity and are not subject to special 
supervision by special authorities (such as the CBR or 
Roskomnadzor), no requirements to conduct KYC and 
AML have been imposed on such administrators. 

If Metaverses become broadly used, it is quite likely that 
administrators will acquire a special legal status (for 
example, there are plans to introduce such a status for 
cryptocurrency exchanges). 

As long as there are money transfers into Metaverses 
(including for the purchase of internal currency), they 
will have to be mediated by financial institutions and 
consequently such transfers will be subject to AML and 
KYC monitoring by the financial institutions. As noted, 
the CBR closely controls financial transactions, among 
other things, with the goal of preventing malpractices 

in the meta vi l lage. In September 2021, the CBR 
issued Guideline 16-MR about certain transactions by 
individuals, including those related to settlements in the 
‘shadow’ gambling business, as well as transactions 
involving ‘cryptocurrency exchanges’. It should also 
be stressed that the CBR is rather sceptical about the 
integration of cryptocurrency settlements, and there 
is a risk that this sceptical approach might extend to 

settlements associated with the rise of Metaverses.

Conclusion
As of  now, we do not  expect to 

see any large-scale regulation of 
Metaverses. In the event of their 
e x p o n e n t i a l  g r o w t h  a n d  t h e 
emergence of a need for such 
regulation (for example, in case 
Metaverses become widely popular 

amount the Russian population), 
some of its elements (such as in-game 

objects, user-to-administrator interaction, 
public safety and information turnover) will 

be fragmentally regulated with the existing rules 
that apply to other similar relations (multiplayer games, 
social networks and so on). It is also likely that the Russian 
regulators will adopt additional requirements for the 
administers of these platforms, particularly if they target 
a Russian audience.
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In addition to the 
virtualisation of objects, 

money circulation is 
becoming an important 
issue in the existence of 

the Metaverse.
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The term ‘Metaverse’, coined from a combination of the words ‘meta’ and 
‘universe’, was originally the name of a fictional virtual space service in 
the 1992 cyberpunk novel ‘Snow Crash’ by science fiction author Neil 
Stephenson. Today, the Metaverse has attracted a great deal of attention 
from around the world, not only in the entertainment field, but also as a 
new business opportunity. This article provides an overview of the issues 
surrounding it from a legal perspective.

Metaverse and the Law in Italy 

Introduction
Simply put, the Metaverse refers to a 3D 
virtual space or its services constructed 
within a computer or computer network, 
where people interact using an avatar 
to carry out a wide range of activities, 
such as leisure and gaming, commercial 
interaction, financial transactions, etc. 

However, although various definitions of 
the Metaverse are currently proposed, 
there is still no unified interpretation. In 
this regard, Matthew Ball, in his essay, 
defines it as follows:1 

The Metaverse i s  a mass ively 
scaled and interoperable network 
of real-time rendered 3D virtual 
worlds which can be experienced 
synchronously and persistently by 
an effectively unlimited number 
of users with an individual sense 
of presence, and with continuity 
o f  d a t a ,  s u c h  a s  i d e n t i t y , 
history,  ent it lements,  objects, 
communications, and payments.

A l though the Metaverse  has  the 
potent ia l  to generate s ign i f icant 
economic benefits and has become 
a major trend of the times, its creation 
and development has also affected 
the legal sector in a number of ways, 
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In addition to appropriate privacy protection tailored 
to specific cases in the Metaverse, it will be essential 
to properly structure the discipline of consent to data 
processing so that data subjects themselves clearly 
understand in advance on which legal basis the data 
controller will process their personal data and how. 

(c) Intellectual Property

Under Italian law, the intellectual works of a creative 
nature belonging to literature, music, figurative arts, 
architecture, theatre and cinematography, whatever 
their mode or form of expression, are protected 
by copyright, regardless of their method or form of 
expression (Article 1 of Italian Law 633 of 22 April 1941, 
so-called the ‘Copyright Act’). Computer programming 
is also protected as long as it results from the author’s 
intellectual creation (Article 2). It is therefore interpreted 
that many of the inherent elements of the Metaverse, 
such as the programming code and software used to 
create the Metaverse itself, etc., fall within the scope of 
copyright.

With regard to the protection of trademarks, problems 
may arise when they affect digital commerce, which is 
even more problematic as there is currently no specific 
reference law.

For companies seeking to enter the Metaverse 
effectively, it is crucial to implement a well-defined 
contractual strategy that addresses the possible effects 
of the digitalisation of their products and services in 
licence agreements and franchise agreements, etc. For 
this purpose, it is important to start with trademarks. It is 
also important to undertake registration.

In addition, licence agreements on intellectual property 
should pay attention to new technical provisions when 
defining territorial and virtual boundaries and be careful 
about further fully specifying the rights of the licensor 
and licensee in the virtual world.

(d) Fiscal and Criminal Issues Regarding NFTs (Non-
Fungible Tokens)
NFTs  are one of  the d ig i ta l  assets  and ‘d ig i ta l 
certificates’ based on blockchain technology designed 
to be unique, irreplaceable and non-interchangeable.

As data comprising digital assets is, in general terms, an 
intangible asset and cannot be exclusively controlled, it 
is considered that the concept of property rights, which 

causing a number of risks and problems. The following 
discussion will describe the current situation in Italy and 
the EU in this area.

Problems Relating to the Governing Body of 
the Metaverse
Who governs the Metaverse?
The creation of this entirely new technological space 
that does not exist in the real world presupposes, by its 
very nature, the formation of a legal order regulating 
relations in that environment, hence the legal question 
arises as to who governs it.

As the current structure of the Internet, unfortunately, 
does not provide for complete governance of the 
Metaverse, technical infrastructure is required to 
guarantee this. It is envisaged that companies, users 
and states around the world will be involved in the 
creation of the Metaverse, each with different roles and 
responsibilities, and in the absence of a fully governing 
entity, there could be legal confusion and less certainty 
in terms of interpretation and legal jurisdiction in the 
event of a dispute. 

Applicable Laws and Regulations
(a) No Legislation Specifically Regulating the Metaverse
The legal system has not kept pace with this rapid 
technological development, and there is still no ad 
hoc legislation regulating the Metaverse, either at the 
European or national law level. In some cases, general 
legislation may be applied to the Metaverse, either by 
interpretation of the law or directly without interpretation 
of the laws.

(b) Data and Data Protection
As Italy is an EU Member State, in the real world the 
country’s implementing legislation is Regulation (EU) 
2016/679 of the European Parliament and of the Council 
of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free 
movement of such data, repealing Directive 95/46/EC 
(so-called ‘GDPR’) and the contractual provisions for the 
transfer of personal data to third countries under it apply. 

However, unlike regulations such as the GDPR, which 
requires local sovereignty, the Metaverse has no borders: 
interoperability between different platforms is a potential 
issue in terms of data protection rights, as people will be 
able to access the Metaverse experience from anywhere 
in the world through any device.
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contains exclusive control rights, cannot be established 
for data. At the moment, countries have moved without 
any absolute unity of purpose.

NFTs face multiple actors, such as the creator of the NFT, 
the owner of the intellectual property of the relevant 
goods, the exchange platform and the end-user, 
with the parties involved being in different countries 
and where laws may differ significantly. This makes it 
challenging to identify the applicable tax regime and 
to assess whether a transaction is subject to income tax 
and tax statement requirements.

In addition to the critical fiscal issues mentioned above, 
criminal activities related to the use of these NFTs are 
growing rapidly, and among all the offences, money 
laundering is emerging.

(e) Ownership Rights on NFTs 

The legal and regulatory framework surrounding NFTs is 
still developing and there is still a great deal of debate 
as to the extent to which NFTs create ownership rights. 
Some have stressed that current ownership of Metaverse 
assets is governed by contract law rather than property 
law. Therefore, private Metaverse platforms may be 
given significant contractual control over some critical 
aspects of digital assets in the Metaverse environment.

(f) Virtual real estate

In the Metaverse, one may purchase a plot of land, 
construct a building and even open a shop. Italian civil 
law traditionally governs the transfer of tangible assets, 
but here it deals with the sale and purchase of digital 
property and virtual leases, which, unlike traditional 
transactions, are tokenised in the Metaverse, and which 
are not physical nor tangible assets.

In the Metaverse, virtual real estate and its volume constitute 
digital property. Therefore, the purchase agreement and/or 
lease should be a qualified licence agreement that grants 
the right to use the work, if agreed between or among 
the parties in the contract, via cryptocurrency, against 
payment of a fee in the form of royalties.

(g) Crimes

In Italian law there is no ad hoc virtual criminal law for 
the Metaverse. In view of the above, all offences based 
on physical contact between a victim and perpetrator 
are impossible. However, the following crimes may be 
committed, for example:

1.	 virtual pornography created with images of minors 
(Article 600 quarter paragraph 1 of the Italian Criminal 
Code);

2.	 cyberbullying (Articles 1, 2 and 3 of Italian Law No 
71/2017);

3.	 cyberstalking (Article 612 bis of the Italian Criminal 
Code); and 

4.	 defamation through the press or other public means 
(article 595 paragraph 3 of the Italian Criminal Code).

In this regard, crimes (2), (3) and (4) shall be directed at 
the person behind the avatar.

Identifying and locating criminals may be more complex 
than in the real world and there is a need to identify 
more sophisticated research methods adapted to 
identifying the risk of violations in the Metaverse and new 
approaches to quantifying the harm.

(h) Advertising

Advertising strategies in the Metaverse have started in 
immersive contexts. Although in Italy there is no ad hoc 
legislation on advertising in virtual worlds yet, the rules 
on consumer protection and advertising transparency 
established by Italian Legislative Decree No 206 of 2005 
and Italian Legislative Decree No 145 of 2007, which are 
applicable to the Metaverse involving Italian users as 
consumers, shall certainly also apply to the world of the 
Metaverse involving Italian users as consumers. However, 
a debate should then arise as to whether the advertising 
nature of commercial communications must be revealed 
by adequate and appropriate means.

With regard to the risk of consumer manipulation, the 
impact of advertising techniques in the Metaverse on 
consumers is still unclear.

(i) Competition

The EU Parliament, in its documents, states that it is of the 
view that creating the Metaverse environment will give 
some companies unparalleled opportunities to dominate 
the digital market. Building the Metaverse requires the 
interconnection and interoperability of many devices 
and platforms in the digital ecosystem and large tech 
companies are rapidly scaling up, including through 
mergers and acquisitions, to form the building blocks 
of the Metaverse. The EU Parliament is concerned that 



L e g a l
Update

49
Sept 2022

Notes
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www.matthewball.vc/all/forwardtothemetaverseprimer.
2 European Parliment, Metaverse, Opportunities, Risks and Policy 
Implications, available at  https://www.europarl.europa.eu/RegData/
etudes/BRIE/2022/733557/EPRS_BRI(2022)733557_EN.pdf
3 Ibid.

a small number of large companies may dominate, 
creating many competition issues. 

In addition, the European Parliament is apprehensive that 
powerful high-tech companies that currently dominate 
the digital market could also overwhelm the 
Metaverse environment, with the potential 
for self-preference (favouring their own 
products), dark patterns (influencing 
the interface of websites and mobile 
appl icat ions  to inf luence user 
behaviour and decision-making), with 
every incentive to perpetuate current 
anti-competitive practices. 

In the Metaverse, competitors must 
ensure communication, cooperation 
and platform interoperability. This may lead 
to a series of antitrust challenges, for example, 
the sharing of confidential information, such as prices and 
contracts, between competitors.

Against this backdrop, on 5 July 2022, the European 
Parliament passed the Digital Markets Act (the so-called 
‘DMA’), which is part of the European Digital Strategy 
entitled ‘Shaping Europe’s Digital Future’, together with 
the Digital Services Act (the so-called ‘DSA’) by a majority 
vote. Both will become law once formally adopted by the 
Council of the European Union. The Digital Markets Act 
is a new EU law to increase fairness and competitiveness 
in the digital sector: the DMA sets out narrowly defined 
objective criteria for the recognition of large online 
platforms as so-called ‘gatekeepers’ and the DMA 
comprehensively regulates the gatekeeping power of the 
most prominent digital companies.

(j) Cyber security 
The vast amount of data circulating in the Metaverse and 
how it is used poses significant risks to users and current 
cybersecurity challenges such as phishing and hacking 
are expected to extend to the devices and avatars that 
enable the Metaverse experience.

Protecting avatars’ integrity is an issue of particular concern 
and may lead to new forms of cybercrime, such as the sale 
of fake NFTs, cryptocurrency misuse and so on. It may be 
necessary to build a Metaverse criminal justice system that 
prevents and limits illegal activities, to make it more difficult 
for hackers to hide behind encrypted and untraceable NFTs 
and to identify them and take legal action.2

In addition, the sensitive data required to make devices 
used in the Metaverse, such as voice manipulation and 
facial movements, may be recreated, leading to serious 
information leaks. According to the Briefing of the European 

Parliament, VR technology allows hackers to access 
the victim’s mind as well as their body, and such 

profound security implications, as a hacker 
with access to the device would be able 

to manipulate what the victim sees and 
hears and would be able to see inside 
their workspace and/or their personal 
space.3

Conclusion 
As discussed above, the expanding 

Metaverse poses a variety of potential 
problems. While there are cal ls for 

legislation to address the problems that 
have already started to arise, it is also true 

that it is difficult for legislators to regulate an advanced, 
complex and interdimensional technological field that 
is constantly evolving at breakneck speed, as there 
is no defined governing body, to begin with, and the 
responses from different countries vary.

At the European Union level, it does not intend to propose 
immediate legislative measures, except in some areas, 
and the situation is one of wait-and-see, hoping for some 
economic benefit while at the same time trying not to 
impede the development of the Metaverse. Member 
States are awaiting the Commission’s policy decisions, 
so it is likely to take more time for individual Members, 
including Italy, to respond.
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In the Metaverse, 
competitors must 

ensure communication, 
cooperation and platform 

interoperability.
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The Metaverse: Way Forward for 
the Indian Legal Landscape 
This article attempts to analyse and discuss the issues and challenges 
that the Indian legal regime may potentially face in view of the exponential 
growth of the Metaverse. Specifically, the article will discuss issues and 
provide potential solutions to the following problems that run parallel to the 
growth of the Metaverse in India: (1) sanctity of commercial transactions 
undertaken in the Metaverse; (2) criminality of offences in the Metaverse; 
(3) data protection and right to be forgotten in the Metaverse; and (4) 
regulation of currency of the Metaverse. 

Introduction
The term ‘Metaverse’ indicates cyber space in a 
three-dimensional perspective. At first blush, it may 
sound simple but this term, which has recently gained 
a lot of traction, carries its own set of complexities, 
both legal and non-legal. Still, at its extremely nascent 
stages, along with the concept of Metaverse, comes 
the concept of ‘avatar’, which is a virtual version 
of an individual. It is the avatar which acts on part 
of the individual and represents him/her/they in the 
Metaverse. The avatar interacts, plays and socialises 
with other avatars who represent other individuals.

By way of illustration, the following legal issues may 
emerge in relation to the Metaverse: (1) what is 
the legal landscape governing the Metaverse; (2) 
are avatars to be given legal recognition, meaning 
thereby, does an avatar carry an independent legal 
personality like a company; (3) are transactions in the 
Metaverse valid and subject to laws; (4) how can one 
legally own things in the Metaverse; (5) what laws will 
govern Metaverse market places; (6) what laws will 
secure the privacy of individuals in the Metaverse; and 
(7) how will crime be dealt with in the Metaverse—
will there be a parallel set of laws applicable to the 
Metaverse or will the existing criminal law regime also 
apply to the Metaverse?
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Act does not expressly give sanctity to contracts and 
agreements entered into in the Metaverse and the 
electronic space, the Indian Information Technology 
Act 20001 expressly gives recognition to and validates 
electronic contracts. Therefore, in case of purported 
breach of contracts entered into in the Metaverse, the 
affected parties will be free to take recourse to legal 
remedies available under law and a contract will not 
be subject to challenge solely on the ground that it was 
entered into in the Metaverse. Even in the context of the 
Indian Sale of goods Act 1930, the Honourable Supreme 
Court2 of India has interpreted that ‘sale of goods’3 
also includes a transaction involving sale of intangible 
property, while holding that the sale of computer 
software falls under the ambit of sale of goods under 
the Sale of Goods Act 1930. The said decision paves the 
way for the sale of virtual items in the Metaverse. 

For criminal offences relating to virtual property, the 
Supreme Court observed4 that property should be 
construed widely with the main intent that it can be 
subject to acts covered within a particular section 
under the Indian Penal Code. Therefore, offences 
relating to property under the Indian Penal Code will be 
construed in a manner that the same can be equally 
applicable to virtual property, including property in the 
Metaverse as well. 

Even for offences relating to stalking, sexual harassment 
and obscenity, there are provisions in both the Indian 
Information Technology Act and the Indian Penal Code 
which cover offences committed via the online modes. 

In view of the above, it may not be wrong to state 
that there exist legal provisions in India which may 
cover  a number of  of fences committed in  the 
Metaverse. However, it is yet to be seen as to how 
the legal provisions will be enforced effectively. While 
the Indian enforcement authorities have taken steps 
like establishment of cyber crime cells to properly 
investigate and enforce provisions of the Indian 
Penal Code in relation to offences committed over 
the Internet, tracking and investigation of offences 
committed in the Metaverse necessitates establishment 
of a central authority which shall be responsible for, 
inter alia, keeping a track of day-to-day activities and 
enforcing legal provisions in the Metaverse. 

In light of the advent of the concept of an avatar, this 
has also necessitated that laws/rules are enacted to 

One should not forget that the Metaverse, unlike the 
real world, is not static. While one may be exposed to 
an entirely new world with the advent of virtual and 
augmented reality technology, the Metaverse, being 
dynamic, will change over time, like the Internet. For 
example, the address of an avatar, like a web page, 
will never be constant and will be subject to change 
over time. 

In this article, the author will be discussing the legal 
issues arising from the unprecedented rise and growth 
of the Metaverse, specifically in light of the Indian legal 
landscape. To date, the Indian government continues 
to contemplate and deliberate upon its proposed data 
protection law. Among other key issues/legal concerns, 
the present article will be discussing the applicable civil 
and criminal law regimes to the Metaverse (specifically 
in the Indian context) and it will further discuss how the 
proposed Indian data protection law can be tailored 
to face and solve the legal issues arising out of the 
Metaverse. Finally, the article will discuss regulation of 
currency in the Metaverse. 

Entering Into Contracts in the Metaverse 
and Laws Providing Punishment for Offences 
Committed in the Metaverse 
As the Metaverse grows faster than ever expected, users 
(through their avatars) will explore, meet other avatars, 
socialise and engage in related group activities, which 
includes activities of a commercial nature like entering 
into contracts, trading virtual property and taking 
services virtually from one another. 

Avatars will also be creating virtual goods and services 
and selling them for currency in the Metaverse. The 
said transactions and activities may also potentially 
give rise to further issues and concerns, including 
but not l imited to, claims aris ing from breach of 
contracts. Further, income arising out of activities 
and transactions undertaken in the Metaverse may 
also be subject to tax according to the laws which 
may be held to be applicable. On the criminal side, 
proceedings may be filed for offences relating to 
harassment, negligence, theft, stalking and cheating 
by one avatar against other. 

At this stage, to understand the scope and validity of 
contracts entered into in the Metaverse, it becomes 
necessary to take note of the provisions of the Indian 
Contract Act 1872 (‘Contract Act’). While the Contract 
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clarify as to how an avatar shall be treated vis-à-vis a 
person. Will the assets, liabilities, rights and duties of an 
avatar be given a separate legal recognition from the 
person or will they be treated alike. This will specially be 
required for providing clarification in relation to liabilities 
arising in connection with commercial transactions 
undertaken by the avatar in the Metaverse. In case a 
separate legal personality is provided to the avatar, it will 
further be necessary to clarify applicability of criminal 
liability on the person itself, otherwise, the object of the 
penal provisions will be rendered ineffective. 

Data Protection and the Right to be Forgotten 
in the Metaverse
The Indian government had introduced the Personal 
Data Protection Bill 2019 (‘PDP Bill’) in the Lok Sabha 
(lower house of the Indian Parliament) in December 
2019. Subsequently, the PDP Bill was referred to a Joint 
Committee of both houses of the Indian Parliament. The 
joint committee tabled its report on the PDP Bill on 16 
December 2021. The Committee had deliberated over 
the PDP Bill for quite some time and recommended a 
number of amendments to the same. Specific features of 
the PDP Bill include: 

1.	 The PDP Bill categorises and differentiates between 
personal and non-personal data. Personal data 
has been further categorised into personal data, 
sensitive personal data and critical sensitive personal 
data. The provisions of the PDP Bill provide for 
storage, processing and transmitting data from both 
within and outside India. 

2.	 While consent of an individual is the main criteria for 
storage and processing of an individual’s personal 
data, the PDP Bil l does have provisions which 
provide for scenarios/cases where personal data of 
an individual may be used without their consent. 

3.	 The PDP Bill envisages the constitution of a Data 
Protection Authority which shal l  consist  of a 
chairperson and not more than six full-time members. 
The said authority will be responsible, inter alia, for 
monitoring and enforcing provisions of the PDP Bill, 
monitoring cross-border transfer of personal data, 
receiving and inquiring complaints and classification 
of data fiduciaries. 

4.	 Specially for the cross-border transfer of personal 
data, the PDP Bil l emphasises the concept of 

‘data localisation’ and, as such, the consent of an 
individual becomes quintessential before data is 
transferred across borders. 

As stated above, the joint parliamentary committee 
recommended a number of suggestions in relation to 
the PDP Bill: 

a.	 The Joint Committee has recommended that the 
Data Protection Authority should oversee, monitor 
and regulate storage, transfer and processing of 
non-personal data as well. 

b.	 It has further been recommended that all data 
relating to Indian citizens should be kept within the 
territorial limits of the country. 

c.	 The PDP Bill should only apply to data collected, 
stored and processed in digital form only. 

d.	 It has also been recommended that the data 
protection officer should be a key managerial 
person in the company. 

e.	 In relation to the personal data of children, it 
has been recommended that consents from the 
guardians and from the children themselves be 
taken (three months before they turn 18 years old). 

f.	 The recommendations also include criminal penalties 
for breach of relevant provisions of the PDP Bill. 

After submission of the recommendations from the Joint 
Parliamentary Committee, there have been uncertainties5 
regarding the final outcome of the PDP Bill and a concrete 
decision and enactment in this regard is awaited. In fact, 
on 3 August 2022, the Central Government has withdrawn 
the PDP Bill with the hope that the same will be replaced 
by a more comprehensive legal framework. That being 
said, the Indian Supreme Court has been proactive 
on the issue and, apart from holding that the right to 
privacy of an individual is a fundamental right under the 
Constitution of India, the apex court has recently passed 
an order wherein the personal identities and addresses of 
the petitioner and respondent have been directed to be 
masked in a case involving allegations of sexual offences.6 

In the Metaverse, the right to privacy along with the 
right to be forgotten gains significantly more relevance. 
As a person/individual will be represented by an avatar 
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and one’s avatar being nothing but a virtual extension 
themselves, the avatar of an individual will be susceptible 
to misuse and being copied. Therefore, the identity of 
a person in the Metaverse will itself be an electronic 
record which can be copied easily by others/deleted or 
altered by the individual and it is thus essential to put in 
place laws, regulations and rules which clearly provide 
for the prohibition of identity theft in the Metaverse 
and this necessitates that technological safeguards in 
the Metaverse are put in place by the key technology 
players to ensure that a person’s avatar is completely 
secure and unaltered. 

Further, the Metaverse will also be an ecosystem where 
personal data of all the avatars is being collected. To 
prevent invasion of one’s privacy, it is essential that the 
personal data of an avatar is given a separate recognition 
vis-à-vis the personal data of an individual. That being said, 
it cannot be emphasised more that it will be a task on its 
own for an individual to ensure that his personal data and 
information is kept away and apart from the Metaverse. 
Given that the Metaverse will also constitute a mode for 
social interaction, in a similar yet enhanced manner like the 
current social media platforms, such segregation between 
a person’s data and an avatar’s data seems to be difficult. 

While the PDP Bill is one of the first steps towards adequate 
security of one’s personal data, to date, the PDP Bill is still 
under deliberation and there are limited provisions in the 
Indian Information Technology Act and the rules enacted 
thereunder which provide for a limited legislative framework 
governing security of personal data of an individual. 
Section 43-A of the Information Technology Act provides 
that any body corporate that possesses, deals or handles 
sensitive persona data of an individual should maintain 
reasonable security practices in relation to such data and 
in case it fails to do so, it shall be liable to compensate the 
affected individual. Section 72-A of the said Act further 
provides for punishment in case where personal information 
of an individual, which was provided to the offender in 
lawful course is disclosed to third parties. Further, the Indian 
legislature has also enacted the Information Technology 
(Reasonable Security Practices and Procedures and 
Sensitive Personal Data or Information) Rules 2011. The 
said Rules, inter alia, govern the processing of personal 
and sensitive personal data and it also prescribes security 
practices for the handling of personal data/information. 

The applicability and effectiveness of the existing and 
proposed Indian laws providing for data protection and 

privacy remains to be tested in the Metaverse; however, it 
is clear that the current legislative safeguards need a huge 
overhaul. The need of the hour is establishment of a central 
authority to monitor and regulate storage, processing and 
transfer of digital personal data including data of an avatar 
in the Metaverse. While deliberations in this regard are 
ongoing, the actual effectiveness of the proposed laws will 
only be evident after enactment of the PDP Bill. 

Need for Regulation of Metaverse Currency 
Commercial transaction in the Metaverse are generally 
undertaken through cryptocurrencies or Non Fungible 
Tokens (‘NFTs’). In relation to cryptocurrencies, the 
Indian central bank, that is, the Reserve Bank of 
India, first gave recognition to cryptocurrencies in 
2013 and issued a press release7 cautioning users of 
cryptocurrencies about the potential financial, legal, 
consumer protection and security related risks of 
cryptocurrencies, including bitcoin. 

On 5 April 2018, the Reserve Bank of India issued a 
statement which prohibited banks from dealing in 
cryptocurrency and providing services in relation 
thereto.8 The said statement was set aside by the Indian 
Supreme Court on 4 March 20209 as being violative 
of Article 19(1)(g) of the constitution of India. A new 
cryptocurrency bill10 is expected to be tabled before the 
Parliament in the upcoming sessions.

There is no specific legislation in India which specifically 
governs NFTs. One set of stakeholders categorise NFTs 
as contracts as being governed by the Indian Contract 
Act 1872 and another set of stakeholders categorise 
it as securities and specifically a derivative under the 
Securities Contract Regulation Act (‘SCRA’) since an 
NFT is simply a digital copy or token of the original 
work it represents. In the event this latter interpretation 
is accepted, section 18A of the SCRA provides that 
derivative contracts are legal only if they are exchanged 
on a recognised stock exchange and consequently it 
would not be possible to trade NFTs virtually. 

It is evident from the above that transactions in 
the Metaverse shall only be facilitated in the event 
cryptocurrencies and NFTs are given legal status. Further, 
merely providing legal recognition to cryptocurrencies 
and NFTs shall not be sufficient and there have to be 
elaborate legal regulations and mechanisms in place 
which specifically provide for regulation of NFTs and 
cryptocurrencies. To date, the Indian legal rules and 
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regulations are clearly not adequately armed to recognise 
and regulate transactions undertaken in the Metaverse. 

In order to better explore and utilise the potential of the 
Metaverse, it is essential that the grey area surrounding 
cryptocurrency and NFTs is cleared so that avatars can 
freely and without any hesitation undertake transactions 
in the Metaverse. Certainty regarding the future of NFTs, 
cryptocurrencies and consequently the Metaverse 
will come to light after the proposed law regarding 
cryptocurrencies is crystallised in some form. 

Conclusion and Way Forward 
It cannot be emphasised more that the Metaverse may 
become the general norm and, in the event that it does, 
it is quintessential that a central regulatory body oversees 
and implements laws in the Metaverse. Needless to state 
that such an authority should be armed with the necessary 
powers under the law to enforce the rule of law governing 
the Metaverse. The way forward should ideally be to use 
the lessons learned from the physical world and implement 
them effectively in the Metaverse. 

In the event that the Metaverse is able to reach and 
achieve the potential it has, ‘access to Metaverse’ will be 
another facet to be looked into. The benefits and features 
of the Metaverse should be accessible to all without any 
discrimination. Electricity, internet access and elementary 
education will thus become the resultant necessities which 
will have to be provided in a non-discriminatory manner 
across the boundaries of age, sex, religion and geography 
to ensure that the capabilities of the Metaverse are realised 
to their true potential. 

The Indian legal landscape has come a long way and is 
evolving to match the requirements that have arisen in view 
of the fast-paced growth of the Metaverse. A large number 
of the existing Indian legal laws will apply to the Metaverse 
by necessary implication. That being said, there are areas 
were certainty is required and legislative intervention is the 
need of the hour for matching the requirements portrayed 
by the ever-expanding Metaverse. Specific clarity is 
required on the requirements and compliances under 
the proposed data protection law and the regulation of 
cryptocurrencies and NFTs. 

While the Indian courts have displayed a proactive 
approach in relation to privacy and data protection issues, 
until the time that legislative clarity is given, the Indian 
courts will have to judge and adjudicate each case on 

its own merits only after taking note of and recognising 
that the Metaverse has the potential to revolutionise the 
world. That being said, a central authority established for 
overseeing transactions undertaken in the Metaverse will 
clearly expedite and ease the process of entering into 
contracts and buying and selling assets in the Metaverse. 
On the criminal side, the need of the hour is constitution 
of specialised enforcement authorities which are 
empowered to investigate and track offences committed 
in the Metaverse. Currency in the Metaverse also needs 
a regulatory overhaul by enactment of appropriate laws 
and regulations giving recognition to and regulating the 
exchange of cryptocurrency in the Metaverse. 

The Metaverse does have the potential to entirely 
revolutionise the world. That being said, before it operates 
with its full force, critical assessment and examination is 
needed of the issues, solutions and potential drawbacks 
surrounding the idea and conception of the Metaverse. 
While there appear to be a number of potential lacunas 
which may crop up in the legal and regulatory space 
surrounding the Metaverse, a careful assessment, analysis 
and survey as a pre-emptive step further to implementation 
of the concept of the Metaverse will ensure that we are 
equipped properly before venturing into the whole idea of 
the Metaverse. 
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