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The President’s
Message

Jack Li

President

Changing the Regional Landscape for the Legal Industry —
How Does the IPBA Benefit From the Regional Comprehensive Economic Partnership?

Dear Colleagues, Members and Friends, Brothers and
Sisters,

As a member of an international lawyer's organisation,
| have increasingly realised the close connection
between cross-border economic and trade relations
and the ecology of the legal industry. In recent days,
| have placed my emphasis on the finalisation of the
Regional Comprehensive Economic  Partnership
(‘RCEP’) in what is set to be the world’s largest free
frade agreement (‘FTA’).

On 15 November 2020, after the 4th Regional
Comprehensive Economic Partnership ('RCEP')
Summit, the 10 ASEAN and Asia-Pacific countries,
including China, Japan, South Korea, Australia and
New Zealand formally signed the RCEP Agreement.
Initiated by ASEAN in 2012, the RCEP's conclusion
would cement the ASEAN bloc's pivotal role in forging
regional integration. The RCEP was devised as a
forward-looking trade deal. The RCEP agreement aims
to achieve a comprehensive economic partnership
that covers wide-ranging issues such as frade,
investments, technological cooperation, intellectual
property rights, competition, e-commerce and dispute
setftlement, among other things. After eight years
of negotiations, including three rounds of leaders'
meetings, 19 ministerial meetings, 28 rounds of formal
negotiations, the signing of the RCEP Agreement
strengthens my long-held belief, notwithstanding the
frade disputes that have arisen frequently in recent
years, that frictions and confrontation are only ups
and downs and cooperation and mutual benefit shall
always be in the mainstream.

From the persepective as the President of the IPBA,
I think that strengthening international and regional
cooperation will surely become a valuable and
historical opportunity for the further development of
this organisation for the following reasons:

1. The RECP provides more opportunifies for lawyers
from the IPBA. The RCEP covers a region with a
population of more than 3.5 billion, accounting
for 47.4 per cent of the world, 32.2 per cent of
the world’'s economy and 29.1 per cent of global
tfrade. The coverage under the RCEP agreement
corresponds fo a great extent o the majority of the
jurisdictions that the IPBA members come from.

2. The IPBA may take this advantage to strengthen
and further develop the range and quality of ifs
cohesion and connection. The legal talents from
the IPBA will be valuable assets for the future
development of foreign-related businesses within
the RCEP signatory states and the inseparable
mutually beneficial cooperation is a feature of the
core competitiveness and attractiveness of the
IPBA in our future international regional economic
cooperation.

3. Experts from the IPBA may assist the RCEP
agreement with its implementation in the long run.
The signing of the RCEP is a brand new endeavour
and many intractable problems need to be
discovered and resolved and the transactions
under different jurisdictions need to also be
guided by legal experts. Many members of the
IPBA have been deeply involved in their own



practices for a long time, with comprehensive  As the President of the IPBA, | would like to suggest
regional and international perspectives, and they that you keep an eye on this opportunity as well as
are capable of providing professional and safe  the trends of development to achieve some mutually
suggestions for transnational transactions under  beneficial and win-win developments together!

the RCEP framework.

Finally, | do wish you all the best and | thank you very

My fellow colleagues, ladies and gentlemen, the RCEP  much.
is an example and representative of the current and
future international economic cooperation pattern. Jack Li

President

Publications Committee Guidelines

for Publication of Articles in the IPBA Journal

We are pleased to accept articles on interesting legal topics and new legal developments that are
happening in your jurisdiction. From time to time, issues of the Journal will be themed. Please send: (1)
your article to both Priti Suri at p.suri@psalegal.com and James Jung at jjung@collaw.ac.nz; (2) a lead
paragraph of approximately 50 or 60 words, giving a brief infroduction to, or an overview of the article's
main theme; (3) a photo with the following specifications (File Format: JPG or TIFF, Resolution: 300dpi and
Dimensions: 4cm(w) x 5cm(h)); and (4) your biography of approximately 30 fo 50 words.

The requirements for publication of an arficle in the IPBA Journal are as follows:

1.
2.
3.

The article has not been previously published in any journal or publication;

The article is of good quality both in ferms of technical input and fopical interest for IPBA members;

The article is not written to publicise the expertise, specialization, or network offices of the writer or the

firm at which the writer is based;

The article is concise (2500 to 3000 words) and, in any event, does not exceed 3000 words;

The arficle must be written in English (with British English spelling), and the author must ensure that it

meefts international business standards;

The article is written by an IPBA member. Co-authors must also be IPBA members; and

Confributors must agree to and abide by the copyright guidelines of the IPBA. These include, but are

not limited to

a. An author may provide a link on the website of his/her firm or his/her personal website/ social
media page to the page of the Journal on which the first page of his/her article appears; and

b. An author may not post on any site an entire PDF of the Journal in which the article authored by
him/her appears.




The Secretary-General’s

Message

Michael Burian
Secretary-General

Dear IPBA Members,

As the new year has started, we are looking ahead with
increasing confidence. Our lives and IPBA activities are
still affected and will probably continue to be affected
by the pandemic this year, but we are optimistic that
the ongoing lockdown measures and the rollout of the
vaccination campaigns will help to decrease infection
rates. We will stay connected with all of our colleagues
online to share our common inferests and mutual
experiences and we hope that we might get a chance
to start meeting in person again in the course of this year.

The last year has been a very challenging one for the
IPBA as well. The pandemic affected not only our daily
routines but also the activities of the IPBA worldwide. Most
of our events could not take place as initially planned.
Therefore, we had to switch our activities fo online
lectures and seminars. At this point, | would like to express
my gratitude to everyone who helped in organising and
implementing those events, in particular our Program
Coordinator Shin Jae Kim and our Secretariat. Only with
the support and flexibility of all of you have we been able
to switch to a new way of communication and therefore
keep our organisation dlive.

As you know, this year is a special one for the IPBA since
it is the year of our 30th anniversary. The 30th Annual
Meeting and Conference had to be postponed but is
now scheduled to take place from 18 to 21 April 2021
in Shanghai. Due fo continued travel restrictions, the
conference will be held as a combined onsite/online
event. Currently, almost 200 delegates have registered
for the onsite conference, but, at the same time, we are
afraid that it will be unlikely that many members from
outside of China will be able to travel to Shanghai. As
such, the Shanghai Conference Organising Committee
will add online sessions accessible by delegates who
have registered for the onsite conference as well as o

those who only registered for the online sessions. You
can still pre-register online or contact our conference
organisers if you have questions about the registration or
the event itself (https://ipba2020.medmeeting.org/en).

Furthermore, we are planning to hold the first-ever IPBA
Virtual Conference from 15 to 19 June this year. As of
today, we are planning to organise more than 25 ‘live’
online sessions, each with the opportunity to network
online in real fime.

With the gradual improvement of the pandemic
situation and the rapid development of vaccines, we
are optimistic that our meetings and conferences can
soon be held in the usual format again. We all miss the
opportunity to see each other in person, to meet new
people and catch up with old friends. Nevertheless, the
new expertise in online meetings and seminars allows us
to look forward to the coming months. We are confident
that the IPBA will be able to experience an extraordinary
30th-anniversary year.

Michael Burian
Secretary-General



Message to
the Reader

Prita Suri

Chair - Publications Committee, IPBA

Dear Reader,

Welcome to the March issue of the IPBA Journal. The
theme for this first issue of 2021 is ‘Data Profection and
Privacy.’ It would be correct to say data privacy and
privacy in general have become two of the most
defining issues of our era. As global economies shift the
focus to a greater online presence and, given the size
and scale of collection, use and sharing of personal
information to third parties, the importance of the
theme has assumed criticality at a mammoth scale.
Undoubtedly, recent years have witnessed a spurt in
legislation on this subject around the world, but there is a
long road ahead.

The United Nations Conference on Trade and
Development (‘UNCTAD’) created a tool to map
and frack the state of e-commerce legislation in
various fields in its 194 member states. The current
position reveals 66 per cent of countries have enacted
legislation on the subject, 10 per cent have drafts ready,
19 per cent have none, and there is no information
for the remaining 5 per cent. The pervasive use of
technology has ensured that data is an integral part of
our daily lives and people are questioning the lack of
privacy and control, particularly given the possibilities of
misuse and resale of personal data.

I am grateful for the positive responses | received from
potential writers on this subject. In this edition, the
authors have covered a wide array of related, topical
themes. In the first article, titled ‘Proposed Framework of
Governance of Non-Personal Data in India: Unlocking
Commercial and Community Benefits’, Vivek Kathpalia
and Aaron Kamath examine this subject from an Indian
perspective. They analyse how enforcement of rights
and unlocking the value of Non-personal Data (‘NPD’)
could lead to societal progression, particularly when
combined with emerging tfechnologies. In the second

article, Martin Polaine discusses '‘Data Protection
Experiences from Brexit’ and makes a case as to how
EU and UK GDPR could set the foundation, and even
shape, an ASEAN and wider APAC data protection
legislative regime.

The third article, ‘Privacy Rights of Data of Users on Digital
Technology Platforms’ by Bui Cong Thanh, provides a
perspective from Vietnam and explores user privacy
thorough accessing, using and exploiting the benefits
from websites and the boundary between legality
of information collected and rights upon collection.
The author notes that the lawmakers are focused on
creating a safe network environment for foreign users
and investors in the country. In the fourth article, Arya
Tripathy explores and compares the existing legal regime
and the proposed law in India. Titled ‘Cross-Border Data
Transfer in India: One Step Forward and Two Steps Back?'’
she also examines the rationale for data flow restrictions
and its impact on organizations.

In the fifth article titled "Data Protection—European
Roadblock or Global Guidance” the two co-authors
from Germany, Dr. Bjorn Ofto and David Windhovel,
reflect how data protection can be perceived as an
obstacle in the path of economic opportunities. They
consider data protection issues across various jurisdictions
on two levels: between individuals and companies on
the one hand, and between citizens and states on the
other. The final article, ‘The Importance of having a Data
Processing Agreement—Drafting Points” by Ekaterina
Biruleva, discusses the need for and the substance in
such an agreement, the requirement of which stems
from EU GDPR.

In December 2020, we started a new feature fitled ‘Up
Close and Personal’ with the objective of interviewing



IPBA women members. The spotlight of this issue is on the
new incoming President, Miyuki Ishiguro. | was heartened
to read Miyuki's responses which have reaffirmed a
fundamental personal belief for me: there may be
cultural differences based on where we live, but the
commonality of experiences underscores that we are alll
very similar!

In addition, there are details about new members
between November 2020 and February 2021. Please
send us your professional milestones for publication in the
Members' Notes section, too.

The June 2021 edition will be focused on the 30th
Annual Meeting and Conference which will be taking

place in Shanghai between April 18-21 and will be
hosted virtually and also in-person for our colleagues in
China and others who are able to travel. And, do not
forget to mark your calendars from June 15-19, 2021 for
IPBA’s first virfual conference ‘Innovative Resilience in
an Altered Legal Landscape’. | hope to see many of
you there!

As always, thank you for the consistent contributions.
Both James Jung, my Vice-Chair, and | remain grateful.

Priti Suri
Chair - Publications Committee of IPBA

Join the Inter-Pacific Bar Association

Since its humble beginnings in 1991 at a conference that drew more than 500 lawyers from around the
world to Tokyo, the IPBA has blossomed to become the foremost commercial lawyer association with a
focus on the Asia-Pacific Region. Benefits of joining IPBA include the opportunity to publish articles in this

IPBA Journal; access to online and printed membership directories; and valuable networking opportunities
at our Annual Meeting and Conference as well as 10 regional conferences throughout the year. Members
can join up to three of the 24 committees focused on various of commercial law practice areas, from

banking and finance, to insurance, to employment and immigration law, and more. We welcome lawyers
from law firms as well as in-house counsel. IPBA's spirit of camaraderie ensures that our members from over
65 jurisdictions become friends as well as colleagues who stay in close fouch with each other through

IPBA events, committee activities, and social network platforms. To find out more or to join us, visit the IPBA

website at ipba@ipba.org.
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IPBA Upcoming Events

Event
IPBA Annual Meeting and Conferences

30th Annual Meeting and Conference

Location

Shanghai, China

Date

April 18-21, 2021

31st Annual Meeting and Conference

Tokyo, Japan

April 20-23, 2022

32nd Annual Meeting and Conference

Special Event

IPBA Virtual Conference: Innovative Resilience in an
Altered Legal Landscape

IPBA Mid-Year Council Meeting

2021 Mid-Year Council Meeting and Regional Conference

IPBA Webinars

COVID Business Interruption Insurance - the UK Supreme

Dubai, UAE

Online

Jakarta, Indonesia

1st Quarter 2023

June 15-19, 2021

November, 2021

and Strategies
More details can be found on our web site: http://www.ipba.org

The above schedule is subject to change.

- Zoom March 1, 2021
Court decision on coverage
Use and abuse of state funding in the Covid-19 era Zoom March 4, 2021
EP tracts in R le E Projects: Chall
C Contracts in Renewable Energy Projects: Challenges 700m March 31, 2021
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Proposed Framework

for Governance of
Non-Personal Data in India:
Unlocking Commercial and
Community Benefits

Since the Supreme Court of India declared the right to privacy as a

fundamental right, the Government has been in the process of preparing an
extensive personal data protection law. Recently, a Government-appointed
committee proposed a framework for governance of non-personal data as
well, to confer rights to a community over such data, protect individuals
against the risk of re-identification and abuse, and facilitate data sharing for

economic and social benefits.




Introduction

Background

India has 504 million active internet users and is
the world's largest internet market after China with
immense potential for growth o a seamless data-driven
economy.' It is crucial for a country like India to take
stock of the rules and regulations that decide how data
is proftected, utilised and shared.

India was the world’s highest smartphone data user in
2019? and has become a noticeably data-aware nation.
Spurred in part by the European General Data Protection
Regulation (‘GDPR’) in 2016, and growing cybersecurity
incidents, data privacy and cyber security have been
buzzwords in law-making circles. In a momentous shift
in India’s privacy jurisprudence, a nine-judge bench of
the Supreme Court of India (‘Supreme Court’) in August
2017 unanimously affirmed that the ‘right to privacy is
a fundamental right' of an individual and ‘an intrinsic
part of the right to life and personal liberty’ under the
Constitution of India.?

Recent Focus on Personal Data

While the aforementioned case was pending before
the Supreme Court, the Indian Government’s Ministry
of Electronic and Information Technology (‘MeitY’)
constituted a committee on 31 July 2017 (‘Expert
Committee') to study data profection issues in India
and suggest principles for data protection. The Expert
Committee submitted its report* to MeitY on 27 July 2018
and recommended a draft Personal Data Protection
Bill, 2018.° The Government deliberated and tabled
a significantly revised draft, that is, the Personal Data
Protection Bill, 2019° (‘PDP Bill') before the Indian
Parliament in December 2019. Subsequently, it was
referred to a joint parliamentary committee (‘JPC’) for
deliberation.” An official report and a revised draft of
the PDP Bill is expected from the JPC during the ongoing
Budget Session of Parliament.

Unlocking Non-personal Data

The JPC'’s inclination to give due consideration to Non-
Personal Data (‘NPD’) is reflective of a bigger shift in
the worldview on data regulation. Europe has been
active in regulating NPD? albeit to a limited extent. The
European Commission recognised the need for creating
high-value, publicly held datasets in crucial sectors such
as health, environment, energy, agriculture, mobility,
finance, manufacturing, public administration and skills
for a more advanced economy.’
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Data is at the heart of any vibrant economy of the
twenty-first century. Unlocking the value of NPD could
lead to huge advancements in society when combined
with emerging technologies such as Al, AR/VR, drones,
loT, telemedicine and autonomous vehicles. One can
determine the fastest route through traffic or decide
the right coordinates for the navigation of a weather
satellite. NPD can improve efficiency in healthcare
information processing, optimise multimodal fransport
and manage traffic flows, help to make evidence-based
decisions on environmental concerns and improve
public administration.'

On 13 September 2019, MeitY set up a committee (‘NPD
Committee’) to study issues relating to NPD and to
suggest regulation of such NPD." The NPD Committee
published its first version of the report proposing an NPD
governance framework and sought public comments.'
The report appeared to lack clear articulation of
definitions, provisions and the purpose of regulating
NPD. Upon consideration of stakeholder comments,
the NPD Committee published a revised Report on
the NPD Governance Framework on 16 December
2020 (‘Report’)"® and sought public comments until 31
January 2021." The Report clarifies the definition of NPD,
legal basis of right vested with the State and various
communities, scope of High-Value Datasets (‘HVDs') and
purposes of data sharing. The proposed NPD framework
(‘Framework’) in the Report appears fo be more
streamlined and objective-oriented.

Ambitions for Non-Personal Data Governance
Goals

The Report has twin goals of enforcing rights and
enabling value creation. First, it seeks to establish
enforceable community rights and protect individual
privacy rights threatened by the risk of re-identification
and subsequent abuse of NPD. Second, it seeks to
enable a data sharing system to unlock the economic
value of NPD.

Guiding Principles

Keeping these goals and benefits in mind, and akin
to the privacy principles set out in the PDP Bill (such as
consent, purpose limitation, storage limitation and data
minimisation), the Report sets out these guiding principles
for regulation of NPD: (1) the rights of the sovereign State
over any NPD; (2) accruing benefits to India and the
world; (3) protection of privacy of an individual against
harm; (4) simplicity and unambiguity of NPD; and (5)
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open access to the NPD for the purposes of innovation
and entrepreneurship.

Scope of NPD

Definition and Categories of NPD

The Report defines NPD as data that is not ‘Personal
Data’ as defined under the PDP Bill"® or data devoid of
any personally identifiable information. NPD may either
be: (1) data not related to an identfified or identifiable
natural person, such as air quality data or data on
wind power turbines; or (2) data that was previously
personal data but has since been anonymised such
as an anonymised dataset of individuals within an
age bracket. The Report breaks down NPD info two
categories, that is, NPD collected either from a private
entity or a public entity.

NPD Collected From a Private Entity

The Report further categorises NPD on the basis of data
collected from private or public domains and parallelly
on the basis of data collected from databases
created from private collection mechanisms or public
collection mechanisms. So, a private entity may
collect mobile data usage information of people in
a city which is data from the private domain (that is,
data relating to an individual) either from:

1. a tfelecom company housing collective mobile
data usage of its users in the city (that is, a
database created from a public collection
mechanism); or

2. a telecom company which has anonymised data
of each individual's mobile data usage (that is,
a database created from a private collection
mechanism).

Similarly, a private entity may collect information
about electricity towers in a city which is data from the
public domain (that is, data relating fo a community
or a public space) either from:

a. a company which has done a city-wide survey
(that is, a database created from a public
collection mechanism); or

b. a company which has data from individual
monitoring sensors on each electricity fower (that
is, a database created from a private collection
mechanism).
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NPD Collected From a Public Entity

The Report further categorises NPD collected by a
public entity on the basis of data collected from the
private or public domains and parallelly on the basis
of data collected from databases created from
private collection mechanisms or public collection
mechanisms. So, a public entity may collect
information to create a database about the number
of cars owned by individuals in a neighbourhood
which is data from the private domain (that is, data
relating to an individual) either from:

1. government-installed cameras in the
neighbourhood that identify cars (that is, a
database created from a public collection
mechanism); or

2. the government’s fransport department
having data on each registered car in that
neighbourhood (that is, a database created from
a private collection mechanism).

Similarly, a public entity may collect information about
water quality in a city which is data from the public
domain (that is, data relating to a community or a
public space) either from:

a. the water processing plant of that particular
city (that is, a database created from a public
collection mechanism); or

b. from individual meters installed by the concerned
water supply department of the local government
(that is, a database created from a private
collection mechanism).

High-value Datasets:

1. For Public Good and Societal Benefit
High-value Datasets (‘HVDs') are NPD containing
datasets for public-good and societal benefit, and
are capable of generating insights. For example,
a dataset of anonymised health information of
COVID-19 patients with a history of pulmonary
diseases useful for vaccination purposes.

2. Granularity of HVDs
HVDs consist of NPD of varying degrees of
granularity such as:



1. raw/factual/transactional-level data such as
anonymised data of each COVID-19-positive
individual in a particular society;

2. aggregate-level data, such as an aggregated
data set of those COVID-19-positive individuals
grouped by age and pre-existing disorders; and

3. inferred data, such as a study of how different
pre-existing disorders affect individuals who test
positive for COVID-19.

3. Creation of HVDs

HVDs can only be created by ‘Data Trustees' by
collecting NPD from Data Custodians, that is, data
collecting entities (see below). The Report recommends
that a Data Trustee may only request specific subsets
of a raw dataset ensuring data minimisation. Unlike
requests to a private entity, a Data Trustee cannot
request a public entity for inferred data related to
national security issues.

Data Trustees must uniformly request NPD from all major
custodians in creation of a HVD. If any custodian refuses
to share NPD, the trustee can raise a request to the Non-
Personal Data Authority (‘NPDA’) (described below) to
direct the custodian to share the NPD.

HVDs are offered a higher degree of protection owing
to their utility and potential for misuse. The Report
recommends the following safeguards:

1. NPD thatis prone to de-anonymisation: The sensitivity
of personal data must also be inherited into its NPD
form. For example, Telecom laws require anonymised
location data gathered from telecom customers to
be localised.

2. Monitoring tools: NPD stored in the cloud must be
regularly monitored for risks and reports must be
submitted by cloud service providers.

3. Safeguarding vulnerability: Organisations must
be indemnified for losses caused due to exposed
vulnerabilities even when they have adequate
security standards in place.

Legal Basis of Processing NPD
The Framework is infended to solely apply to NPD
and not personal data. Recognising the risk of de-
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anonymisation of NPD, the Report recommends that
individuals be informed fthat their data would be
anonymised and that they may withdraw consent.

It is clear that once an individual's consent for
anonymisation is withdrawn, the data would once
again be personal data. However, it could pose
practical hurdles for data that has already run
through analytics and thereafter an individual’s
consent is withdrawn. If some individuals have
consented to provide their anonymised driving
licence data and that NPD is consequently used
to prepare a larger data set of licence holders
of a particular category, it is unclear what would
happen to the larger data set if they withdrew
their consents.

Further, businesses would be required to scale up
and introduce consent mechanisms for undertaking
processing of NPD of their customers too, raising
costs comparable to the processing of personal
data. Normally businesses could offen adopt
anonymisation at the point of collection to offset
these costs.

Stakeholders

Non-Personal Data Authority

Similar to the Data Protection Authority (‘DPA’)
proposed to be set up under the PDP Bill, the
Report recommends the establishment of a Non-
Personal Data Authority (‘NPDA’') through industry
participation, which would function harmoniously
with the DPA, the Commission of India (‘CCl’)
and other industry regulators. While the DPA or
the CClI's role is fowards protecting individual
rights or ensuring a fair market, the NPDA would
seek to foster innovation and effective use of the
Framework. That being said, the NPDA would still
carry out more fraditional supervisory activities
such as adjudicating data requests made by Data
Trustees, ensuring that HVDs are used for only
sanctioned purposes, etc.

Data Businesses

1. Definition and Registration of Data Businesses
Any entity which is a public or private entity that
collects, processes, stores or otherwise manages
data is defined as a ‘Data Business’ under the Report.
There are certain Data Businesses which the Report
recommends should be obligated to register with
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the NPDA, based on parameters such as revenue,
magnitude of information and sources of data. It is
unclear if the requirement applies to foreign entities too.
Other Data Businesses may also register with the NPDA
voluntarily.

2. Data Custodians and Processors
Data Businesses are categorised further into Data
Custodians and Data Processors:

1. Data Custodians: Data Custodians
are akin to ‘data fiduciaries'"
under the PDP Bill and 'data
controllers’ under the GDPR.
They undertake collection,
storage, processing, use, efc., of
data and typically collect data
from an individual. The Report
recommends a ‘duty of care’ by
them towards the community.

2. Data Processors: Data Processors are similar
to ‘data processors’ as defined in the PDP Bill. They
process NPD on the instructions of Data Custodians.
However, Data Processors are responsible for the
processing of NPD relating to their own business.

As a welcome addition, the Framework exempts Data
Businesses from liability caused by any accidental harm.
In a world of increasing cyber-attacks with cybersecurity
playing catch up, Data Businesses may indulge in
innovation without the fear of being penalised.

3. Data Trustees

‘Data Trustees' are Data Businesses which are responsible
for the creation, maintenance, and sharing of HVDs in
India. They may be government organisations or private
non-profit organisations. They are voluntarily created by
persons intending to create, share and store HVDs and
owe a duty of care to the community from where the
HVDs are sourced. For example, a non-profit company
may create a HVD on the number of diabetic patients
in a particular section of the population. This non-profit
company, being a Data Trustee, would have a duty of
care towards such diabetic patients in that community.

Data Sharing Framework

Grounds for Sharing NPD

Data sharing is recommended to be undertaken on
the basis of three purposes:

1. Sovereign Purposes
Data requests for sovereign purposes may only
be made by government or public entities fo
maintain national security, law and order and public
administration activities. The Report recognises that
government actors already possess the power to
request data under various extant laws. For example,
a municipal body may ask Facebook for the
number of people who tend to like online
gaming through their accounts in that
municipality.

HVDs can only
be created by
‘Data Trustees’ by
collecting NPD from
Data Custodians.

2. Public Good
HVDs may be used for ‘public
good’, that is for a community
benefit, research and development,
policy development or other societal
benefit purposes. The Report is silent
on whether NPD other than HVDs can
be shared for public good. For example,
a private organisation may request a soil
testing laboratory for information on the saoil in
an area to improve farming practices. However, more
clarity on what constitutes public good would help stifle

any potential misuse of NPD.

3. Commercial Purposes

The Report recognises that for-profit entities share NPD
for commercial purposes as an existing practice and
hence does not provide any recommendations. For
example, Facebook may request anonymised app
usage data of WhatsApp's customers.

Metadata Directory

All Data Businesses are required to share metadata and
underlying data with the NPDA. The NPDA will create a
publicly accessible directory of metadata sourced from
all Data Businesses in India. However, the necessity of
sharing underlying data for the purpose of a metadata
directory is unclear. Open access to the metadata
directory would be provided to registered organisations
in India.

Sharing of HVD

The Report recommends that sharing of HVDs must be
subject to data minimisation, purpose limitation and
must benefit the ‘greater public good’. Concerns have
been raised on the Framework allowing sharing of HVDs
to ‘create new businesses—startups and SMEs’ which
some fear would lead to a conflict of business interests.



Proposed Data Flow

Registration as a Data
Business

Data Requesters request
Data Trustees for access to
datasets in HVDs

To illustrate with an example:

Data Business lists
metadata on NPDA
Directory

Data Trustee creates a HVD
with the NPD

Request by Data Trustee of
sub-sets of NPD from listed
meta-data

Sharing of the NPD by Data
Business

X Business (involved in taxi
aggregation) is required to
register as a Data Business

X lists metadata such as
passenger, vehicle and ride
information

Data Trustee (an NGO)
requests sub-sets of NPDs,
such as ride timings and

Update

Data Requesters request
the NGO for datasets
within the HVD (such as
age groups of passengers
booking taxis, costs and
routes)

Benefactors of the Framework

The Sovereign State

It is abundantly clear that one of the primary benefactors
of the Framework is the State. One of the main goals
of the Framework is to vest rights over NPD with India
although the nature of the exact rights is unclear.
However, NPD shared for a sovereign purpose would
benefit security of the State and public administration.
For example, the State can request NPD from cab
aggregators to determine and improve transport
patterns during a COVID-19-induced lockdown.

The Community

The Report intends to create rights vested in a
community, unlike in individuals, over their personal data.
A community is defined as any group of people bound

demand

NGO creates a HVD to
conduct research on the
shortfalls of public
transport and ways to
meet demand

Such data is shared with X

by common interests and purposes and involved in social
and/or economic interactions. These communities have
the right to raise a complaint with the NPDA through
non-profit entities.

Since the NPD Committee has chosen fo keep the
definition of a ‘community’ broad and vague, the scope
of who would be affected by exercise of ‘community
rights’ could be fluid.

Private Entities

While private entities may not be the biggest
benefactors of data sharing processes under the
Framework, the Report recognises that certain rights over
copyrights and proprietary rights of private entities need
fo be protected.



Demarcating what

processing activity
of organisations
would come under
the ambit of which
, regulator could prove
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to be difficult.

Interplay Between the NPD Framework and
PDP Bill

Anonymised Data

The Report recognises that the PDP Bill grants authority
to the government to request anonymised data from
organisations and to that effect, recognises the conflict
of jurisdiction with the Framework. It recommends that
the provisions related to anonymisation be removed
from the PDP Bill. With reports coming in (as described
above) that the scope of the PDP Bill would be revised
foo, it would be interesting to see how anonymised data
would be governed by the PDP Bill.

The NDPA and the DPA

Data Custodians under the Framework may, in all
probability, be data fiduciaries under the PDP Bill. Entities
will be accountable to both the NPDA and the DPA.
While the NPDA would focus on unlocking value in NPD,
the DPA would supervise prevention of personal harm.
This could prove fricky for an organisation that processes
a mix of NPD and personal data. Demarcating what
processing activity of organisations would come under
the ambit of which regulator could prove to be difficult.

Parting Thoughts

While there are still some issues to be ironed out,
the Framework is a commendable step to deriving
societal and economic benefit out of the behemoth

of a resource that India is. The European Commission
has forayed into this space to a limited extent with its
regulation for a framework for the free flow of non-
personal data. It has also proposed a ‘Data Governance
Act' aimed aft creating frust between data infermediaries
and strengthening data-sharing mechanisms.” The
Framework, though, is a more comprehensive, first-of-its
kind regulation and the Report recognises that.

The Report is clear that the Framework is only intended
to regulate the NPD of Indians and not foreigners. With
data being hyper-connected in any information system
today, Data Custodians could face more difficulties in
segregating their datasets to ensure compliance.

The Framework may overlap with attempts at the
sectoral level to regulate NPD such as in the securities
market. The Securities and Exchange Board of India
(‘SEBI') constituted a Market Data Advisory Committee™
that seeks to define different forms of NPD and
recommend an operational framework for sharing such
NPD under the oversight of SEBI. Jurisdictional challenges
may arise between SEBlI and the NPDA, in addition to
how NPD is treated by either of the regulators.

The Framework’s overlap with the PDP Bill must be closely
watched too. The PDP Bill is the priority of the Government
and its final draft would determine if NPD regulation



would form part of the PDP Bill itself or if there would be
an independent regulation as the Report recommends.
The Government has been receptive to public comments
and suggestions on ifs first version of the Report, it can be
expected that once the deadline for submission of public
comments on the Report closes, there may well be a third
version of the Framework issued.
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Data Protection
Experiences from Brexit

‘ Envisaging a future data transfer framework for ASEAN




Introduction

The EU General Data Protection Regulation (‘GDPR’)’
is regarded as a global standard for the protection of
the right fo privacy of an individual (‘the data subject’).
Whilst it creates a legal obligation for EU States, it has
been used as a template for non-EU jurisdictions and is
the basis of the UK's framework, the UK GDPR, following
its withdrawal from the EU.

The EU GDPR and UK GDPR strike a balance between
the legitimate business interests of an organisation and
its ability to collect, use, process, share and fransfer
personal data and the interests of the data subjects,
their right to privacy and right to ensure that the data
held by an organisation (whether as conftroller or
processor) is kept secure, accurate and is only used
for its original intended purpose. They achieve this
aim through the creation of technical, governance
and organisational obligations, along with robust
enforcement and stringent penalties.

In ASEAN, development of data protection frameworks
has been gradual and disjointed, with some States still
without an overarching law. However, the growth of
frade with Europe has prompted ASEAN jurisdictions
tfo review and reconsider their approach to data
protection and privacy.

Obligations and Responsibilities

A key question for an organisation is whether it acfts
as a conftroller, joint controller and/or processor, as this
decides its obligations and responsibilities. For those UK-
based organisations, the Information Commissioner’s
Office ('ICO’) has created a checklist against which
an organisation may assess ifs activities in order to
decide its role and function, as well as consequent
responsibilities and obligations. This, in turn, guides the
technical and organisational measures it must put in
place to achieve and demonstrate compliance under
the EU and UK GDPR.

An organisation is not expected to adopt each and
every measure fo the fullest extent, but rather adopt
those that are proportionate to the identified level of
risk, including:

1. Technical

e Adopt a data protection framework ‘by design
and by default’. When an organisation is
considering new processes or systems, it must
consider how data protection principles and
safeguards can be incorporated within such a
system (for example, by ensuring that its privacy
seftings are set at ‘high’ by default).

e Ensure that technical and IT security systems are
secure and can withstand any accidental or
deliberate action that causes loss, alteration,
unauthorised disclosure of, or access to, personal
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data. Most jurisdictions have a national cyber
security cenfre that issues guidance and tools for
organisations.

2. Governance

Data protection compliance is a matter for an
organisation’s board and senior management. As with
any other governance issue, an organisation is required
to put in place measures that meet its risk assessment
and risk appetite. Both the EU and UK GDPR lay down
specific compliance measures, which include:

e Appointment of a Data Protection Officer (‘DPQO’)
for an organisation that meets the criteria set out in
Article 37:

o all public authorities, including private
companies performing a public function, but
not courts (as defined in national law) acting in
their judicial capacity;

o all other controllers/processors whose core
activity is the regular and systematic monitoring
of individuals on a large scale; and

o all controllers/processors that process special
categories of personal data on a large scale or
personal data relating to criminal convictions.

In addition, domestic law may include other types of
organisation where a DPO is required. Even for those
without a legal obligation to appoint a DPO, there
is a general encouragement to consider such an
appointment on a voluntary basis. The DPO lies at the
heart of the implementation of the EU GDPR (and the UK
GDPR) obligations, which require an organisation to:

e Ensure data protection principles are fully
integrated into business operations and staff trained
to the requisite standard (depending on role and
function).

e Provide for suitable communication channels and
complaints mechanisms for data subjects.

* Have record keeping systems in place where an
organisation has 250 or more employees. (However,
given the overarching obligation for fransparency
and accountability, SMEs should also keep a record
of their data processing).

\Mar 2021 J

e Report personal security data breaches to the
national supervisory authority and, in appropriate
circumstances, also notify data subjects.

3. Organisational

An organisation (in particular, any data confroller) retains
legal responsibility for GDPR compliance and must have
clear internal policies and procedures relating to:

¢ Adherence to data protection principles when
collecting, using, processing, sharing (including
sharing with competent law enforcement agencies)
or transferring (to a third State or international
organisation) personal data.

¢ The lawfulness of data processing.
e Having a privacy notice.

* Handling of communications from data subjects in
exercise of their rights granted under the EU and
UK GDPR and dealing with complaints from data
subjects.

e The transfer of personal data to a third State or
international organisation.

e Security, including security of processing and of
personal data. This includes the physical security of
premises and staff access to personal data within
the organisation.

* Data protection impact assessments (‘DPIA’), where
the organisation has identified a high risk fo the rights
and freedoms of data subjects.

¢ Notification of personal data breaches to the national
supervisory authority and, where relevant, data
subjects. The EU GDPR requires each member State to
have one or more national supervisory authorities, and
organisations that conduct cross-border operations
should identify its applicable lead supervisory
authority (usually where it is headquartered). Since
the withdrawal of the UK from the EU, organisations
must now review their operations to determine
whether they fall within Arficle 3 of the UK GDPR and
EU GDPR and whether they are subject to both the
ICO and/or another European Economic Area (EU
States, plus Iceland, Liechtenstein and Norway) (‘EEA’)
supervisory authority.



Particular Features of the UK’s Data Protection
Framework

The UK implemented the EU GDPR through the
Data Protection Act 2018 (‘DPA 2018') and took the
opportunity to apply the data processing principles o
other areas, including immigration, law enforcement
and intelligence agencies. To that extent, UK domestic
law went much further than the strict requirements of
the EU GDPR.

The DPA 2018 also infroduced additional requirements or
exemptions, particularly in respect of notifications and
data access rights. It must be remembered that data
subject rights are not absolute, but restrictive.
Encroachment may thus be justified if
lawful, necessary and proportionate. Its
Schedule sets out specific instances
when the exemption applies, the
extent to which it applies in respect
of each right and the conditions
for its application. It also permits
the processing of special category
data (or ‘sensitive data’) in any of the
10 situations listed in the GDPR, with
additional conditions, varying in nature,
scope and extent.

The UK’s withdrawal from the EU has led to the creation
of a UK-specific framework, which nevertheless remains
predicated on the EU GDPR and retains, subject to
specific qualification under the DPA 2018, the same
key definitions as to personal data, data protection
principles and the rights of data subjects, along with the
wider obligations set out in the EU GDPR. The reality is
that, essentially, the data protection obligations in the
UK are unchanged and that is no mere coincidence.
The EU GDPR standards, along with the extension to
other areas and sectors, have been retained as a
matter of policy to safeguard the interests of data
subjects, but also to allow, without undue complication,
the cross-border fransfer of personal data from the UK to
a third State (which now includes every EU/EEA State).

International/Cross-border Data Transfers

The increase in the levels of collection and processing
of personal data, allied to technological developments
and processors more frequently being located in
a jurisdiction other than that of the conftroller, have
combined to create an additional challenge, namely,
the rights of individuals not being able to be guaranteed

The DPO lies at the heart

of the implementation of

the EU GDPR (and the UK
GDPR) obligations.

or protected once their personal data has been
fransferred to another jurisdiction. At the same time,
the business imperative for data transfer is captured by
Recital 101 of the EU GDPR:

... flows of personal data to and from countries
outside the Union and international organisations
are necessary for the expansion of international
frade and international cooperation. The
increase in such flows has raised new challenges
and concerns with regard to the protection of
personal data ... A fransfer could take place only
if ... the conditions laid down in the provisions of
this Regulation relating to the transfer of
personal data ... are complied with by
the confroller or processor.

Data transfer is the transfer of any
personal data which is being
processed or is infended to be
processed after it has been
tfransferred to a third State or
international organisation. This is
an important concept as the key
is whether the data is processed or
infended to be processed (which includes
storage of data) in that third State. If data
simply transits through a third State and is not likely to be
processed in that third State, it is not data tfransfer.

Despite a recognition of the need for personal data
fransfer, it has been far from easy. Within the EU/EEA, the
EU GDPR harmonised the data protection framework
through, inter alia, the creation of common obligations
and responsibilities for controllers and processors, giving
data subjects the same level of legally enforceable
rights in each such State, establishing equivalent
sanctions in all Member States and building co-
operation between national supervisory authorities.
This helped to create what might be described as
a ‘common safe space’ for personal data transfer
between Member States, underpinned by each State
having signed up to the same human rights standards
(under the EU Charter) and data protection framework.

The wider issue, though, is whether an organisation
located in an EU State may transfer personal data
to a third State (that is, non-EU/EEA) or international
organisation, or between a group of undertakings or
enterprises engaged in joint economic activity.
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Chapter V of the EU GDPR sets out the principles for
tfransfer and the three bases of transfer: adequacy
decision (Article 45), appropriate safeguards (Arficle 46)
and derogation (Article 49). As the tfransition period for
the UK has now ended, it is now a ‘third country’ for the
purposes of personal data transfers between the UK and
the EEA and falls to be considered under Chapter V of
the EU GDPR.

Before considering each of the bases of transfer, if is
worth highlighting that, under the UK-EU Trade and
Cooperation Agreement, data transfers between the
UK and the EU/EEA may confinue for no more than six
months until adequacy decisions have been adopted.
For the sake of clarity, we will therefore consider
the alternative basis for fransfer in the event that an
adequacy decision is not made for the UK.

For its part, the UK has created similar transfer
mechanisms for data transfers from the UK to any third
country (which includes the EEA). The three fransfer
conditions are: adequacy regulation (Article 45, UK
GDPR), appropriate safeguards (Arficle 46, UK GDPR),
and exception (Arficle 49 UK GDPR).

Nevertheless, grasping international data transfer bases
is far from straightforward! With that in mind, we will now
turn to examine each of those bases (under both the EU
GDPR and UK GDPR).

Bases for Data Transfers: The Three Bases
As discussed above, the three bases for transfer of
personal data are:

1. Adequacy decision (Article 45, EU GDPR) and
Adequacy regulation (Article 45, UK GDPR).

2. Appropriate safeguards (Arficle 46, EU GDPR) and
Appropriate safeguards (Article 46, UK GDPR).

3. Derogation (Article 49, EU GDPR) and Exception
(Article 49, UK GDPR).

1. Adequacy Decision (EU GDPR) and Adequacy
Regulation (UK GDPR)

Under the EU GDPR, the European Commission (‘EC’)
can decide that a third State, a territory, or one or more
specified sectors within a third State, or an international
organisation provides an adequate level of protection for
data subjects. This is the ‘adequacy decision’ and once it
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has made an adequacy decision, data transfer can take
place without any further or additional authorisation.

Under the UK GDPR, the same procedure is carried out
by the Secretary of State, who will make a decision under
the DPA 2018 in respect of a third State, a territory, or
one or more sectors within a third State, an international
organisation or a description of such a State, territory,
sector or organisation (‘adequacy regulation’) following
which data fransfer can then take place without any
further or additional authorisation. The regulations may
specify or describe a transfer; if so, only such a fransfer
may be made.

The factors that the EC and the Secretary of State must
take into account are broadly the same. These include:

e The rule of law, respect for human rights and
fundamental freedoms, access to the data by public
authorities in the third State, its data protection rules,
ability of data subjects to enforce their rights in that
State and rules for any onward fransfer to another
State or international organisation.

¢ The existence and effective functioning of one or
more independent supervisory authorities in the third
State or to which an international organisation is
subject that is responsible for ensuring compliance,
has adequate enforcement powers, is able to
advise data subjects on how to exercise their rights
and its cooperation with the supervisory authority of
the relevant State (in the case of the UK, the ICO).

¢ The international commitments entered into by the
third State or international organisation.

The EC and Secretary of State each publishes a list of
the third States, territories and specified sectors within
third State and international organisations for which an
adequacy decision has been made or set out in the
adequacy regulation.

The EC has made full findings of adequacy in respect
of nine States and territories and partial findings
of adequacy in relation to two States (Japan and
Canada). The adequacy decisions are kept under
review and any additional findings are published on the
EC website. It has not yet made an adequacy decision
as to the UK% However, as mentioned earlier, the UK-EU
Trade and Cooperation Agreement has preserved the
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position and personal data transfer from the EU (and the
EEA) to the UK is permitted for ‘no more than six months’
until the EC has adopted its adequacy decisions. It is
not a foregone conclusion that an adequacy decision
will be made for the UK. Without an adequacy decision,
personal data transfer from the EEA will need to take
place under the remaining fransfer bases.

The UK ‘adequacy regulations’ include the EEA and
all States, territories and international organisations
covered by the existing EC ‘adequacy decisions’ that
were valid as of 31 December 2020. The position may
change, but presently an EEA-based organisation and
those covered by the EC adequacy decision may
continue to transfer data to the UK.

2. Appropriate safeguards (Article 46 EU GDPR and
UK GDPR)

In the absence of an adequacy decision or adequacy
regulation, an organisation may still transfer personal
data, provided it has appropriate safeguards in place
and on condition that a data subject is able to enforce
his/her rights and has effective legal remedies available.

Article 46(2) of both EU and UK GDPR provides six
appropriate safeguards and it is for the controller or
processor to decide which is most applicable to its
operations and offers adequate data subject protection.

The selection of the appropriate safeguard does not require
approval from the relevant supervisory authority, however,
the safeguard may contain elements of approval and
authorisation. The appropriate safeguards are:

Safeguard 1: A legally binding agreement between
public authorities. Alternatively, the national supervisory
authority may authorise the contractual clauses
between conftroller or processor and the controller,
processor or the recipient of the personal data in the
third State or international organisation, or the provisions
are set out in any administrative arrangements between
public authorities or bodies.

Safeguard 2: Governing fransfers between a group of
undertakings or enterprises engaged in joint economic
activity through legally binding corporate rules (‘BCR’)
that expressly provide for enforceable rights of data
subjects and meet all 14 conditions set out in Article
47(2). Where reliance is fo be placed on BCRs, they
must be approved by the relevant EU State supervisory
authority (EU compliance) or the ICO (UK compliance).

Safeguard 3: Standard data protection clauses (Standard
Conftractual Clauses or SCCs) in the form of template
fransfer clauses adopted by the European Commission
(EC) or specified in regulations made by the Secretary of
State (for the UK).
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The SCC safeguard was the subject of a challenge
in respect of the EU-US Privacy Shield (2016/1250)
on the grounds that it did not provide adequate
protection against access by public authorifies fo the
data fransferred to the US. The Court of Justice of the
European Union in Data Protection Commissioner v
Facebook Ireland and Maximillian Schrems® highlighted
the shortcomings in the existing EU-US Privacy Shield, in
particular the lack of equivalent protection guaranteed
by the EU GDPR and EU Charter and declared it invalid.

The Court confirmed that whilst GDPR applies to the
transfer of personal data for commercial purposes
between operators, the data may be processed by the
authorities of the third State for the purposes of public
security, defence and State security. The real concern is
the level of protection available to the data subject in
the third State which must equate to that available to the
data subject in the relevant EU State and any assessment
as to the level of protection ‘must take intfo consideration
both the confractual clauses agreed between the data
exporter established in the EU and the recipient of the
fransfer established in the third country concerned and,
as regards any access by the public authorities of that
third country to the data transferred, the relevant aspects
of the legal system of that third country’.

The Court held that the limitations on the protection
of personal data under US law, where that data is
accessed or used by US public authorities, do not
satisfy the equivalence requirements and that the
surveillance programmes based on those domestic
law provisions are not limited to that which is strictly
necessary or proportionate.

The requirement now is for an operator to consider
if the SCCs provide adequate protection. If not,
supplementary measures need to be in place. In
November 2020, the European Data Protection
Board (‘EDPB’') published its recommendations on
supplementary measures (‘Recommendations 01/2020
on measures that supplement transfer tools to ensure
compliance with the EU level of protection of personal
data’) which set out a series of steps in order to assess
whether supplementary measures are required for the
intended data transfer(s).

In addition, '‘Recommendations 02/2020 on the
European Essential Guarantees for Surveillance
Measures’ require an organisation to examine the law
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in the third State that governs access to personal data
by public authorities and whether the surveillance
measures in the third State amount to justifiable
interference with the rights to privacy and the
protection of personal data.

If the organisation comes to the view that the
surveillance measures in the third State are not
sufficiently limited, nor provide effective redress to EU
data subjects, then the level of protection is deemed
not to be EU equivalent and any transfer must be
stopped or re-considered.

Safeguard 4: Standard data protection clauses
adopted by a supervisory authority and approved
by the Commission (EU GDPR) and standard data
protection clauses specified in a document issued
(and not withdrawn) by the Commissioner under
section 119A of the DPA 2018 and for the time
being in force (UK DPA and GDPR). For the UK,
the safeguard allows organisations to enter intfo a
contract that is specific to its area of operations,
provided the contract is ICO approved.

Safeguard 5: An approved code of conduct under
Article 40, catering for the specific processing
requirements of a sector, whilst simultaneously ensuring
the application of the EU/UK GDPRs to the relevant
sector and to MSMEs. The code should include binding,
enforceable commitments by the data receiver
(controller/processor) in the third State to apply the
appropriate safeguards, including protecting the rights
of individuals whose personal data is transferred. The
UK ICO has not yet approved any codes of conduct.

Safeguard 6: The approved certification mechanism
developed under Article 42 (EU/UK GDPRs). The
certification mechanism must include a binding,
enforceable commitment by the data receiver
(controller/processor) in the third State to apply
appropriate safeguards, including enforcement of
data subject rights. The cerfification mechanism must
be approved by the relevant supervisory authority.

3. Derogation (Article 49 EU GDPR) and Exception
(Article 49 UK GDPR)

Where the EC has not made an adequacy decision
or one of the Article 46 safeguards (including BCRs)
is not available, the transfer may take place through
relionce upon a derogation in Article 49 (EU GDPR).



The UK GDPR takes the same approach, including the
specific situations for the derogation or exception.
Those are:

1. explicit consent of the data subject having been
informed of all possible risks (this derogation is not
available for activities by public authorities in the
exercise of their public powers);

2. itis necessary for the performance of a confract, or
to put in place pre-confract, measures between the
data subject and the conftroller (not available for
activities by public authorities in the exercise of their
public powers);

3. it is necessary for the performance or conclusion
of a contract between the controller and a person
(natural or legal) other than the data subject,
but which has been made in the inferests of the
data subject (not available for activities by public
authorities in the exercise of their public powers);

4. itis necessary for important reasons of public interest
made under domestic law-for the UK, it is the
Secretary of State who by regulation will specify if
the fransfer should be restricted;

5. it is necessary for the establishment, exercise or
defence of legal claims;

6. itis necessary to protect the vital interests of a person
(data subject or another) where the data subject is
physically/legally incapable of giving consent; or

7. itis made from a register which, under national or
EU law, is infended to provide information fo the
public (and is open to consultation by either the
public in general or those with a legitimate interest
in inspecting the register), but only to the extent
permitted under the relevant law (EU or Member
State law) and in accordance with any conditions
stipulated therein.

Article 49(1) (EU/UK GDPRs) also creates a transfer
mechanism where there has been no adequacy
decision/adequacy regulation, an appropriate
safeguard (including BCR) is not available and the
derogation or exception situations are not available.
This fransfer mechanism is only available subject to
the strict conditions in Article 49(1). If reliance is to

be placed on this fransfer mechanism, a conftroller
must inform the relevant supervisory authority and the
data subject of the transfer. It must, in addition to its
ongoing obligations to the data subject under Articles
13 and 14, also inform the data subject the nature of
the compelling legitimate interest it is pursuing. The
conditions set out in Article 49(1) are:

a. the transfer is not repetitive (similar tfransfers are not
made on a regular basis);

b. itinvolves alimited number of individuals;

c. itis necessary for the purposes of the compelling
legitimate interests of the organisation, but does not
override the interests of the individual; and

d. the confroller has assessed all the circumstances of
the transfer and, based on that, has put in place
suitable safeguards to protect the personal data.

Reflection

The EU and UK GDPRs are not an easy read and do
not make for a straightforward explanation to a client.
However, they do set out a comprehensive framework
that seems here to stay and is likely to heavily influence,
and even shape, ASEAN and wider Asia-Pacific data
protection policy and legislation in the years to come.

Notes

' Regulation (EU) 2016/679

2 Since the paper was written, the EC has announced two adequacy
decisions (GDPR & law enforcement respectively) for the transfer of
personal data to the UK. However, both decisions await formal approval.
% (Case C-311/18; judgment dated 16 July 2020).

Martin Polaine
Barrister, Brooke Chambers, United
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Privacy Rights of Data of
Users on Digital
Technology Platforms

Years ago, the regulations on

protecting the privacy of the data
collected by enterprises from
e-commerce websites and mobile 3
apps were not strong and tools for
protecting data owners (‘users’)

were not constituted clearly.
With the occurrence of loss and
disputes and the rapid growth
of the e-commerce industry, the

Vietnamese legislature has issued
several provisions to create a legal
instrument to protect data owners
and enterprises’ legitimate rights
for collecting and using data. This
article will discuss matters relating
to user privacy through accessing,

using, and exploiting the benefit

from enterprises’ websites and

the boundary between the legality
of the information collected by
enterprises and their rights upon

collection of such information.

-



Introduction

The Fourth Industrial Revolution keeps progressing strongly
even while the world is experiencing the COVID-19
pandemic. As before, digital fransaction platforms have
been created to optimise users’ demands such as saving
time or reducing fravel and to enhance the flexibility
and benefit of applications. For now, the effects from
the pandemic and the requirement from governments
on isolating, reducing direct activities and limifing
gatherings have turned out to be the momentum for the
digital industry to reach a climax.

In Vietnam, this is even more pronounced since the
Vietnamese government has issued several consecutive
policies to minimise the effect of COVID-19; that is,
typically, the social isolation of international travellers
entering the country, infected people and those
suspected of being infected. The isolation does not apply
only to the infected but also to the whole enterprise if
such enterprise has employees that have had direct or
indirect close contact with any infected individual. The
issues arising are how enterprises can survive and operate;
how authority agencies can avoid being temporarily
closed; and how citizens can maintain daily activities such
as studying, gatherings, consumption, entertainment, etc.
Consequently, this has led to a faster growth of digital
technology in Vietham than ever before.

According to statistics from the statistical organisation
in Vietnam, during the period before COVID-19 broke
out in Vietham and globally, the number of internet
users in Vietnam increased
by 6.2 million (10 per cent)
from 2019 to 2020. As of
January 2020, Vietnam
currently has 68.17 million
people using internet
services, and social media
penetration of 67 per cent.

Figure 1

With such growth, users’
data has become goods
searched and used for
commercial purposes

96.90

by organisations and ILL
individuals. Governments
also use data collected
from declaration requests
to manage citizens and
companies. In this context,

information tfechnology is developing programs and
apps to collect information and to frack and monitor
individuals and enterprises extensively, at a country
level and even at a global level. However, many similar
programs and systems are being built and operated
rampantly by authorities and economic, commercial
and fechnological entities and others that gravely
violate users’ rights of privacy. Users are forced to
provide information when using any technology
uftilities or apps, without knowing whether their data is
protected or not.

Which Data is Permissible to Collect?

User rights of privacy to their data have been
promulgated in regulatory documents of Vietham since
1946 under the first Constitution. Accordingly, they are
inalienable rights which belong to the data owners. It
means that the data owners shall be entitled to consider
and determine the use of the data by their sole decision.
In other words, in Vietnam, the data permissible to be
collected is only that which the owners have allowed
and provided voluntarily. What remains is that data
collectors, when using data, must comply with the legal
framework of Vietnam. This is based on the ‘individual
consent’ principle, that is, the consent and acceptance
of users through ticking ‘'l Agree’, ‘'l understand and
agree’ or ‘| accept’ stated in commitments called ‘Terms
and Conditions’ or ‘Terms of Use’.

The understanding under Vietnamese regulations is
similar to that of the rest of the world regarding user data.

Source: Synthesised from the Digital Marketing Report of WeareSocial and Hooftsuite.
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Accordingly, ‘user data’ means any information solely
owned by the user such as his/her identity (name, age,
date of birth, residence, ID); an enterprise’s information
if the users are enterprises such as residency and
workplace; finances (income, assets, bank accounts,
card numbers, savings, etc.); and users’ interests, habits,
needs, etc. This information is provided by interacting
or sharing individual data with organisations from
fransactions on platforms serviced by them. The data
is also collected when the user connects to and uses
websites to search for information, digital apps for work
or entertainment purposes, etc. In this way, users, by
default, have provided their information to the provider
and this enables organisations to collect data.

At present, Vietnam only has general provisions but no
regulatory documents promulgated specifically about
data — for example, which data is permissible to collect,
how users can manage or monitor organisations which
collect and use data, on using data for its original
purpose such as when users are entitled to adjust their
information and the method of adjustment, the right to
delete the data previously provided, etc. All of this has
resulted in data not being protected in the best way and
ilegal data trading also frequently happening.

The Scope of Data Collection by Organisations
Data belongs to users under their rights of privacy
and the laws give back authority to data owners.
Accordingly, the law regulates that the information
collector can use the collected data only upon
obtaining consent of data owners and can exploit the
data only within the scope of what the user has agreed,
that is, data collectors can use data only to the extent
agreed by users.

The above principle is recorded in the ‘Law on Cyber-
information Security 2015'. Accordingly, before
processing individual information such as collecting,
adjusting, using, saving, providing, sharing, etc., the
owner's consent will be required. As for collecting
organisations, they need to take measures to ensure
data security. However, the current provision only stops
at a general level of the government’s orientation and
has not caught up with the development of digital
technology activities in Vietnam.

What the Government Has Done to Ensure the
Security of User Data
Users have privacy rights to their individual data,
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particularly the right to user data which is collected
by providers, website owners, e-commerce platforms
which require users to provide their own data in order
to access, collect information, utilise services from
providers or to perform their obligations. Apart from
when users use services through websites, data is
collected when users perform obligations to authorities.
Users here are not only individuals but also enterprises.

In Vietnam, the regime for protecting the right to
privacy of individual data was established with the 1946
Constitfution and has been specifically supplemented
at different periods to catch up with the development
of digital technology. The current Constitution regulates
as follows:

1. Everyone has the right to inviolability of their
private life, personal secrets and family secrefts;
and has the right to protect his or her own honour
and reputation. The safety and confidentiality of
information on private life, personal secrets and
family secrets of citizens are ensured by law.

2. Everyone has the right to confidentiality of
correspondence, telephone, telegraph and other
forms of private communications. No one may
open, control or seize illegally correspondence,
telephone, telegraph and other forms of private
communications of other people.

Article 38 of the Civil Code 2015 on the ‘Right to private
life, personal privacy and family privacy’ regulates:

1. Private life, personal privacy and family privacy are
inviolable and protected by law.

2. The collection, storage, use, and publication of
information related to the private life or personal
privacy of an individual must have the consent of
that person, and the collection, storage, use, and
publication of information related to family privacy
must have the consent of the family members,
except where otherwise prescribed by law.

3. The safety of the mail, telephone, telegraph,
electronic database and other forms of private
electronic information exchange of an individual
shall be ensured and kept confidential. The
opening, control and seizure of the mail, telephone,
telegraph, electronic database and other forms of



private electronic information exchange of another
person may only be conducted in the cases
provided by law.

4. A party to a confract may not disclose information
on the private life, personal privacy or family privacy
of the other party or parties known to it during the
process of contract establishment and performance,
unless otherwise agreed.

The Law on E-fransactions 2005 in Article 46 ‘Information
confidentiality in e-transactions’, provides:

2. Agencies, organizations and
individuals must not use, provide
or disclose information on
private and personal affairs or
information of other agencies,
organizations and/or individuals
which is accessible by them
or under their control in
e-transactions without the
latter’'s consent, unless otherwise
provided for by law.

The Law on Cyber-information Security 2015
also regulates ‘Principles of protecting personal
information in cyberspace’, and accordingly provides:

1. Individuals shall themselves protect their personal
information and comply with the law on provision of
personal information when using services in cyberspace.

2. Agencies, organizations and individuals that process
personal information shall ensure cyber information
security for the information they process.

The Law on Cybersecurity 2018, at first had required that
enterprises providing services in cyberspace shall noftify
directly to users if their data is violated, broken or lost.
The Criminal Code of Vietnam has specified criminal
acts for violating the privacy right of users and, based on
the violation and damage level fo users, fo impose the
respective administrative penalty or imprisonment.

In the scope of international transactions, the
Vietnamese Government also proves its commitment to
protect privacy rights by participating in the International
Covenant on Civil and Political Rights (‘ICCPR’), in which
Article 17 states:

present, Vietnam
only has general
provisions but no
regulatory documents
promulgated
specifically about
data.
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1. No one shall be subjected to arbitrary or unlawful
interference with his privacy, family, home or
correspondence, nor to unlawful attacks on his
honor and reputation.

2. Everyone has the right to the protection of the law
against such interference or attacks.

The Difference Between Viethamese and
International Provisions on Privacy Right
Security
Currently, the most provisions on data privacy right
security is the General Data Protection
Regulation (‘GDPR’') of the European
Union. The GDPR was issued under the
opinion that the right to privacy is an
fundamental right of individuals who
shall be entitled to manage the data
provided to enterprises, including
the right to know about usage
purposes, parties which access their
data, archive terms and the right fo
correct, delete, restrict or object to
data usage, etc. The GDPR also requires
that data collectors or hosts shall collect
the data in a legitimate way and manage it
to avoid illegally exploiting the data.

As for Vietnam, legal instruments are being adjusted to
catch up with the development of digital technology.
Especially, the provisions of the Law on Cybersecurity
issued in 2018 have taken effect since 2019, forcing
enterprises to enhance measures to ensure the security
of user data, in particular:

To apply technical solutions and other necessary
measures to ensure security during the process of
collecting information and to prevent the risk of
revelation, damage to or loss of data; and in the
case of occurrence or possible occurrence of the
revelation, damage to or loss of data about user
information, fo immediately provide response
solufions, and at the same time nofify the user
and report to the Cybersecurity Task Force in
accordance with this Law;

The provisions of the Law on Cybersecurity have some
similarities to the GDPR in recording the responsibilities
of data collectors, hosts and exploiters. However, the
Viethamese laws have not yet specified the rights of
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data owners as the GDPR has and it also gives the
government the right to control the data to ensure the
security of the flow of information and to secure the
important cyber infrastructure of the nation. Therefore,
organisations inside and outside of Vietnam providing
services in cyberspace are obliged to store the data in
Vietnam. Typically, the Law on Cybersecurity provides:

Domestic and foreign service providers on
telecom networks and on the Internet and
other value added services in cyberspace
in Vietnam [cyberspace service providers]
carrying out activities of collecting, exploiting
[using], analyzing and processing data [being]
personal information, data about service users’
relationships and data generated by service
users in Vietnam must store such data in Vietham
for a [specified] period [to be] stipulated by the
Government.

Foreign enterprises referred to in this clause must have
branches or representative offices in Vietham.

Thus, besides storing data in Vietnham, the government
also requires foreign companies to establish
representative offices or branches in Vietnam. This
requirement shall apply fo any foreign company
providing telecommunications or internet services
that collect, process, exploit or analyse individual
data of service users. The provision has covered quite

an extensive scope of enterprises operatfing in digital
tfechnology such as telecommunication companies,
data storage companies or data sharing companies like
those providing cloud services, domestic or international
domains to serve users in Vietnam, e-commerce
websites, online payment companies, payment
intermediaries, shipping connectivity apps, social media,
electronic games and e-mail.

However, all current provisions have stopped at
separate provisions and have nof been collated into
a single regulatory document which would provide all
the provisions for protecting privacy rights from other
regulatory documents clearly and specifically. Also, all
current provisions only exist at the most general level,
but do not specify and have sanctions for each level
of damage to users due to leakage or loss of data
collected from such users.

Legal Effect of the Commitment Between Users
and Collectors as Data Messages

Similar to the rest of the world, in Vietnam, websites,
e-commerce platforms, mobile applications, etc., record
the commitment between users and data collectors
on the responsibility of providing the user information
and the rights of data collectors to manage and use
the user information through the formality of ‘Terms
and Conditions'. To catch up with the worldwide
developments and the conformity of the digital
industry, Vietnam has acknowledged the effect of



these commitments and, accordingly, the agreement
between users and organisations receiving information
shall be abided by the parties and exist as a ‘data
message’ and it will be lawful evidence to protect one
of the parties when any disputes arise that relate to using
the data. Particularly, the regulations on e-transactions
of Vietnam have prescribed as follows:

Article 11. Legal validity of data messages

Information in data messages cannot have its
legal validity disclaimed for the sole reason that it
is expressed in the form of data messages.

Artficle 12. Data messages being as valid as
documents

Where the law requires information to be in
writing, a data message shall be considered
having met this condition if the information
contained therein is accessible and usable for
reference when necessary.’

Article 14. Data messages being as valid as
evidence

1. A data message cannot be disclaimed in
terms of ifs validity as evidence for the sole
reason that it is a data message.

2. The validity as evidence of a data message
shall be determined based on the reliability of
the method by which the data message was
generated, stored or communicated; the
method to ensure and maintain the integrity
of the data message; the method by which
its originator was identified, and on other
relevant factors.

Thus, it can be seen that even though the legal
frameworks of Vietham have not yet summarised all
violation acts that can affect the privacy rights to users’
data, the basic terms have recognised data profection
and the legality of the agreement between users and
the organisations receiving information on a digital
technology platform.

Current Situation in Vietnam
We understand that data plays an important role, but in
Vietnam, users are not really aware of this. Thus, much

=2 I

Legal
Update

of user data has become a commodity for commercial
purposes. In other words, the protection of users’ and
customers’ data has not been very focused. In fact,
only when incidents and damages occur will legal
measures and remedies be considered. Business fields
such as real estate, health care and insurance activities
are groups of services where there is a great need for
accessing information of users and the mentioned data
will be construed as a basis for service offering and
marketing. Under different fransaction forms, users’ data
is exchanged and illegally tfraded on a large scale for
marketing and sales purposes, showing that customers’
data is being very loosely protected. Users themselves
understand this illegal use, however, there are no tools for
users to request termination of illegal use of information.

At the beginning of the article, the speed of using
and exploiting utilities based on digital technology,
extremely popular apps in Vietnam and that the
frequency of usage increases dramatically each year
was discussed. In addition, the impact of government
policies fo minimise the impact of the COVID-19
pandemic has created momentum for the development
of the digital industry in Vietnam. Another thing that
significantly affects the appearance of many electronic
applications, trading floors, etc., is the tax exemption
and reduction policy, the investment incentive policy
of the Vietnamese government. Given the speed of
development, Vietham’s lawmakers are gradually
drafting regulations on the protection of privacy and the
safety of users’ data based on the general regulations
of the world, creating a safe network environment for
foreign users and investors in Vietnam. In addition, the
Viethamese government is implementing many policies
to propagate for users to change their views on the
privacy of their own data, the data of entferprises and
other individuals.
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Cross-Border Data Transfer in
India: One Step Forward
and Two Steps Back?

Informational privacy is recognised as a fundamental right in India, and a
new data protection law is underway. The Personal Data Protection Bill, 2019
seeks to regulate cross-border data transfer through data export restrictions
and localisation norms. The article compares the existing legal regime with
the proposed law, delves into the rationale for data flow restrictions outside

India, and analyses its potential impact for organisations.




Introduction

Governments regulate cross-border data flow through
data export restrictions, and in some cases, impose data
localisation measures that mandate some or all aspects
of processing to be carried out within its territorial limits.’
Currently, Indian data protection rules are far from
adequate and permit free flow of data across borders.
However, a robust data protection legislatfion is in the
pipeline. The proposed Personal Data Protection Bill,
2019 ('PDP Bill') contemplates a mix of data export
restrictions and localisation for certain data sets. This
arficle aims to explain the insufficiency of the existing
data processing regime, provide an overview of the PDP
Bill and specifically analyse the proposed cross-border
restrictions to understand its potential impact.

Existing law—The Information Technology Act
and Rules

Personal data processing is regulated under the
Information Technology (Reasonable Security Practices

and Procedures and Sensitive Personal Data or
Information) Rules, 2011 (‘IT Rules’).? notified under the
Information Technology Act, 2000 . They primarily apply
fo Indian body corporates engaged in processing
personal information (‘PI') of a natural person located
in India. Pl is defined as information relating to a natural
person, which directly or indirectly, either standalone
or in combination with other information, is capable
of identifying the natural person. Certain categories of
Pl such as passwords, financial information, physical,
physiological or mental health data, sexual orientation
and biometric information are classified as sensitive
personal data (‘'SPD’). The IT Rules contain only eight
provisions, do not provide detailed data protection
regulations and are mostly aimed at regulating the
processing of SPD.

Rule 7 of the IT Rules deals with cross-border data
transfer. It states that SPD can be transferred to a third
party outside India, provided: (1) the foreign recipient
ensures the same level of data protection as is provided
under the IT Rules which, as observed earlier, is minimal;
and (2) the transfer is undertaken either on the basis of
an individual's consent or for a lawful confract executed
with the individual. Consequently, organisations, while
seeking consent or executing e-contracts for goods
and/or services, add suitable terms that permit seamless
and unbridled cross-border data fransfer. In essence, the
IT Rules enable free flow of personal data across borders
without stringent data export restrictions.

Puttaswamy Judgment—Genesis of the PDP Bill
In the Indian Supreme Court’s (‘SC’) landmark decision
of Justice KS Puttaswamy (Retd) v Union of India®
(‘Puttaswamy’), right to privacy was conclusively
recognised as a fundamental right. In Puttaswamy, the
constitutional validity of the AADHAAR (Targeted Delivery
of Financial and Other Subsidies, Benefits and Services)
Act, 2016 (‘AADHAAR Act’) was questioned. The said
law rolled out a system of unique citizen idenfification
numbers for efficient delivery of government benefits and
subsidies. The unique number, also called the AADHAAR
number, is linked and authenticated with an individual’s
biometric identifiers that are stored on a central data
repository controlled by a special regulator, the UIDAL
The petitioners contended that the AADHAAR Act was
invasive of an individual’s right to privacy as it compelled
individuals to provide their biometric information for
availing legal entitlements, thereby negating free
consent. It was also argued that the biometric data
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can be misused by third parties seeking to authenticate
the AADHAAR number as well as by the state to profile
citizens, track their movements and surveil them. The
Government, defending the vires of the legislation,
argued that privacy was not a fundamental right and as
such there were sufficient technical measures that would
maintain authenticity and confidentiality of processed
personal data.

The SC ruled that privacy was a key facet of an
individual’s right to life and personal liberty under Article
21 of the Constitution and can only be suspended by
following substantive and procedural due process of
law, that is, there must be a law, the action must serve
a legitimate state aim and the invasive measures must
be proportionate to the goal sought to be achieved.
Further, the SC expressly recognised informational
privacy as inherent to individual’s right to privacy.
Furthermore, the SC urged the government to create
a detailed data protection regime in India that marries
an individual’s privacy interests and legitimate state
concerns such as protecting national security, preventing
and investigating crimes, encouraging innovation and
dissipation of social benefits. On the second question
regarding constitutionality of the AADHAAR Act, the SC
undertook a detailed evaluation of the privacy and data
protection safeguards provided therein and upheld its
constitutionality, barring few provisions which were held
unconstitutional.

PDP Bill—An Overview

In the wake of Puttaswamy, the Indian Government
constitfuted a Committee of experts to propose a
structured data protection law.* The Committee
submitted a draft law fo the Ministry of Electronics and
Information Technology on 27 July 2018 and a revised
PDP Bill was referred to a Joint Parliamentary Committee
on 11 December 2019 for further deliberations. The
Committee is at the final stages of its deliberations and
it is anticipated that a final PDP Bill will be tabled before
Parliament soon.

Overview and Key Concepts

The PDP Bill is structured as a sector agnostic law
regulating the processing of personal data (‘PD’)
and, inter alia, provides for core data processing
principles, the permissible processing basis, individual
rights, technical and organisational measures, special
obligations for certain kinds of processing, cross-border
data transfer mechanisms and penalties for breach. It
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contemplates establishing an independent regulator,
the Data Protection Authority of India (‘DPA’) that will
be vested with significant powers for regulating the data
ecosystem. The PDP Bill will apply to government and
private entities/persons. It will also apply extraterritorially
to foreign entities or persons who are engaged in any
business or systematic activity of offering goods or
services to persons within India, or profile them. Some of
the key concepts and requirements under the PDP Bill
are captured below to understand the extent of change
that the PDP Bill proposes:

1. 'Processing’ is defined widely to include any
and all operations performed on PD such as
collection, recording, organisation, structuring,
storage, alteration, retrieval, disclosure, erasure
and destruction of PD. Processing must be as per
the core data protection principles of purpose
limitation, data minimisation, storage limitation, data
accuracy, accountability and transparency.

2. PD is also provided a wide scope and will mean
any data about or relating to a natural person who
is directly or indirectly idenftifiable, whether online
or offline, either standalone or in combination with
other information and shall include any inference
drawn from such data for the purpose of profiling.
An expansive definition is essential for the law to
evolve organically and cater to future technological
advancements.

3. Certain categories of PD that may reveal, be related
to or constitute financial data, health data, an
official identifier, sex life, sexual orientation, biometric
data, genetic data, fransgender status, infersex
status, caste or tribe, religious or political belief or
affiliation will be treated as SPD. Apart from the listed
SPD, Clause 15 empowers the Central Government
('CG’) to notify additional categories of SPD after
consultation with the DPA and concerned sectoral
regulators. The definition is wide and there is a
possibility that most kinds of PD qualify as SPD. For
instance, one's last name in India generally relates to
a person's caste and thus, a name may also qualify
as SPD.

4. The PDP Bill introduces the concept of a fiduciary
or trust-based relationship between the entities
processing PD and the individual. Accordingly,
processing under the PDP Bill involves three



stakeholders, namely (a) the data principal as
the concerned natural person whose PD is being
processed (akin fo a data subject); (b) the data
fiduciary as the state entity or the natural or legal
person that determines the purposes and means of
processing (similar to a controller); and (c) the data
processor as the one that processes the PD for the
fiduciary strictly in accordance with the instructions
of and authorisation from the fiduciary. The
underlying theme is that the fiduciary is best suited
to determine the impact of processing and owes a
responsibility to ensure the principal’s privacy.

Consent is the primary legal basis for processing
and must be free, informed, specific, clear and
capable of being withdrawn. This essentially requires
the fiduciary to provide detailed information about
the scope and purposes of processing, manner
of processing, the stakeholders involved in the
data processing cycle and available remedies
and rights. Apart from consent, the PDP Bill also
contemplates processing on other grounds such as
performance of any state function, compliance with
the law, responding to any medical emergency,
a breakdown of public order, a threat to public
health and for reasonable purposes as may be

¥ The PDP Bill is structured

% as a sector agnostic law

,
. regulating the processing

of personal data.

notified subsequently by the CG. A detailed consent
mechanism is a significant improvement over the
IT Rules, but critics have raised concerns about
absence of other grounds for processing (such as
legitimate interest, reasonable repurposing and
lawful contract) and overreliance on consent that is
well known fo result in consent fatigue.

Elaborate data principal rights are provided for
under the PDP Bill, including the right to confirmation
and access for processed PD, correction and
erasure, portability and the right to be forgotten.
This is an important change as the IT Rules barely
provided for individual data protection rights.

To bolster transparency and accountability, the PDP
Bill mandates a data fiduciary to prepare a privacy
by design policy, provide necessary information
on processing activities, implement necessary
security safeguards (such as de-identification and
encryption) and report any data breach to the DPA.
Additionally, based on factors such as the volume
of PD processed, sensitivity of PD, turnover, risk of
harm to the data principal and other factors, certain
data fiduciaries can be classified as significant data
fiduciaries. These fiduciaries will have fo comply with
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specific obligations around data audit, appointment
of a data protection officer, conducting data
protection impact assessments and maintaining
processing records.

8. For breach of the PDP Bill, the DPA is vested with
wide inquiry and directive powers. It also proposes
significant penalties that could range from
between two to four per cent of an organisation’s
global turnover® and entitles the principal to seek
compensation for harm suffered. Thus, upon
implementation of the PDP Bill, organisations have
fo fransition from a self-regulatory approach that
exists under the IT Rules fo a ‘comply or face the
consequences’ approach.

Cross-border Transfer Under the
PDP Bill

The PDP Bill at Chapter VIl elaborates
on cross-border data fransfer
mechanisms and mandates data
localisation for certain kinds of data.
Clause 33 permits the transfer of
PD freely, as long as PD is not SPD
or crifical PD as may be notified by
the CG. The PDP Bill does not provide
any guidance on what will constitute
critical PD, but it is speculated that this
may include data that has a bearing on
Indian sovereignty, state security, defence and the
economy. Where it is SPD or critical PD, fiduciaries must
take into account the data localisation principles and
fransfer mechanisms as explained below:

1. SPD can be transferred provided it is continually
stored in India, that is, partially localised. Further,
fransfer can only take place with the principal’s
explicit consent and the DPA’s approval, unless it
complies with any one of the following data export
restrictions. The first condition requires the fransfer
to be made pursuant to a contract or intra-group
scheme approved by the DPA. For approval, the
confract or infra-group scheme must include
provisions for effective protection of the data
principal’s rights and liability of the fiduciary for harm
caused due to non-compliance of the contract
or scheme. The second condition mandates that
fransfer is undertaken to a country, entity or class of
entity in a country or an international organisation
on the basis of an adequacy decision of the CG

The PDP
Bill at Chapter
VIl elaborates on
cross-border data
fransfer mechanisms
and mandates data
localisation for certain
kinds of data. is,

in consultation with the DPA. An adequacy finding
shall take into account the level of protection that is
afforded to the transferred SPD having regard to the
applicable laws and international agreements of the
recipient and whether such transfer will prejudice
enforcement of relevant Indian laws.

2. Critical PD can only be processed in India
and cannot be transferred outside. The limited
exceptions to this absolute localisation are where
critical PD needs to be fransferred for prompt action
during health or emergency services or to a foreign
recipient whom the CG has confirmed through an
adequacy decision, provided that the transfer in
the opinion of the CG is not prejudicially affecting

security and the strategic interest of the state.

If any critical PD is tfransferred, such fransfer

must be notified to the DPA within such

fimeline as may be prescribed.

Where the fiduciary fails to comply
with cross-border data transfer
regulations, the fiduciary could be
penalised up to INR150 million or
four per cent of the total worldwide
turnover in the preceding fiscal (that
1 April to 31 March), whichever
is higher. However, prior fo imposing
penalties, adjudicating officers shall provide
a reasonable opportunity of hearing and the orders
passed can be preferred in appeal to the appellate
fribunal as may be notified.

To summarise, SPD can be processed abroad subject
to partial localisation, explicit consent of the principal
and either with the regulator’s approval or subject to
compliance with data export restrictions in the nature of
a contract, intra-group scheme or adequacy decision.
Critical PD is subject to absolute localisation and cannot
be transferred abroad, except at the discretion of the
CG. In light of these conditions, organisations have
to plan, strategize and invest substantial resources
for physically processing data only in India and
implementing adequate data protection measures.
Since there are no precedents in the context of cross-
border data transfer under the IT Rules, there is ambiguity
around implementation. Consequently, it is expected
that the government, DPA as well as courts are likely to
refer to other jurisdictions and foreign jurisprudence to
interpret and enforce the requirements.



Cross-border Data Transfer Under the EU GDPR
In order to understand the impact of the PDP Bill's data
localisation and export restrictions, it is helpful to take
a quick look at cross-border data fransfer regulations
under the European Union General Data Protection
Regulations (‘EU GDPR’). The general principle is that PD
can be transferred outside the EU only if the recipient
complies with all of the applicable EU GDPR provisions,
so that the data subject’s interests are safeguarded.
Alongside this, the confroller or processor must comply
with the data export restrictions as explained below:

1. PD is transferred outside based on an adequacy
decision from the European Commission (‘EC’) or
concerned supervisory authority. An adequacy
decision will, inter alia, evaluate the recipient’s state
of law including its legislation and judicial redressal
mechanisms, the existence and effective functioning
of an independent data protection regulator and
the recipient’s international commitments/stance
regarding personal data protection. As of date,
the EC has recognised 12 jurisdictions as being
adequate.’

2. In absence of an adequacy decision, the controller
or processor can tfransfer only if they have provided
adequate safeguards. Adequate safeguards can be
provided through a legally binding and enforceable
instrument between public authorities, binding
corporate rules (similar to intra-group schemes
under the PDP Bill), standard data protection
clauses adopted or approved by the EC, approved
codes of conduct or cerfification mechanisms. In
all of these options, it is fundamental that there are
binding commitments on the recipient to apply
appropriate data processing safeguards, including
enforcing data subject rights under the EU GDPR.”

3. Where (1) or (2) are not fulfilled, the EU GDPR
provides for other grounds of tfransfer. These include
transfer with the data subject’s explicit consent,
performance of a contract or implementation of
pre-contractual measures, public interest, legal
claims or for protecting the vital interests of the data
subject where the data subject is incapable of
giving consent.

4. Additionally, cross-border data transfer is permissible
if the transfer is not repetitive, concerns only a
few data subjects, is necessary for compelling the
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legitimate interests of the controller that are not
overridden by the data subject’s rights and the
controller has fully evaluated and provided suitable
safeguards for protection of the fransferred data.

In essence, there are no data localisation norms,
although getting an adequacy finding or implementing
approved adequate safeguards is an uphill task. A case
in point is the decision of the European Court of Justice
in the Schrems Il case,® where it was ruled that the EU-U.
S. Privacy Shield failed to provide adequate safeguards
for EU data and invalidated it with immediate effect.
This testifies to the high threshold that must be fulfilled for
continuous adequacy determination. Despite a lapse
of 18 months from the EU GDPR implementation, the EC
has to still approve codes of conduct or certification
mechanisms. Further, approval of binding corporate rules
is a long-drawn process and can take several years. In
such a scenario, organisations have relied on approved
standard contract clauses and the data subject’s
consent as viable alternatives for data export.

Analysis of the PDP Bill Restrictions and
Potential Impact

The PDP Bill's localisation and data export restrictions
seem to be motivated by three main ideologies.

1. It is argued that localisation will prevent misuse
of valuable and sensitive data in a foreign
territory such as foreign government surveillance,
unauthorised profiling and unlawful data trade.
Foreign surveillance has been a big concern for
India due to its geo-political relationships with
neighbouring counftries. The Indian Government’s
recent move to permanently ban 59 Chinese apps
citing use of data for activities prejudicial to the
sovereignty and integrity of India evidences the
regulatory mindset towards foreign surveillance,
which finds its reflection in the proposed
localisation norms.

2. The Government believes that localisation will
facilitate the exercise of territorial jurisdiction, which
will in turn obligate foreign fiduciaries and processors
tfo provide access to data when required, such
as for prevention of crime, investigating breach
scenarios and enforcing remedies in India. As early
as 2008, the Indian Government in connection with
the infamous 2008 Mumbai terror attacks (known
as 26/11) engaged in a protracted struggle with
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While cross-border

data regulation is a
necessary evil, localisation
measures are archaic and

opposed to the idea of
data agility.

Blackberry. As the perpetrators used Blackberry segregates the Internet on geographical lines, weakens
devices for planning the attacks, the Government  network security management and increases the cost
compelled Blackberry to locate its servers in India,  of doing business. The PDP Bill's localisation and data
so that law enforcement agencies could access export restrictions in its current form can be counter-
encrypted data. Thus, data localisation appears  productive for the following reasons:

to be an obvious choice for the regulator for law
enforcement.

3. It is also presented that localisation will facilitate
India’s frillion-dollar digital economy. The
Government believes that the current data-
driven economy has a first-mover’s advantage
and if India is fo emerge as a technology leader,
data harnessing and harvesting are key, which
calls for ramping up local data infrastructure. With
mandatory data localisation, the Government
hopes to increase foreign direct investment in
digital infrastructure including more data cenftres,
communication satellites and network connectivity,
which will result in more employment and benefit
the economy.

In light of the above justifications, it appears that the
PDP Bill's data transfer restrictions are aimed at asserting
data sovereignty and it is not solely aimed at protecting
a principal’s privacy. A by-product of data flow
regulation is that it tends to distort trade by creating
entry barriers for businesses and new technologies,

There will be a direct cost impact. Since the scope
of SPD is wide and can directly or indirectly cover
large volumes of PD, the outcome may be that
businesses end up storing all data in India. This will
have a bearing on data management methods for
organisations processing and storing huge volumes
of data outside India. Migrating data from an
existing location outside India to servers in India is
likely to entail substantial costs. Combined with this,
the uncertainty around what will qualify as crifical
PD will constantly require businesses to undertake
data inventories on an ongoing basis in order fo
remain compliant, which again is likely to become
a significant cost head.

Mandatory localisation can adversely affect
privacy management measures. In order to localise,
organisations may have to allocate budgets which
could be otherwise used for ramping up their
network security resources. This will not only result
in lesser economies of scale, but also create
additional threats for security failure. For instance,



it is a common practice for group entities to
leverage intra-group network assets as part of
a robust risk mitigation strategy. Where a data
breach occurs, affected data is often transferred
to a group entity’s server irrespective of the
physical location to minimise the potential harm.
But, with localisation, cross-border data fransfer
as part of privacy protection measures is out of
context and organisations will have to think about
other alternafives.

3. There is also increased scepticism that localisation
combined with the CG's wide powers under
the PDP Bill can be a segue to increased state
surveillance jeopaardising privacy. This is in
clear derogation of Puttaswamy which requires
balancing of an individual's privacy interests
and legitimate state concerns. Further, if
scepticism becomes a reality, it will be difficult
for organisations to import data info India from
jurisdictions such as the EU, United Kingdom
and Switzerland, as an adequacy finding would
be impossible on the grounds of heightened
surveillance, lack of rule or law, and insufficient
data protection and privacy measures.

4. The PDP Bill provides for very limited circumstances
in which cross-border data transfer can be carried
out. Unlike the EU GDPR, which provides for
additional grounds such as approved codes of
conduct, certification mechanisms, performance
of a conftract, implementation of pre-contractual
measures, public interest, initiating and defending
legal claims and protection of the data subject’s
interests, the PDP Bill heavily relies on an adequacy
decision, infra-group schemes and standard
contracts. From lessons learned under the EU
GDPR, it will fake quite some time for India to
formulate details. Unftil such time, there will be
business uncertainty and it is imperative to permit
additional grounds for cross-border transfer to
ensure business continuity.

Conclusion

While cross-border data regulation is a necessary
evil, localisation measures are archaic and opposed
to the idea of data agility. Instead, the government
should focus on strengthening mutual legal assistance
treaty mechanisms with other nations to meaningfully
implement the PDP Bill in a global set-up. To this
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effect, the EU GDPR positively obligates the EC and
supervisory authorities to take steps for developing
international cooperation mechanisms and provide
mutual international assistance for enforcement. There
is no such provision under the PDP Bill and perhaps
a similar provision is a better substitute fo a physical
localisation mandate. When the final text of the
PDP Bill is tabled, it will be interesting to see if India
manages to take a step forward for a fruly progressive
data protection law or retracts two steps to implement
regressive localisation normes.

Notes

' Countries like Russia, Indonesia, Vietham, Kazakhstan and China have
localisation requirements and some others like Australia and South Korea
have selective localisation requirements for certain kinds of data.

% There are specific processing requirements under sectoral laws which
have not been analysed in this article.

®2017 (10) S.C.A.LE 1.

*The committee of experts was chaired by former Judge of the Supreme
Court, Hon'ble Shri Justice BN Srikrishna.

° ‘Worldwide turnover' is defined as gross revenue from the sale, supply
or distribution of goods and/or services within and outside India. In the
context of group entities, the revenue of a fiduciary will be added to the
group entity(ies) revenue if it is connected with processing in India.

¢ These include Andorra, Argentina, Canada, Faroe Islands, Guernsey,
Israel, Isle of Man, Japan, Jersey, New Zealand, Switzerland, Uruguay
as providing adequate protection and talks are ongoing with South
Korea; for details access https://ec.europa.eu/info/law/law-topic/
data-protection/international-dimension-data-protection/adequacy-
decisions_en (last accessed on 25 January 2021).

7 In these situations, there is no need to obtain prior permission from
the concerned supervisory authority. Adequate safeguards can also
be subjected to consent from the supervisory authority under the
consistency mechanism, which are not captured in this article.

® European Court of Justice (Grand Chamber) ruling in case C-311/18
Data Protection Commissioner v Facebook Ireland Ltd and Maximilian
Schrems, dated 16 July 2020.
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Data Protection —
European Road Block
or Global Guidance®?

With Europe being focused on its General Data
Protection Regulation (‘GDPR’)', the US as well
as many Asian countries still seem to struggle with
the right balance between privacy and opportunities
of data exploitation. At the same time, data-driven
business models are developing rapidly, oftentimes
at a speed that by far outpaces the discussion about
the right regulatory approach.

Data stockpiling, artificial intelligence (‘Al’), CCTV,
facial recognition technology, digital campaigning,
machine learning, deep fake, robo-surveillance
of CEO earning calls, predictive policing—these
buzzwords reflect just a few areas where data is key.
With a view to potential economic opportunities, data
protection is sometimes perceived as an obstacle,
whether in the development of innovative business
models or in the fulfilment of state responsibilities
such as ensuring public safety or—more recently—
combating a pandemic. Nevertheless, from a global
perspective, the trend is towards data protection,
even though the question often is how.




Introduction

People reveal data about themselves in almost every
situation in life. This may be in the context of an online
purchase, the use of a customer card when shopping,
an internet search or the mere carrying of a cell phone.
Accordingly, the issue of appropriate protection for
personal data is ubiquitous. Data protection issues can
arise in many forms, on the one hand in the relationship
between private individuals/companies and on the other
hand in the relationship between state and citizen. In
the following, two aspects will be used as examples to

-»
» A

Legal
Update

show that the question of whether and how to regulate
the handling of personal data is answered unanimously
in various regions of the world. Finally, some current
legislative trends in data protection law will be examined.

Are Data Protection Regulations a Location
Disadvantage?
The Value of Data
Using customer data, companies can analyse the
behaviour of customers, especially for commercial
purposes. This has the advantage for companies and




customers alike that customers can be offered suitable
products and services in a targeted manner. Not least
for this reason, The Economist published the following
headline on 6 May 2017: ‘The world's most valuable
resource is no longer oil, but data’.? The introduction of
the customer card in 1995 allowed the British supermarket
operator Tesco to analyse the behaviour of its customers
and tailor its offering to the insights gained. Within a year,
customers spent 28 per cent more in Tesco supermarkets
and 16 per cent less in its competitor Sainsbury’s stores.®
This relatively innocent example shows already

that the processing of personal data can
have a considerable impact on customer
privacy. Technological progress brings
new opportunities as well as threats. It
is not simply that information is being
collected. Nowadays, the resulting
data is training complex algorithms,
which then may nudge people
towards certain behaviours. There
are mixed views on how to resolve this
conflict between economic interests
and the protection of privacy.

Less Data Protection in Favour of Economic

Interests

It is sometimes argued that detailed data protection
regulations are an obstacle to business. For example,
some German companies complain about a
competitive disadvantage on the non-European market
compared with companies that are not subject to the
scope of the GDPR.* There is also criticism regarding
the increased administrative burden associated with
compliance to the GDPR.® In addition, there are higher
costs, for example, in connection with employee fraining.

Industry warns that data protection must not be a
roadblock fo innovation or a disadvantage in terms of
location.® Data protection laws that are too strict may
put the brakes on innovative, data-driven business
models. Within companies, the intelligent evaluation of
employee data offers the opportunity to reduce costs
and improve employee satisfaction.” It is particularly in the
development of Al applications and the field of machine
learning that data protection can limit fechnological
progress and leadership. Here, large sets of the most
accurate data are of the essence.! Emmanuel Mogenet,
the former head of Google's research in Europe, stated
that a neural network would have to be trained with
about 100,000 to one million cat pictures until it is able to

It is sometimes
argued that detailed
data protection
regulations are an
obstacle to business.

recognise a cat in a picture that was not yet known to
the computer’'—the more the better. A more complex
application such as Google's Gmail SmartReply had to be
frained with a dataset consisting of 238 million examples,
while Google Translate needed frillions.'°

It is frue that the training data can be anonymised in
order fo avoid violating the applicable data protection
laws. Data anonymisation is a process that aims to
modify the training data in such a way that it is no
longer possible fo draw conclusions about
personal conditions from it. This in turn
incurs costs and requires appropriate
know-how. In insufficiently anonymised
databases, data can still be
assigned to individual persons
by comparing them with other
datasets.'" Moreover, certain
industries specifically prosper in
regions with a lesser focus on data
protection. For example, China has
not only become a leader in the global
market of facial recognition technology
by exploiting data from unrestricted video
footage; it is also set to be a major player in the field

of emotion recognition—an upcoming technology used
for analysing a person’'s mental state by identifying signs
of aggressiveness and nervousness through algorithm
supported surveillance of, for example, eye and gait
tracking. US companies, also building surveillance tech,
are falling behind in these fields, arguably, among other
reasons, due to ethical and data protection restrictions.”

More Data Protection in Favour of Privacy and
Legal Certainty

Despite the resulting potential limitations of economic
opportunities, others, however, consider precise and,
if possible, uniform data protection regulations to be
indispensable. Several reasons are given for this. In
some cases, the high value of privacy is emphasised.
The protests by WhatsApp users against planned
changes in data protection settings have once again
brought the issue of data protection into focus and
shown that users do care about the protection of
their data. The frust in digitisation, which has been
significantly weakened not least by data protection
scandals such as the events involving Cambridge-
Analytica, the firm that used data improperly obtained
from Facebook to build voter profiles, could be
strengthened by means of data protection regulations.



Without such limitations, it is almost impossible for
ordinary consumers to find out which of their personal
data is being collected and processed and whether
it is being passed on to third parties—possibly located
abroad. In addition, consumers are often dependent
on certain services, such as an internet connection,
a cell phone contract or an e-mail account, and are
therefore in a weak negotiating position vis-a-vis the
provider of the service, so that they can hardly object
to any data processing by the provider. Only strict
sanction mechanisms such as those provided for in the
GDPR, it is argued, can ensure compliance with data
protection standards; the disregard of data protection
standards must not pay off financially.

In addition, the protection of personal data from
hackers must be ensured by imposing data storage
requirements on companies. This aspect is parficularly
relevant due to recent major hacker attacks. Among
others, big fech companies (for example, Yahoo,
Facebook, LinkedIn) as well as government institutions
were affected in recent years. In 2019, Australian
security researcher Troy Hunt drew attention to a
collection of 2.2 billion passwords—in plain text or
as hash values—to online accounts that came from
previously known data leaks (‘Collection #1-5')."* From
the point of view of data security, binding guidelines for
handling data can represent a locatfional advantage.
Users can thus—within the scope of such regulations—
be sure that their data is secured in accordance with
the state of the art, which can mean an increase in
customers for companies. Finally, data protection rules
that are as uniform as possible also lead to greater
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certainty in legal terms. For companies, this goes hand
in hand with greater planning safety.

Ovutlook

What remains to be said is that there are weighty
arguments in favour of both points of view. Companies,
no matter where they are based, will always seek to
explore where the creepy line is—the sometimes shady
boundary between appropriate protection of individual
data and the over paternalistic limitation of economic
opportunities. Ultimately, it is up to the respective
legislator to balance the conflicting interests and fo
provide clear guidance with a level playing field for all
stakeholders involved.

Are Data Protection Regulations Obstructing
the Fight Against Pandemics?

Data Privacy Versus the Restriction of Other
Fundamental Rights

The issue of data protection in the relationship between
state and citizen is not new. More recently, the debate
has been reignited as a result of Edward Snowden’s
revelations surrounding the NSA affair and a series
of terrorist attacks in European countries. Now the
coronavirus pandemic is shedding light on another
facet of the problem. While fundamental rights are also
being severely restricted in free democratic counfries
fighting against COVID-19, the protection of data
privacy is sometimes accorded a rather privileged status.
Compared to Asian counftries that take a more dato-
invasive approach, western democracies seem to be
more reluctant when it comes to using technology that
may interfere with the privacy rights of individual citizens.
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The Cautious Approach of Western Democracies
Exemplified by the German Corona App

In Germany, for instance, the infroduction of a coronavirus
app was accompanied by heated discussions about data
privacy. One issue was whether contact data should be
stored centrally on a server or decentrally on users’ devices.
A decenftralised solution offers greater data protection.
However, with a decentralised solution, the scientists have
less data available for analysis. The main issue is the decision
between a tfracking and a fracing solution. Tracing means
that the app only registers which other cell phones are in
proximity. A fracking app, on the other hand, can be used
to determine when a cell phone was at a specific location.
By means of a tracking app. the authorities could thus
compile movement profiles of users and make them useful
in the fight against the pandemic. It can also be used to
monitor quarantine regulations. Germany ultimately opted
for the most privacy-friendly option, a decentralised tracing
app. In line with this, the installation of the app is voluntary.
Other European countries, equipped with similar apps,
report a restrained use of this technology as well, often due
to unspecified data protection concerns.

The More Invasive Approach of Some Asian Countries
In contrast, data protection considerations play only
a subordinate role in the fight against pandemics in
countries such as China, South Korea or Taiwan. In South
Korea, cell phone data is linked to video surveillance
images of streets, houses and squares to frack the course
of infection. Credit card statements and GPS data from
cars are being used as well.'® In Taiwan, mobile phone
data is processed, among other things, to monitor
compliance with the quarantine rules. In China, there is
a de facto obligation to install the respective province's
coronavirus app. Without the app. participation in public
life is impossible. If one wants to enter a train station or
a restaurant, a QR code must first be scanned with the
app. In addition, an infrared camera is used to measure
body temperature.'

While such measures would have triggered outrage in
large parts of the population of the Western world—
they would have been considered disproportionate—
there is almost unopposed acceptance of them in the
above-mentioned countries. Only individual critics have
warned against arbitrary digital surveillance. This is not
least a reflection of differences in culture. Among many
Chinese, for instance, the focus is not on individual data
security concerns vis-a-vis the state. On the contrary,
they predominantly seem to trust the authorities and
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government institutions and worship the protective role
technology solutions play in fighting the pandemic."”

Outlook

Whether and to what extent the increased use of digital
surveillance methods has had an impact on the course of
the pandemic is still unclear due to the lack of (long-term)
scientific studies. Yet it is plausible that such measures
helped to prevent the Asian countries from being hit by a
second wave of infections, as opposed to the European
countries and the US. Nevertheless, it should not be
overlooked that these measures are only one aspect
of the strategy of these Asian countries, which were
comparatively well prepared to deal with a pandemic
due to the past SARS epidemic. It is therefore hard to
say with certainty whether stricter data protection rules
hinder the fight against the pandemic. However, what
can be said is that dealing with the question of how data
protection is fo be structured in the relationship between
the state and the citizen has very concrete implications
in the context of the COVID-19 crisis. Depending on the
value one aftaches to privacy, the result of the balancing
of interests between privacy and the interests of health
and life threatened by the virus will differ. Once again, it
is the legislator who ultimately decides in which direction
the pendulum swings.

Conclusion

Since it is ultimately up to the respective legislator to
decide how to reconcile the conflicting interests, both
in the relationship between private individuals and in
the relationship between the state and the citizen, a
heterogeneous level of data protection can be found
worldwide. The Schrems decisions of the European Court of
Justice (‘ECJ’)"™ have shown the difficulties this can lead to.

However, recently an interesting development has
emerged: several countries are currently discussing new
data protection laws or have already enacted such laws.
Some of these laws are based on the concepts of the
GDPR. For example, current data protection laws such
as the Brazilian Lei Geral de Protecdo de Dados Pessoais
(‘LPDP’) have several striking similarities with the GDPR,
such as a right of access to personal data collected about
one and a right to be forgotten.” Also, on 1 January 2020,
California, the home state of tech giants like Google and
Facebook, enacted the California Consumer Privacy
Act (‘CCPA’), a data protection law inspired by the
GDPR.? Other states such as Nevada, Maine, New York,
Massachusetts, Maryland, Hawaii and North Dakota have



also enacted or are considering new privacy laws. Calls
are being made for regulation at the federal level in the
US.?' Likewise, ifs strict rules on the fransfer of data to third
countries has helped the GDPR become increasingly
established as an international standard. In this context, the
free trade agreement between Japan and the EU, which
came into force on 1 February 2019, should be mentioned.
It is based on the European standard and thereby created
the world’s largest area for secure data fraffic.

Overall, the trend is towards more data protection. This
strengthens the privacy of citizens and promotes smooth
data transfer processes between countries.
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The Importance of Having o
Data Processing Agreement—
Drafting Points

A data processing agreement is mandatory under article 28 of the General
Data Protection Regulation, the latter having extra-territorial effect beyond
the European Union (‘EU’) member states. Data protection supervisory
authorities in the European Union may impose fines for failure to enter into
a data processing agreement. Absent any standard agreement adopted by
the European Commission, there exist diverse clauses, some of which are
considered in this article.
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Requirement to Enter a Data Processing
Agreement

The General Data Protection Regulation (‘GDPR’)
Regulation (EU) 2016/679" applies since 25 May 2018.
The GDPR has extra-territorial effect so that a non-EU
company would be subject to the GDPR if the company
offers goods or services to data subjects in the EU,
pursuant to article 3 of the GDPR, which provides:

Arficle 3 — Territorial scope

2. This Regulation applies to the processing
of personal data of data subjects who are
in the Union by a controller or processor
not established in the Union, where the
processing activities are related to:

a. the offering of goods or services,
irespective of whether a payment of the
data subject is required, to such data
subjects in the Union ...

To the extent that a company is subject to the GDPR, an
obligation to enter into a data processing agreement
(‘DPA’) is imposed on the company, regardless of
whether the company would act as controller or
processor, pursuant to article 28 of the GDPR:

Article 28 — Processor

3. Processing by a processor shall be governed
by a confract or other legal act under Union
or Member State law, that is binding on the
processor with regard to the controller and
that sets out the subject-matter and duration
of the processing, the nature and purpose
of the processing, the type of personal data
and categories of data subjects and the
obligations and rights of the controller. ...

Failure to Execute a DPA

A DPA is mandatory under the GDPR. A failure to enter
into a DPA may be subject to fines by data protection
supervisory authorities pursuant to article 83(4)(a) of the
GDPR:

Artficle 83 — General conditions for imposing
administrative fines

4. Infringements of the following provisions shall,
in accordance with paragraph 2, be subject
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to administrative fines up to 10 000 000 EUR,

or in the case of an undertaking, up to 2% of

the total worldwide annual turnover of the

preceding financial year, whichever is higher:

a. the obligations of the confroller and the
processor pursuant to Articles 8, 11, 25 to
39 and 42 and 43; ...

These are the facts of a German case® where a data
protection authority in Hamburg, Germany (Hmb
BfDI)®, on 17 December 2018, imposed a €5,000 fine
on the grounds of failure to execute a DPA. The case
concerned a small German company (‘Color & Style’)
advising clients on colour and style and offering to clients
certain products used for the purposes of colour analysis,
such as colour chart cards, which were senf out via a
courier service provider based in Madrid, Spain. By law, a
DPA was needed between Color & Style and the courier
service provider.

In May 2018, Color & Style sent an email fo the data
protection authority in Hessen (‘DSK’) asking for advice
regarding the courier service provider which Color &
Style contracted and which processed personal data
of the clients of Color & Style, but which courier service
provider-despite several reminders—failed to send
tfo Color & Style a DPA. DSK replied that the duty to
conclude a DPA lies not only with the processor but also
with the controller. Hence, Color & Style was under a
duty and had to make real efforts to draft the necessary
DPA and to send the DPA to the courier service provider
instead of waiting for the courier service provider to
do the necessary. DSK pointed out that DPA templates
were accessible on the websites of data protection
authorities. At that stage, Color & Style engaged the
services of a lawyer who informed DSK on behalf of Color
& Style that: (1) Color & Style had asked for advice in
May as a precaution only; and (2) it was impractical and
expensive to draft a DPA accompanied by a translation
into Spanish for the courier service provider from Spain.
DSK transferred the matter to the data protection
authorities in Hamburg (‘Hmb BfDI') whereby Hmb BfDI
rendered a decision imposing a €5,000 fine.

Hmb BfDI imposed the fine due to infringement of article
28 (3) of the GDPR, stating that on the facts of the case,
as they were described by Color & Style in their email to
DKS of May 2018 and on the basis of an accompanying
data privacy statement, the courier service provider was
processing personal data of the clients of Color & Style
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as an agent of and upon instructions from Color & Style.
Hmb BfDI justified the fine by the fact that, among other
things, once Color & Style had received advice from
DSK, they should not have contracted the courier service
provider without a DPA. Instead, Color & Style, although
made aware by DSK of the legal position, decided to
act in a non-compliant manner by not taking the DSK
advice seriously, avoiding the responsibility and failing to
cooperate with the data protection authorities.

DPA Template

While transfers of European Personal Data into a
jurisdiction other than a jurisdiction in the EU, the
European Economic Area (‘EEA’) or the European
Commission-approved counfiries providing ‘adequate’
data protection are compliant on the basis of Standard
Contractual Clauses (‘SCC’')-Standard Contractual
Clauses (Controller to Controller Transfers-Set Il) in the
Annex to the European Commission Decision of 27
December 2004* and Standard Contractual Clauses
(Processors) in the Annex to the European Commission
Decision of 5 February 2010,°> which were formally
adopted as template agreements by the Commission,
no DPA template has been formally adopted so far.

Incorporation Into Agreement

SCC are generally regarded as independent from the
main agreement. A DPA, on the contrary, is deemed
incorporated into the main agreement, which approach
is supported by the majority of practitioners:

provisions of this Agreement shall prevail with
regard to the Processor and/or Controller data
protection obligations.

Any liability arising out of or in connection with
a violation of the obligations of this Agreement
or under applicable data protection law, shall
follow, and be governed by, the liability provisions
set forth in, or otherwise applicable to, the
main confract [designation] from [date], unless
otherwise provided within this Agreement.

The term of this DPA is identical with the term of
the Agreement. Save as otherwise agreed herein,
fermination rights and requirements shall be the
same as set forth in the Agreement.

In the event of inconsistencies between the
provisions of this DPA and any other agreements
between the Parties, the provisions of this DPA
shall prevail with regard to the Parties’ data
protection obligations. In case of doubt as to
whether clauses in such other agreements relate
fo the Parties’ data protection obligations, this
DPA shall prevail.

This Data Processing Agreement (‘Agreement’)
forms part of the Contract for Services (‘Principal
Agreement’) between [the Company] and Data
Processor.?

Example:

This DPA is incorporated into the relevant
[XZY Ltd.] services agreement attached to or
incorporated by reference into the ordering
document previously executed by Customer,
referred to generically in this DPA as the ‘XZY
Contract’.®

This DPA applies to Personal Data that [ABC
Ltd.] processes as a Processor as part of [ABC]'s
provision of the Services. This DPA forms part of
[ABC Ltd.] and Customer's Agreement.

This Agreement is an integral part of and subject
to provisions as set out in the main contract
[designation] from [date]. In the event of possible
discrepancies between this Agreement and the
main contract [designation] from [date], the

Processor as a Group of Companies

The parties to the DPA are generally the same persons
as the parties to the main agreement. In practical terms,
exception is acceptable as far as a party's affiliates,
that is, a legal entity directly or indirectly conftrolling,
conftrolled by or under common control with a party,
are concerned. In other words, data processing or data
confrolling may be shared within the group. In this case,
a confroller or a processor will be defined as including
the party’s affiliates:

Exampile:

This Data Processing Agreement (the ‘DPA’),
entered info by the [XYZ Ltd.] customer identified
on the applicable [XYZ Ltd] ordering document
for [XYZ Ltd] services or [XYZ Ltd] Subscription
Agreement (along with its affiliates, ‘Customer’)
and the [XYZ Ltd.] company identified on the
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ordering document (along with its affiliates, ‘XYZ
Ltd."), ...

Any reference fo 'Processor’ herein shall mean
any of the companies of the Processor Group.

Sub-processors

Where a processor sub-processes data processing, a sub-
processing agreement is needed between the processor
and sub-processor, which would mirror the obligations of
the DPA between a processor and confroller pursuant to
article 28 of the GDPR:

Article 28 — Processor

2. The processor shall not engage another
processor without prior specific or general
written authorisation of the controller. ...

4. Where a processor engages another
processor for carrying out specific processing
activities on behalf of the controller, the
same data protection obligations as set out
in the contract or other legal act between
the controller and the processor as referred
to in paragraph 3 shall be imposed on that
other processor by way of a contract or other
legal act under Union or Member State law,
in parficular providing sufficient guarantees
to implement appropriate technical and
organisational measures in such a manner
that the processing will meet the requirements
of this Regulation. ...

Hence, any processing outside the group is deemed
sub-processing requiring the consent of the controller
pursuant to article 28 of the GDPR. The consent
requirement shall be complied with if sub-processors are
listed in the DPA, including by means of a reference to a
web link:

Example:
[...] currently available at https://www linkedin.
com/legal/l/customer-subprocessors the use

of which Customer approves [...]

[XYZ Ltd.] means an English company with its
registered office address at [...], United Kingdom

Legal
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and its subsidiaries with whom Customer has
confracted for the provision of Services, if any
(each subsidiary as identified on the signature
page), and all subsidiaries which are a party to
this DPA.

‘Processor’ means [XYZ Ltd.] when it processes
Personal Data on the Customer’s behalf as part
of the Services

‘Sub-processor’ means a third party that [XYZ Ltd.]
engages to process any Personal Data that [XYZ
Ltd.] processes under this DPA, as a processor on
[XYZ Ltd.]'s behalf.

Case Studies

Adaptive Remote Learning

The ‘Platform’ is a platform for personalised and
adaptive remote learning. The Platform’s adaptive
learning algorithms mimic the way viruses behave in
nature: evolving moment-by-moment using tfrial and
error as their environment changes. The Platform's
algorithms allow the learner fo make mistakes and
pursue misconceptions, closely mimicking real-world
cognitive situations, and providing an effective and
engaging experience.'

A company (‘Company’) develops the content of a
fraining course (‘Contfent’) which the Company offers
to its customers via the Platform. The Company acts as
processor towards its customers. Customers are data
subjects and controllers. The Platform acts as a sub-
processor towards the Company. The Platform and the
Company enter info a data sub-processing agreement.
In these circumstances personal data flows from a
customer to the Company and from the Company to
the Platform.

Exampile:

As a processor, the Principal processes personal
data on behalf a controller in accordance with
Article 28 GDPR. In this context, the Principal
may engage the Agent as another processor
with specific or general written authorisation
of the controller (Article 28(2), Article 28(3)(d)
GDPR). For the Agent to be allowed to carry
out specific processing activities — as set out in
this agreement — on behalf of the confroller, it is
required to impose on the Agent the same data
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law as the main
agreement.

protection obligations, as set out in the confract
or other legal act between the conftroller and the
processor by way of a contract between Principal
and Agent (Artficle 28(3)(d), Article 28(4) GDPR).
This agreement serves this purpose.

It is customary and
practical to submit

a DPA to the same

appoint the Company as Processor on its behalf,
or alternatively, the Controller may directly
appoint Company as Processor of the processing
data, solely for the purpose of providing the
service covered by this agreement, so that the
freatment meets the requirements Art. GDPR 28.

Consequently, the Company (hereinafter also

the ‘Processor’) is appointed by the Producer,

on behalf of Customers (hereinafter ‘Confroller’),

as Processor for the personal data processing
on behalf of the Controller exclusively for the
purposes set forth in Agreement.

Internet of Things (loT)

An loT company providing services in the field of loT
is a global player with offices across the world and
having the need to share/export client personal data
within the group while analysing and resolving support
incidents reported in software products of a client. The
loT company, as processor, and the client, as controller,
may agree to bundle sub-processors who are members
of the loT company group by a listing of the processors in
an Appendix to the DPA:

Mobile Phone Apps

A sub-processing agreement may not be appropriate in
the circumstances where, for example, a mobile phone
producer (‘Producer’) sells—directly or via resellers -mobile
apps developed by a software company (‘Company’) to
the Producer’s customers. Customer personal data flows
directly from a customer to the Company. A customer
acts as the controller and the Company as the processor.
The Producer enters info a DPA with the Company on
behalf of a customer:

Example:

The provision of the Services may involve the
processing of personal data of which Customers
are the Conftrollers. In parficular, in the context
of the tasks set out under the Agreement, the
Company shall process—as Processor-the personal
data described in Agreement.

Example:

The bundling of processors is only undertaken for
efficiency purposes i.e., to avoid a multitude of
different contract documents) and shall result in
legally separate DPAs between the Conftroller and
each Processor as designated in the Appendix
and shall not create any legal or other relationship
whatsoever between the bundled Processors
other than between the Controller and each
Processor separately. The Supplier [loT company]
is acting in its own name and acting in the name
and on behalf of the Processors listed in the
Appendix.

The Supplier has been given a power of attorney
by the listed organisations to conclude the EU
Standard Contractual Clauses with the Customer
on their behalf.

To this end, the Company hereby acknowledges
and agrees that each End User shall grant to
the Producer, directly or indirectly via resellers,
pursuant to Articles [article] and [article] of the
[jurisdiction] Civil Code, a mandate in order to

Lead Generation

A marketfing company grants access to its database
of prospective clients (‘leads’) to customers by way of
subscription. A customer having obtained personal data
of leads to be used for its own marketing purposes must
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ensure that the leads have given valid consent for the  Applicable Law
marketing company to share their personal data with It is customary and practical to submit a DPA to the same
certain third parties: law as the main agreement. Optionally, if the controller or

Example:

1. The Service Provider guarantees that all
data subjects the personal data of which it
provides to the Company have given their
consent to the use of such data to direct
marketing purposes and to fransfer of their
personal data to the Company.

2. The Service Provider guarantees that all data
subjects/participants to the events subject
to the Services are informed of the personal
data processing by the Company.

3. In accordance with Article 46 of the GDPR
the Company guarantees to have provided
that all the appropriate safeguards and
that enforceable data subjects rights and
effective legal remedies for data subjects are
available. Standard data protection clauses
have been signed with all potential recipients
(Article 46.2.c)

Article 46 of the GDPR provides:

Article 46 — Transfers subject to appropriate
safeguards

1. In the absence of a decision pursuant fo
Arficle 45(3), a controller or processor may
fransfer personal data to a third country or an
international organisation only if the controller
or processor has provided appropriate
safeguards, and on condition that
enforceable data subject rights and effective
legal remedies for data subjects are available.

2. The appropriate safeguards referred to in
paragraph 1 may be provided for, without
requiring any specific authorisation from a
supervisory authority, by:

c. standard data protection clauses
adopted by the Commission in
accordance with the examination
procedure referred to in Article 93(2);

processor have a data protection representative within
the EU and if the main agreement is subject to a non-EU
law, the DPA may be subject to the law of the jurisdiction
where the representative is located:

Example:

This DPA shall be governed by the same law as
the Agreement.

The Agreement shall be governed by the by the
law of the state in which the data conftrollers
representative is established, namely [jurisdiction].

Warranties

A processor processes personal data, provided by the
controller, only on instructions from the controller, pursuant
fo article 29 of the GDPR:

Article 29 — Processing under the authority of the
controller or processor

The processor and any person acting under the
authority of the confroller or of the processor,
who has access to personal data, shall not
process those data except on instructions from
the controller, unless required to do so by Union or
Member State law.

Although GDPR protection is sufficient, in addition,
warranties may be included in the DPA:

Example:
The Controller warrants and represents that:

e qall Controller Personal Data provided
by the Conftroller to the Processor is
necessary, accurate and up-to-date;

e all Processing Instructions shall at all fimes
be in accordance with Data Protection
Legislation.

Indemnity
Conftroller(s) and processor(s) are subject to joint and
several liability with respect to data subjects irrespective
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of their proportionate fault, and then it remains up to
controller(s) and processor(s) to sort out liability and
payment or cross claims among or between themselves
pursuant to artficle 82 of the GDPR:

Article 82 — Right to compensation and liability

5. Where a controller or processor has,
in accordance with paragraph 4, paid full
compensation for the damage suffered, that
controller or processor shall be entitled to claim
back from the other conftrollers or processors
involved in the same processing that part of the
compensation corresponding to their part of
responsibility for the damage, in accordance with
the conditions set out in paragraph 2.

Nevertheless, the DPA may include an indemnity
provision:

Example:

The Conftroller shall indemnify and keep
indemnified the Processor in respect of all losses
suffered or incurred by, awarded against or
agreed to be paid by, the Processor and any
Sub-Processor arising from or in connection with
any:

* non-compliance by the Conftroller with Data
Protection Legislation;

e processing carried out by the Processor or
any Sub-Processor pursuant fo any Processing
Instruction that infringes Data Protection
Legislation; or

e breach by the Controller of any of its
obligations under this DPA,

except to the extent that the Agency is liable
under the clause [below].

The Processor shall indemnify the Conftroller for
losses (howsoever arising, whether in contract,
tort (including negligence) or otherwise) under or
in connection with this DPA:

¢ only to the extent caused by the processing
of Controller Personal Data under this DPA

and directly resulfing from the Processor’s
breach of this DPA; and

e in no circumstances to the extent that any
losses (or the circumstances giving rise fo
them) are contributed to or caused by any
breach of this DPA by the Controller.

The Importance of Obtaining Legal Advice

The German company Color & Style who had been
penalised (referred to under ‘Failure to Execute a DPA’)
posted comments on their website'' saying, in particular,
that it was unrealistic for them to engage an expensive IT
lawyer to draft a DPA.'? However, that case illustrates the
importance of af least obtaining legal advice.

Notes

' See https://eur-lex.europa.eu/legal-content/EN/
AUTO/2uri=CELEX:02016R0679-20160504&qid=1532348683434.

2 Reported at https://www.heise.de/newsticker/meldung/DSGVO-5000-
Euro-Bussgeld-fuer-fehlenden-Auftragsverarbeitungsvertrag-4282737.
html.

3 https://datenschutz-hamburg.de/.

“ http://eur-lex.europa.eu/legal-content/EN/TXT/
PDF/2uri=CELEX:32004D09 15&from=EN.

° http://eur-lex.europa.eu/legal-content/EN/TXT/
PDF/2uri=CELEX:32010D0087 &from=EN.

¢ See e.g. www.linkedin.com/legal/l/dpa?

7 See e.g. www.brandwatch.com/wp-content/themes/brandwatch/src/
legal/documents/BW-C2P-DPA-V004b-09062020-(DRM).pdf.

®See e.g. https://gdpr.eu/data-processing-agreement/.

? See e.g. www linkedin.com/legal/l/dpa?

' https://area9lyceum.com/adaptive-learning/how-it-works/.

' https://kolibri-image.com/causa-datenschutz/.

12+ Es sei auch nicht realistisch, einen teuren IT-Anwalt zu beauftragen,
das Ergebnis anschlieBend auf eigene Kosten ins Spanische Ubersetzen zu
lassen und dies dann an den Haupfsitz des Auftragsdienstleisters in Madrid
zu senden, mit der Aufforderung, doch gefdalligst zu unterschreiben.’

Ekaterina Biruleva
In-House Counsel, Kaspersky, Russia

Ekaterina Biruleva is currently Counsel with
a global IT company based in Europe,
responsible for software licensing and digital
advertising agreements. Previously she was
an international arbitration attorney with a
private practice. Ekaterina’s alma mater is
the School of Oriental and African Studies in
London. She has a BA in Law and Economics
with specialisation on economic development
and the legal system of Japan. She has been
admitted to the Bar in New York and England
& Wales.




Up Close and
Personal:
Miyuki Ishiguro

Tell us about your years growing up, such
as interests, hobbies and causes that you
are passionate about. What are some of the
childhood experiences that shaped you?

I was born in Kagoshima, the southern area of Kyusyu
Island, Japan, in 1964. | have one brother, six years
younger than me, who is very kind and gentle.
Kagoshima has been a relatively traditional area in
connection with the roles of men and women, in other
words, it is a male-dominated society. My father was the
eldest son of a traditional samurai family in Kagoshima
and males had priority in everything. On the other hand,
my mother was raised by her mother, who came from
outside of Kagoshima and she did not care about the
priority of males. In my childhood, | was sometimes fold
by other male persons, except for my father, that it was
meaningless to be good at studying. They may have
thought that men were wiser than women, although |
did not think so. This kind of message did not discourage
me at all but rather encouraged me more.

During my childhood, | always played outside my home
with my friends (girls and boys) from my neighborhood
until dusk and sometimes my mother would angrily shut
me out of our home and my father would secretly let
me come inside. He loved me a lot and was always
kind to me. | was never scolded or discouraged by him.

| like exercising rather than reading books and in
my primary school days | enjoyed swimming and
basketball after school. In my junior high school, high

school and college days, | was a member of the soft
tennis teams. | became darkly tanned so that it was
said that my legs were like beer bottles! | spend a lot
of fime playing soff tennis and those days gave me a
stfrong base of good health.

Who has inspired your life and why?

My mother inspired and encouraged me every day. She
did not praise me even if | achieved a good score in my
studies, but has never stopped me from doing anything
because | am a female. As | explained above, Kagoshima
is a male-dominated society and girls are not generally
encouraged, but my mother did not follow these strictures
at all. She was very reasonable and always told me to just
do what | wanted fo. It is very easy to find hundreds of
excuses as to why you can’t do something, but that does
not make sense and you should look for ways to help you
to do it. This is the message that my mother always said
to me. These magic words always gave me power and
encouraged me.

What did you do before you joined IPBA? Why
and how the IPBA? What do you think other
people should know about the IPBA?

Before | joined the IPBA, | worked at the same firm as a
capital market lawyer (this is the same until now) and
raised two children. The reason why | joined the IPBA
was very simple. Hara-san, the ex-Japan JCM and our
firm's managing partner, introduced the IPBA to me
and | thought that the IPBA must be a nice organisation
because Hara-san, whom | highly respected,
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recommended the IPBA to me. Soon after | joined, |
realised that the IPBA is a very unique organisation with
a lot of interesting and friendly and powerful members,
especially women. If a business lawyer would like to
make friends outside of his or her home country, |
definitely recommend the IPBA.

What is the biggest challenge you have faced
to date and how did you overcome it?

The biggest challenge | have faced may be raising
children while continuing practice as a capital market
lawyer which is time-consuming and filled with many
thick documents and great time pressure. | cannot
remember how | coped during the days with small
children, but everyone helped me, my husband (a
good cook), my parents-in-law who lived next door
to us (who fook care of the children at night), the
small kindergarten within three minutes walk (which
offered the Montessori method to children), my
parents in Kagoshima (who took care of the children
at Kagoshima in the spring or summer breaks) and
housekeeping service providers. | should thank all of
them from the bottom of my heart.

Have you faced gender-related challenges in
your career? If so, what have they been and
how have you overcome the adversities?

No, not at all. Fortunately, | have enjoyed my career with
wonderful senior and junior colleagues and clients and
have never faced any problem related to gender. But in
order to avoid such situations, when | became a lawyer, |
carefully selected the field and the firm.

What advice or tips you can provide, on
managing a work/life balance, especially for
women in law?

We have just 24 hours a day and just one body, so if is
better to rely on support from others in terms of work,
housekeeping and raising children. It is very important
to keep in good health and mental condition to enjoy
our busy life. If | do everything only by myself, | could not
maintain this. In this connection, | also believe that a
feeling of gratitude to others who help us is also important.

The pandemic changed the world as we
know it—everyone working from home and a
general heightened state of anxiety. How has
this disrupted your work/life balance and how
have you overcome those challenges?

| do not think the pandemic disrupted my work because
| could continue working at the same level even at
home with the full assistance of IT. Before the pandemic,
we could not work at home efficiently because of a lack
of many functions, but after the pandemic, many legal
and other services which enable us to work at home
developed rapidly. The pandemic forced us to look for
ways to help us do things, rather than to look for excuses
as to why we can’t do something.

If you were the leader of a country of your
choice, what would you do?

Tough question. | have never thought of this type of
question but, if anything, | would like to eliminate every
kind of discrimination.

Finally, some quick questions...
What is a motto you live by?
Where there is a will, there is a way.

What would you say to your 20-year old self?
Work hard, play hard.

Cats or dogs?
| may be a cat. But | like both cats and dogs.

If | could be a superhero, | would be...
I would be a gorgeous super model like Cindy Crawford!
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IPBA New Members
November 2020 to February 2021

We are pleased to introduce our new IPBA members who joined our association from
November 2020 to February 2021. Please welcome them to our organisation and kindly
introduce yourself at the next IPBA conference.

Argentina, Fernando Liu
Marval, O'Farrell & Mairal

Belgium, XiufangTu
Monard Law

Canada, Ruzbeh Hosseini
Cambridge LLP

Canada, Barbara Miller
Fasken Martineau DuMoulin LLP

Canada, David Ward
Miller Thomson LLP

China, Wang Hongmei
Hebei Sanhe Shidai Law Firm

China, Wencong Li
Jin Mao Partners

China, Zhe Liu
Grandall Law Firm (Shijiazhuang Office)

China, Kangwei Pei
Jin Mao Partners

China, Yu Bin Qin
Hebei Jimin Law Firm

China, Jingyan Wang
Grandall Law Firm (Shijiazhuang)

China,Jing Xu

Beijing Yingke (Shijiazhuang) Law Firm
China, Xiang Xu

Zhe Jiang Z&J Law Firm

China, Wenjun Xu
ANHUI CHENGYI LAW FIRM WUHU OFFICE

China, ZianYang
Jin Mao Partners

China, Yangmin Zhong
Shanghai Kunlun Law Firm

France, Anais Bove
BOVE LAW OFFICE, Inc.

France, Wissam Mghazli
W.M Avocats

Hong Kong, Richard Lyons
Hill Dickinson Hong Kong

Hong Kong, Alex May
Hill Dickinson Hong Kong

India, Gautam Bhatikar
Phoenix Legal

India, Ritika Ganju
Phoenix Legal

India, Safish Triplicane Damodaran
Sarvada Legal

ltaly, Maria Francesca Lanzio
Studio Lanzio Pelargonio

Italy, Giovanni Lovisetti
Dezan Shira & Associates

ltaly, Andrea Rudelli
Studio avv. Andrea Rudelli

Japan, Masahiro Nakatsukasa
Chuo Sogo Law Office, P.C.

Japan, Asa Shinkawa
Nishimura & Asahi

Japan, Yo Yamagishi
Miyakezaka Sogo Law Offices

Netherlands, Minos van Joolingen
Banning N.V.

Philippines, Editha R. Hechanova
Hechanova Bugay Vilchez & Andaya-Racadio

Philippines, Kristine Tupaz-Torres
Gorriceta Africa Cauton & Saavedra Law
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Russia, EkaterinaBiruleva Butler Switzerland, Fabienne Limacher
Kaspersky Walder Wyss AG
Russia, Mikhail Krasilnikov Turkey, Ismet Mumtaz
Law Office Mikhail Krasilnikov &Co. Yayan Yayans Law
Russia, Andrew Lomas United Kingdom, Anastasia Kantzelis
EPAM Law Offices 6 Pump Court Chambers
Singapore, Wilson Lim United Kingdom, Simon Kerry
ASIAN ASSETS ALLIANZ PTE LTD, SINGAPORE Hardwicke Chambers
Singapore, Benedict Teo United Kingdom, Carl Wall
Drew & Napier LLC 4 Pump Court
Singapore, Shintaro Uno United States, Thomas Allen
Nishimura & Asahi (Singapore) LLP Greenberg Traurig, LLP

Save the dates for the IPBA Virtual Conference

"Innovative Resilience in an Altered Legal Landscape”
June 15-19, 2021

Join us for our usual great conference in an exciting virtual environment!
June 15: Opening Ceremony and Plenary Session, followed by a Reception
June 16-18: Three time blocks with 3-4 concurrent sessions, followed by discussion and networking

June 19: IPBA Council Meetings and Annual General Meeting

Plus: Registration for IPBA Tokyo 2022; exhibition booths; and fun activities to keep us entertained
and alert

Contact the IPBA Secretariat if you are interested in sponsorship opportunities: ipba@ipba.org

Check the IPBA web site for the latest information: https://ipba.org
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with the LLM (Applied Law) majoring in ASEAN+6
Cross-Border Legal Practice and Graduate
Certificate in Cross-border Transactions.

Key areas of study

+ Negotiating and Drafting Cross-border Contracts
+ Cross-border Mergers and Acquisitions

+ Banking and Finance Practice

+ Intellectual Property Practice NeXt Ir.‘take
« ASEAN+6 Arbitration and Dispute Resolution Practice beglns

+ Trade and Investment in Asia 17 MCIy 2021

« ASEAN+6 Capital Markets Practice

Find out more about the LLM (Applied Law) and the
Graduate Certificate here: [Im.collow.edu.au/ASEAN

IPBA INTER-PACIFIC The program has been developed by The College of Law
BAR ASSOCIATION in collaboration with the Inter-Pacific Bar Association.

Enquire about how to enrol today Jl Ll Postgraduate

Contact us at colasia@collaw.edu.au Specmllsatlon
The College of Law



